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Check Metwork Connection

Check Result FAIL

Error code [}5—7]

See the Network Status and check if the Network Name (S5SID) is
the SSID you want to connect. kJ
If the SSID is correct, make sure to enter the correct password

and try again.

If your problems persist
see your documentation for help and networking tips.

T e T e e
Checked Items

Wirelesas Network Name (55ID) Check PASS
Communication Mode Check PASS
Security Mode Check PASS
MAC Address Filtering Check PASS
Security Key/Password Check FAIL
IP Address Check Unchecked
Detailed IP Setup Check Unchecked
I —

Metwork Status

Printer Model XX-XXX XXX Eeries
IP Address 0.0.0.0

Subnet Mask 255.255.255.0
Default Gateway

Network Mame (S5ID) AXXXXXXKKXXX
Communication Mode WEAZ-FPSK (AES)
Signal Strength Poor

MAC Address 44:D2:44:DA:C0D:43

a. $AERES
b. FEAIRRIRIE T AUFHE

E-1

AE

Confirm that the network cable is connected and network devices such as hub, router, or access point are
turned on.

BRRTR

QO BECARREZSECEREEZTRWENRE S5 HMERES -

O BELNEGERNEMEREEC TR

QO MBLEEFBW-FiEGIEE FEAANKMETWIFHRE BARSRECEER-
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E-2 - E-3+E-7

ME

No wireless network names (SSID) found. Confirm that the router/access point is turned on and the wireless
network (SSID) is set up correctly. Contact your network administrator for assistance.

No wireless network names (SSID) found. Confirm that the wireless network name (SSID) of the PC you wish to
connect is set up correctly. Contact your network administrator for assistance.

Entered security key/password does not match the one set for your router/access point. Confirm security key/
password. Contact your network administrator for assistance.

RRFR

0 BEENEFRECITHE -

O BRENEKIKEBEC S EREZZFIE -

O BFRENREER - RN 100WE > REFERER -

O RN EEEREAFRHNNE > WBREMZENEMERY o

O MRUFEFREAT SSID > RERTWMA LR o ERABERRE M [Network Status] F 3 E SSID °

O MRFEEEZE SSID » 52 EERA SSID © & SSID {F B R EEMIERES » ENREAS TS ERZ
SSID ©

O MREE HIRERERE Y FRRELR - FREEFEEE WPS o IR FEUE RS2 Wps » RIS
EREERE -

O FEEEHY SSID REF ASCI F ot (KB FE TR AT o ENREE LB RE S IE ASCII FITHY SSID °

O BETEEZFIE ZA] B8 SSID FZH o MRETERRE N EHFEE, - 8B SSID FMZ B AE
FHEMNEZEE L - MRETHESSID MRS  BHARTEENENALE » RESEFDEBEM A
X o

O BRIEREZEZERESREN Tethering ZHEEAERLHY SSID » MEREZE BRBERHAIAFHHY SSID H
S o

Q R Wi-Fi ERRAERE  RERARETIER - REFSELBERPWEA—IE - BERT R
THIBTHREREZFRETE °
http://epson.sn > [FZ €]
O ARESEHRERIEHMESRES -
O Wi-Fi 58 2 IR R T UMIEM B ERERN ©

E-5
A

Security mode (e.g. WEP, WPA) does not match the current setting of the printer. Confirm security mode.
Contact your network administrator for assistance.

BRTR
BESFRHENZ2ERERESUATEN—E - RTEES  XEFRHNZE2EE - AREROEK
AR RE o

[ WEP-6413 (401x)
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fR R R

O WEP-1281Y (1041)
O WPA PSK (TKIP/AES)"
[ WPA2 PSK (TKIP/AES)
[ WPA (TKIP/AES)

[ WPA2 (TKIP/AES)

*

*  WPAPSK tE782% [WPA Personal | (WPA {EA) e WPA2 PSK 1582 [WPA2 Personal | (WPA2 fEA) °

E-6

e

MAC address of your printer may be filtered. Check whether your router/access point has restrictions such as
MAC address filtering. See the documentation of the router/access point or contact your network
administrator for assistance.

BRTR

0 BRERE MACZUHBIEHRIF A - MREA » ZHEDREEM MAC 24t » EEHTHEIRE - MFEFHE
A 2 EFEEBEM YRS o BT DA A BR I AR R H BV [Network Status] #B0 HRE EN R HEAY MAC
it o

O MREFHESLAREFE WEP Z2HEEEN » FREREWIBMRS|ERE -

O MREHEH ENTESRRBEHONECEEGNRAREEY  FHFIEETRE » UBNMAERRE
g - B2 R ERMASUF BUETRE »

E-8

ME

Incorrect IP address is assigned to the printer. Confirm IP address setup of the network device (hub, router, or
access point). Contact your network administrator for assistance.

BRTR
O MNREDREWRD BEES P AURE - BRUBFEURAY DHCP -
O RENRBEWRS [ FE) ] Bi5 P AURE - AEFBRERN IP iR HEEE (BI40 : 0.0.0.0)

o EENRAMEIZHIE MRS FE FH Web Config 52 EB AV IP {24k o
E-9
A

Confirm the connection and network setup of the PC or other device. Connection using the EpsonNet Setup is
available. Contact your network administrator for assistance.

BRFR
BMETIAR -
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O SR ASREERFINRENEEFIRBRARNER MR LW HM BN EKRESE -
MREAULRE 2B NAMENENREER R EERE  FHEMTFIHER - FRN 10 WiE - RERH
MER - ARERT IR THILHITHRERELZFRRE °

http://epson.sn > [% iE]

E-10

ME

Confirm IP address, subnet mask, and default gateway setup. Connection using the EpsonNet Setup is
available. Contact your network administrator for assistance.

BRTR

BETHARR

0 A% EMHEAREEITE -

Q %Zé%@ﬂﬂ%ﬂ%%%ﬁ%?iﬂ%% IP A3t - BRI (P il ~ FARKESNERRAER) 28
SRR A ERE - ETEHRE o L7 AR RRERIRER [Network Status] B0 2RE IP ik « 748
HRIESMAREERS -

WERMAT DHCP » BSENERMSEEHBHES Pt - BE IPUUBRAETFE » RBAKRESHEN
[Network Status] SR DM@ EENRMEMT IP (it » ARERBRESELEBNMTFH - S FRKRIESRA
[255.255.255.0] °

MRVARGEENRE R R BEERE - FEMATIHER - HRQ 10 WE - ARBAMER -

Y/

IE

E-11

oA

Setup is incomplete. Confirm default gateway setup. Connection using the EpsonNet Setup is available.
Contact your network administrator for assistance.

BRRFR

BETHAR -

O FEASENRMM TCP/IP RRER S [ FB ] MBERT > ERFESUIERE -

O HRATERFPERNRBCITH -

RIEEENTER MBI o AR ERIRE M [Network Status] DR ETER MBI
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E-12

ME

Confirm the following: -Entered security key/password is correct -Index of the security key/password is set to
the first number -IP address, subnet mask, or default gateway setup is correct Contact your network
administrator for assistance.

BRFER

BETHAR -

O F@ ENEMERES TR -

Q MR FEEA > REFRAU (Pt « FRRESHTERFBERS) 28ERE -

0 B AR AL (FRBESNERFESS) K&K -

Q PR E AR T E R o

MREAULRE 2B DNAGENENREERREREERE > FEAUTHE -

O BERATFREER - RO 1008E > ARBEMEIR -

O FAXERANBETHERERE o EAURUATHUETLZERER -
http://epson.sn > [5% XE]

QO SR ER —ESRAE WEP 22 F R N F IR E BRI - MRBH T SERE - REFE —([AZHERE
ERCHINREERTE -

E-13

A

Confirm the following: -Entered security key/password is correct -Index of the security key/password is set to
the first number -Connection and network setup of the PC or other device is correct Contact your network
administrator for assistance.

FRSRITR

BRETIRE o

O @R NFEE - SRR HREE2ITH -

O FRREEMN TCP/IPRELFBBFERE o (WMREDKERN TCP/IPRERBEBREN » MHEMBERME
9 TCP/IP SR ERIRFEIREN » BIENRMAMER T REM HtEBWRERE ©)

WMRERE LRABTRITEERR > ERATIIZER -

O BB ER c SN 10 W1E - AEBRER °

O FEERENREERMEFWEK L AZERNETHERRE - ZAUURUTRILETZHER -
http://epson.sn > [FZ €]

O BA LR —EERA WEP 22 R MF IR L2 RS ER - MRBERT ZERN  wEF—EEH
BIRACHENRELERE -
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EARERE NS

f R

ME

BRRTTR

*Multiple network names (SSID) that
match your entered network name (SSID)
have been detected. Confirm network
name (SSID).

ZEFIEBAIRERRTE T EARAY SSID - MEFHEARE » WHE SSID ©

The Wi-Fi environment needs to be
improved. Turn the wireless router off and
then turn it on. If the connection does not
improve, see the documentation for the
wireless router.

ERENREBB RIS FINEE - SPEVEARERYBRE - BTN
B o ZRM 10 WEE - RAKBMER - MR TREERE - FEHBEFEER
R -

*No more devices can be connected.
Disconnect one of the connected devices if
you want to add another one.

] B A R E RS & 2 R B 1 Wi-Fi Direct (Simple AP) BEHE T2 E
E-BEENME-—ASKREERLE  BEAVEF - ACKERNES
ETBRIERE o B LU SRR E S ENREAIEFIER - 2RAERR T [ERFE
ENESEEHENTEENEEYE -

REBEMIKRE
REDFRANBN > BOBNREER « WEMAARRE -

EE k2R AR K E VIR

MRFREREREE - A LUEBEAEMHMAARES - LDAP ARSI EMNREHE - ERASRBLEEGS (B
ANEREAER) MARBR LS ERAE - RIHRE -

B ED 48 B AR BB 2R

IR

AN

1.

2.

TNARGR
e S T (] o

o LU B I EN A S S AR AR 3, o

I [— BB ] > (ISR > [HI5IRAE) -

M [REE] -

MANE > RRFIENFEHRREE -

BA PR

FEBRERERER  SESEBEM -
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EEEEAH
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REXKEHEE K BB

£ F Ping i S E B — Windows

4\
s8N

1.

SAILAE M Ping S SRIERBINEREENRE - FFEET YL - £ Ping

A AR A A A BN AR TP Lk o

HLREE, -

G T AREEN R AVIZ HIE AR £ AR REEE - ERRE - AR MREERY [IP Address] ¥ ILE

mE o

HEIKNIEA RS -

FATNEREREN AR GSETRET]

A [ ping xxoxxxxxxxxxx] > SARIE T HER (Enter) 8 o
B A EDRAMEAY IP AZHE XXX XXXXXXXXX ©

WA AR
MREDKRBAMEMIELRA - SERUTAE -

o | Administrator: Command Prompt I;Ii-

Nrping 192.168.111.28

Pinging 192.168.111.28 with 32 bhytes of data:
Reply from 192.168.111.28: hytea—32 t1me=88ma TTL=64
Reply from 192.168.411 ns
Reply from 192.168.111.28: hyte“—32 time=15ms TTL=64
Reply from 192.168.111.28: bytes=32 time=%ms TTL=64

Ping statistics for 192.168.111.28:

Packets: Sent = 4. Received = 4, Lost = 8 (Bxz loss),
Approximate round trip times in milli-seconds

Hinimum = ?ms,. Haximum = 88ms,. Average =

NP

WRENREANERAEE - SERUTHE o

o | Administrator: Command Prompt I;li-

\rping 192.168.1141 .38

Pinging 192_168_111 38 with 32 bytes of data:

Reply from 192.168.111.18: Destination host unreachable.
Reply from 192 _168.111 .18: Destination host unreachable.
Reply from 192.168.111.18: Destination host unreachable.

Reply from 192 _168.111 .18: Destination host unreachable.

Ping statistice for 192.168.111 _38:
Packets: Sent = 4. Received = 4, Lost = B {Bz loss),

N

f# F Ping i S E B — Mac OS

IR
4 I_;\

1.

SR LAGEA Ping I SRR EREREENRM -
WA AR S AR A Y BN AR 1P ALk o

nuk

SEF] AREEN R BEAVIZ HIE AR E VAR REEE - ERRE - SRKIRER

BE

AT A R -
£ [Spotlight] FE A [#EA AR
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3. #—F [Ping] RIIEEE » W ABAELER 1 AR 1P Akt > SRK 3T [Ping] ©

|ec e WEIARR
RER Ne,ts?ﬁt't"?k‘,‘P Traceroute  Whois  Finger  HRHRIS
HBAZEWNT ping MR -
| XXX XXX KKK XXX || (51010.0.2.1  wwiw.example.com)
{5 IR B A9 ping
O =@ 10 {il ping

4. WRAIEAVRE o
MRENKRBAMEMELRA » SERUTAE -

ece@ 1B TRt

A EHAT ping SUEERAILL -
| XXX KKK XX XXX | (8180 10.0.2.1 5 www.example.com)

@ FIRBIEM ping

O R 10 {iil ping m

i 1cmp_seq=4 ttl=b4 time=4.4/Z ms
: icmp_seq=5 ttl=64 time=1.662 ms
64 bytes from icmp_seq=6 ttl=64 time=5.820 ms
64 bytes from : icmp_seq=7 ttl=64 time=2.185 ms
64 bytes from : icmp_seq=B ttl=64 time=3.676 ms
64 bytes from : icmp_seg=9% ttl=64 time=13.58B ms

b4 bytes from
64 bytes from

1 ping statistics
1@ packets transmitted, 1@ packets| received, 0.8% packet loss ]
round-trip min/avg/max/stddev = 1. S ——————

MREDKRBAMER AR - SERUATAE o

@0 e® T AR
M Netstat JEIFQ Lookup Traceroute Whois  Finger iR

B SHIT ping SUAERE AN -
| KA KXH XK KXK ({140 10.0.2.1 5% www.example.com)

SR EBE M ping
O =@ 10 18l ping

w

Request timeout Tor 1cmp_seq
ping: sendto: Host is down
Request timeout for icmp_seq
ping: sendte: Host is down
Request timeout for icmp_seq
ping: sendte: Host is down
Request timeout for icmp_seq B

o

-

_— ping statistics
18 packets transmitted, @ packet{ received, 18@.8% packet 'Loss]
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MEZ A — Windows

FATSRIT T  RESKNESREMEDREAEGRIRE o 05| BEHREE -
O ipconfig 8%
FUREREE AT FARE 7 AVEARARRE o

AREEMEEREAETILER » AURBERERER o 21R[E— @4 L5 28 DHCP [EIARES -
BB BB IR G EMANER AL - 28847 DNS MRS -

Q #%3 | ipconfig /all
Q&40 :

o) Administrator. Command Prompt

sxripeconfig ~all
Jindows IP Configuration

Host MWame = WINZ2B12R2
Primary Dns Suffix : pubs.net

MNode Tupe = Hybrid

IP Routing Enabled = Mo

WINS Proxy Enabled : No

DHS Suffix Search List. . . . . . : pubs_net

[Ethernet adapter Ethernet:

Connection—specific DHE Suffix
Description : Gigabit Network Connection
Physical Addr IR MR HH R —HH

Autoconf iguration En

Link-local IPv6 Addr

IPu4 Addres - - H

Subnet Mask : 255_255 255 @

Default Gateway = 192 _168_144 .1

DHCPv6 IAID : 283142549

DHCPub Client : B0-91-06-01-26-48-2F-45-88-1D-73-6A—44-68
DHS Servers : 192.168.111.2

HetBIOS owver Tcpip = Enabled

unnel adapter isatap.<{BB0ABEBE-ABCD-EFGH-HIJK-LMNOPQRETUUL:

Media State : Media disconnected
Connection—specific DNS Suffix H
DE“C]lptan = Microszoft ISATAP Adapter #H2
H EB—BB—BB—BB—BB—BB—BB—EB
: No

1 pathping ﬁ%\
ERLEREB R ST R RN FENENBREEN -

O &30 ¢ pathping XXX.XXX.XXX.XXX

[ &35 : pathping 192.0.2.222

o) Administrator. Command Prompt

sxrpathping 192.168.111.28

racing route to EPSOMAB12AB [192.168.111.281
over a maximum of 38 hops:

8 WINZA12RZ.pubs.net [192.168.111.181

1 EPSONAB12AB [192.168.111.261

omputing “tatl“tlc“ for 25 seconds...
e to Here This MWoderLink

ur
op RIT Loﬂt/Sent = Pect LostsSent = Pct Address
5]

WINZB12R2.pubs.net [192.168.111.181
8- 188 B i
1 38ms 8- 188 = @ 8- 188 B EPSONAB12AB [192.168.111.281
race complete.

RS-

BATERAE

RENREFENRBBEZHEHARBRMNEMN L - BEEARINERRNERE S IERE - SA 5|
BIRHOREE -

0
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B¢ AR BR
(DR AR ST BEIR TS E) RS BRI AR 8 2 P OB AR o

MEEAE
= 536H ‘BB ARIIER

DNS fa] iR 2§
HEERS BN DNS AR - BRENZRER —BRERNSINBE FRE  BREBHENEEN

DNS R EME[E °

BRI LURIN T T R E B LA DNS 3RE ©

0 Windows : [#Z2#I8] > [ AR AR > FHBRMLAHO] > [BENERKE]
EEZERBNEE  ZAUERIRTIFTTEA [ipconfig/all] ETRE o

0 MacOS : [RERIFRE] > [HER] > BEPE..]> [DNS]

AL AR E

& Web Config 1% B Wi-Fi

#% Web Config {& f Wi-Fi e B R LEBFE B Wi-Fi BIZRHME A Wi-Fi - BIS R EREE -
1. fFHL Web Config M BEH (41K ] 2 51HE4K > [Wi-Fi] » ARRIEHL (15 Wi-Fi] °

2. WAEWME » RREI (HEE] -

& Web Config # i Wi-Fi Direct (Simple AP)

£ Web Config # 7 Wi-Fi Direct (Simple AP) ©

1. fFHX Web Config i BB [#41%] K 518 %E > [Wi-Fi Direct] ©
2. $F¥ [Wi-Fi Direct] B [BAFA] °

3. KT [F—#]

4. WAEME » RBEI (MEE] -

= HIEARE A Wi-Fi
1£ Wi-Fi 1% » Wi-Fi EE S ER -

L rexame B9
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f R

2. RN [HeEIds] o
SRTHABAME -

3. BhEE (BERE] -
4, SEEU [ Ah] > (15 H Wi-Fi] °
5. WAME - REPHGRE -

6. *%ﬁi;frhéfi > B P -
RBREREBRER  £ESEDEEME -

7. BAPH BB EARRE FH e
8. T Mo

#8422 %I TE AR 0 T Wi-Fi Direct (Simple AP) E 43
B

£ Wi-Fi Direct (Simple AP) AR Z 4% » FTA LA Wi-Fi Direct (Simple AP) B4R 5 GBS ENRENERFEE
RHEBRERFER - MRELEHRISERENES  BREBMIFENRBEFER -

1 ermmae 1O [

2. #EHL [Wi-Fi Direct] °
E 7R Wi-Fi Direct &3l ©

3. R EERE -
4. 3EHL [ Bk Wi-Fi Direct] ©
5. M ERRE] -

6. BRGNS > BPAE A
RBRERBRER 2B SHBEM -

fle 2 B E AR R A B R E

A LA TR AR R R E TR -

O ES o

2 JRN[—ERE] > [RAAEL > (6% R > 480 -
3. MEHE - BRI R -

4. BARSEGHEAE > B PR
RBRERBRER  ZESEDEEM -
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plESY

#5477 HX Web Config

IP ik R IETRAR ED R -

B P Ak RIS IRAR EN R o (£ AENRMEAVIZBIEARBCE 1P 3k o 87 DAUE MARKIRRE B S AR ED R
Ay S E AR AR B AT EER ©

MEAERIIESSUTLS W MERE -

SSL/TLS BB MBZARE ° Web Config I L B EMBME B RIBEZM/N > M T AR - WEZIEIZAM
BMEIE o

[ 80 fiJT : AES256/AES128/3DES
Q 11227 : AES256/AES128/3DES
O 128 27T : AES256/AES128

Q 1927 JT : AES256

0 256 L JT : AES256

CAEEBRECBH -

ERENDE B HARIRE - £/ SSL/TLS AR (https) EHEEE Web Config B - R ERER [ BEEB
H] - AAMEEIHPAZAET  FRAAEEEBENRENVAE -

BENERSBMENRER -2 -

HRENBEASBAMEDRET—5 > BITEFEMA SSL/TLS B (https) FEX Web Config B » ZEH SRR
[Z2MBRENEBEL .1 AR KR ERES TE IP U T — B -

O WMAENREA P ANEY BREFRE A CRNBERAERE
0 1T Web Config B5#§ IP {iztit iy A 49 5225 58

Hh BREBRE  FEEORKEHE - BRCENEWERIORK -
ERCABRERE  AIFEBREUSHRENEE -

ALY Proxy RIIREEREARBRERA P ERIEEE -
EENRMEE B EA Proxy RIAREEE:  FBEREEIBEEAE A TEB Proxy RIARESEZE 2 ARME I ©
1 Windows :

BENIEAIA] > (MR M ARRAER] > (MR EIE] > EF] > [BIEAKRE] > [Proxy [@R2E] - RERE
E LAN (ZR#&Az31) A A Proxy {AIARES ©

J MacOS :

EMRS MY RE] > (HEK] > CER > (RIERAMRER - ARERREL THEFSNNAERRSRRE]
IR o

&35 :
192.168.1.% : B HE 192.168.1. XXX » FHIIRIE= 255.255.255.0
192.168.** : ZNHEAZHE 192.168. XXX XXX » FHIEEIEE 255.255.0.0
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HEEAR
» 5268 “7FHI Web Config”
=» 5188 “fEIK IP {iit”
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P %

il ALY

TXHMEEN SRR BEAVEEE -

Epson Device Admin

Epson Device Admin @ — R Z IR ARNEE  JHANEEFK LWESE -
AIAMINEEANT ©

O EEREEERREZE 2,000 5 HRESFHR

O BUEFMAFRE - WEERIERMRRE

0 BEEmIE

O FEESIARRE

O B —REEARSELE -

&0 #% Epson Device Admin ## Epson X B4 UL T & - MNEFAME » 5520 Epson Device Admin HY51BH
XA o

#11T Epson Device Admin (&3& B Windows)

ZEVPATE 2] > [EPSON] > [Epson Device Admin] > [Epson Device Admin] ©

B &E -
EHHBEFANABETR » 55 RFTEE Epson Device Admin ©

EpsonNet Config
EpsonNet Config @ —MERARXEE  ATARERAR LNEBETERE - BEHEBZBIARKEZEH

BREF - BIEHRAREIRE IPURVERE - WAl BUEITERTE @ WRE IP it - BEERSES - EthA L
ARERBEHERNBERL THREETHBRRE -
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MEEFHAER - 552 H EpsonNet Config KI5 BA S SR AR ©

\\P—1 EpsonNet
= | Config

SE Version

hitislizing

#11T EpsonNet Config — Windows

EFrEFE] > [EpsonNet] > [EpsonNet Config SE] > [EpsonNet Config] ©

B & -
EHIRMAKIEER » 55 FF1FE EpsonNet Config ©

#11T EpsonNet Config — Mac OS

ZEAIE] > [FE AF23(] > [Epson Software] > [EpsonNet] > [EpsonNet Config SE] > [EpsonNet Config] ©

EpsonNet Print (€38 A 5 Windows)

EpsonNet Print & —E A[& 1B TCP/IP FRIEITHIENNEEE - ERLTEEAHNRBEBSEX —ELE - &
EFITHREESIED - 55 EpsonNet JIENEEIR o T 5| B EINRER R E] ©

O RENRESEREINEESEEEMLE

0 FHENRBEAY 1P (31t DHCP B - (D& {ERIZIEN R o

Q BaERURTERERBRVENRE

Q BREATEREBRAHE 2 —EITHIED

Q & IPv6 7t ©

EpsonNet SetupManager

EpsonNet SetupManager s Al 32 EN /R B RREMH N - ML RHENRBEIEENZ « L EPSON
Status Monitor R ENRMEIZIE - HBBATZAREEESRYE —NERES W EHAZBERE -

WMEFFMER - FEH BN E Epson #uf ©
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7 2 41| T ARCGE 1T W-Fi 3258 (WPS)
& 0] LA(E B WPS ThEEFE EN R LI EARE LR 2 Wi-Fi ©
HHEEHA

» 718 ‘&
» E708 ¢

BIREERTE (WPS) T Wi-Fi 38 E”
%318 PIN B35 (WPS) 11T Wi-Fi 3%.&”

FEIBIRERT (WPS) T Wi-Fi lRE

A UFERZE TR EWIREEEET Wi-Fi fHi% c IRBEUTHRY  BHEFAEELERTE
0 17HEZEEE WPS (Wi-Fi Protected Setup) AR °

O BAM Wi-Fi B2 ERRT I ENREEY -

BRF&E -
MBEKTRIRBERIEFEAHERTE B2 R IR AR -

L rexamee O G
2. BN [BXEAR] o

3. B (PAfRRE] o
EOREMRESR  SRETESRFAEN -HBBEEWIFER R (BERTE] UBERE -

4, SEEL (IR E (WPS)] ©
5. FRARAEEHUE LR (WPS) 8 > BB REIRNE RIS L

MRTHE (WPS] 2 E - IR ERBEMRE - FEF2 RIFEHBEM AV S -
6. M (PR o

7. BAPAME
AEBRERERER  EHSHBEEM -

i\

fe={
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Y 8%

BiYeE
MRERAY - ENHEETR  SEHPHAFETNRENGE  RARBAES - MRBEDRER -
FIEN— 1D ABR B AR IR S - WEBHRGER

8. [ PR A it A S TG

FB PIN IR E (WPS) 14T Wi-Fi 38 E

A LUERFEA PIN TS B EEEZ 7R - MRIFELEL RSB WPS (Wi-Fi Protected Setup) ZhEE » & A LAfE
A EEITRE - fFAEKE A PIN RIFZIZELE -

1 ermmae O (G
2. RN [BEHER] o

3. B (PAfREE] o
AOREMRESR  SRETERHAEN -HEBEEWIFER N (EBERT] UBERE °

4. FRE[HAb)] > [PIN B55E (WPS)]

5. AEWISMEEDY o ARG o1 R S B4 i T AR R B PIN B (8 LB g AAE UK -

B EE
BREE A PIN BBVEEE - B2 RN MERT AR BB 3L ©

6. JHiRE [PAMEE] -

7. BAPAEM -
IR TRE(ERF] EREBERERERZ  EEE2EHEME -
B &E -

MREGRAY - BB SEBDIERINRENGE - RARBRES - MREBEDARER
DIl —MERRE  WEBRRAR -

8. [ PR AR it T A S G

£ F Wi-Fi Direct (Simple AP) # 43
Wi-Fi Direct (Simple AP) E AR ] B {ZE B EN REFNHKE

HRENREER ZBERNFRE T EEERE ARSI FAREHECEERR ZNRENEFER (R
FEREUEIR) ©

322 %I E #x £ BR A Wi-Fi Direct (Simple AP)

1wk g B9 16

2. %L [Wi-Fi Direct] °
P Wi-Fi Direct (Simple AP) B4R » RS FR Wi-Fi BEEH -
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3. BEEL [BHIRECE] o

4. BRI [PAIEREE]
U Wi-Fi Direct (Simple AP) B4R 0% » ZATSFRAER (SSID) FIHAH -

5. BAPHEE o
BIEE -
158 P ED SR A S E AR £ FTEERAVABEK (SSID) FIRHE BB RBEETENRE o

% 8 Wi-Fi Direct (Simple AP) i& &

% F8 Wi-Fi Direct (Simple AP) 4R HF - &A1 i J& > [Wi-Fi Direct] > (B ERE| #FERTE » ABRET
AT IheeRIER

BERR

H&3E 12 2 EN R LAY Wi-Fi Direct (Simple AP) Zi5% & B EIIEE(E o & 0] LAE 15 EiR _E A s Fr
FRM ASCI FILREREZ ©

ERERNN  MMAERNREEISTEHER - FEENMBERE  REANERE -

= 3 Wi-Fi Direct (Simple AP)

1= FA ENZRMEAY Wi-Fi Direct (Simple AP) 38 € ° 1= FBF » F7/8 LL Wi-Fi Direct (Simple AP) 4R E 12 = EN R MY
REYGPEER -

MEREERNLENE

3 Wi-Fi Direct (Simple AP) B 1%  MIBRATFEENRE LW EERHLER (B8R Bl ©

£ & B0 X3 Wi-Fi Direct ZHRERY Android £ 8 @ BRI LIFE BZINEEHS HEREZ ENRM - B Wi-Fi Direct
IRCEER BB HEETEAATNEBNIEBNWEE  (IREEE 1%“””*§§%1 o )R Wi-Fi
Direct ThAEE T - RGNS RIBEN RN Z S E MR AT RIEBEEEAE

B &E

% ERK A /1% B Wi-Fi Direct (Simple AP) S HIBR B B 2 B HER - &t 7] LI{E Web Config LAY [#838] RS|12H
> [Wi-Fi Direct] E{T:&E ©

BEERS A

BEERFE - FHCRHARBHNBER TETIRRE -
MR P AHEIKRESFE - FFRAREESHRAZE AR —{E P it ARH A -

Bﬁ?
HRUA Wi-Fi B4R - CARRERSEA -

MEEAE

W E748 “ROARPREZEFE R Wi-Fi 2L
B 748 “RWi-FiEREFASANARES
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ROAPRERETE A Wi-Fi ELE

REZEFHIHIREE S Wi-Fi B

A REENRMEMVIZFIEARAS C A PR BREEF R Wi-Fi ELR o SFEEHEHE Wi-Fi EEREEAMER o
SRS R PR RAIEHIEARET Wi-Fi ERRENEE o

HEEE
» 55238 “EEZEL LAN (Wi-Fi)

{5 F Web Config B ¥ A Wi-Fi B4
{5 F Web Config #§ & K 488 EE 4R 43 88 & Wi-Fi 4R o

1. 17 Web Config 28I (A48 ] RTIHEE > [Wi-Fi] ©
FOREEEERS  FWATHEAHERE  UEEEFS

2. P [RAE] °

3. BEUFBUEERY SSID Wi A o
WNRIEBEEER SSID )R B FEN » s5EEL [# A SSID] I & A SSID ©

4. T [F—%]-
5. MERBENMEEIIET (HEE] -

6. RTENEHE EMCRF B -

BiEE -
&t 0] LA 3 Epson Device Admin # BB 4R 5 7% o sF &R © 5522 Epson Device Admin FYF M= sH8A o

HEAER
= 5526H “17H! Web Config”
» 55698 “Epson Device Admin”

R WIi-FiESRBELSARKER

B ERASHERERBES 2 KRR

BEEA TSR RENERSERERE Wir BERZ AR -
I ES

2. JEML [—RRE] > [AAMRE] > (11 BRI ) -

3. MR (BHARRE] -
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4. WAEE > RIZEA P -
RBRERBRER  HESEDEEM -

5. 8 SOKHA % BEARG BN A BT 32 BB hi 4% -

MEEAE
w» 55228 “EREAHERE

{85 F Web Config # ¥ 3 & KK E LR
{5 Web Config #§ Wi-Fi EREB E A 2 KRR ELR o

1. 1FHL Web Config W B8 HX (A4 ] R TIHEH > [Wi-Fi] °
ECRTEEEEN  FWALAERBERE  UEEEBEBA -

2. T [##HWi-Fi] °
3. MAEFE > RIRBEHEE] -
4. 8 FH 2 A 48 e L A L D FE M LA 438 (LAN AZ i) o

By E -
&t 8] LA55 F Epson Device Admin # BB 475 5% o 5F4HE RN © 522 Epson Device Admin IERISkEH AR ©
MHEAEM

» 5E26H “17HI Web Config”
» 55698 “Epson Device Admin”

ENRHEAEHNERE

EREEFERATHERE BEEZEE  AREESEATELEZBEATA -
HxE (BFw) | fEH Bt (RRES) | BAEE EEIRRE
IEZ 25| WSD AFEmEN WSD (TCP) 5357
AFRImER R FERTE (W EpsonNet Config) E2EN | ENZRH ENPC (UDP) 3289
KRB ENIREENRME o
2 FE A2 (40 EpsonNet Config) EZEN | ENFRA SNMP (UDP) 161
REEBE X UWE IR TE MIB EH ©
EZH IPRER ENaRi LPR (TCP) 515
2 RAW BB IEG RAW (9100 38) 9100
(TCP)
B AirPrint (IPP/IPPS B E) &} ENaRi IPP/IPPS (TCP) 631
= WSD ENFRME ENRA WS-Discovery 3702
(UDP)
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ERAREEMERZ2MRE

ZEMREECRTERR

EEREBAR SRR -

SRRV E T UFE o bt - BRIAZ AL FERE - SEISRIERER

BEMNMAEREM - BR  IEFN  FEAERREXERZSHHENERSIEN o MRETE A7
BRARNREPEADNRYE  AREES -

SR B IMREEREREN R - A RAERAREN R EDREPNFIED TERTE -
ATERIER » Epson ENREREM T SBL 2R -
ARBECERTFREEMELNRRGRGS  BEERTNRE

E4 IheeE A HEAR Y=k

SSL/TLS 3, EENFRMEIZE Epson AIfAREE | EUS CA BRBER » ARK EB CAREBEREREREEK
R - A SSL/TLS BaRn HEAZERE - ARV BITE - mIRG 1L AR R
PBAASR  MEBEEE KRIEEENTEE - o &
BREENBARETE R SSL/TLS BHAR -

£ o BHSE IR E R A
RELTNNAR -

EHEA I E EHEANNRKEZEKE | CEBAFSZELIERZEY B IE{E A& F A R4 BRI Th
BANBEAHEERE B | ENERBESIRE - B2 EMMREATRER Z MR
Hu AR FRAELIIEE - EBRAENZ 2R -

IPsec/IP &7 EAREATEREASE | BEVEKRFRAREARNRANR | RENKRERERESEERE
AFBRFIBRNEEERANE | REUENNRENAFE | B EXRBEENEH -
Bl o A IPsec EB IP HE HERFERH -

BT (IR REE
® o Bt BRI R 2B
HAZZ2HENRE -

IEEE 802.1X EAFBERRENEREERE RADIUS fafR2S (BB AAREE) | RENRMEREARLRER
B2 Wi-Fi 2 KRR - & HIBRREERTE o EVEEfFF o
ARERFATRE RS AR
% °

A&

= 55788 “ERENFRME 2 A SSL/TLS BN
» £86H “‘FRABMBEES"

» 5591H “{FA IPsec/IP EF NI EET

» 1018 “AEENRMEIERE S IEEES02.1X %"

REMINEERE

3R TE IPsec/IP EFIRE] IEEES02.1X BF » EiHIE1FHL Web Config @ 8 SSL/TLS RBIER EE » LU EME

HHWBE L 2R o

Lok BRI LUEBER C AR BEEGEINRBERERZEN » RETARBERTEA P AL
HAEF Web Config e TR RZEMRE 2K » BAUERERBEPERENRE -
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ERAREEMERZE2MRE

4

ER EN R > B AY SSL/TLS @AM

= (A ARSI RE £ B ED R 2 BRY SSUTLS (2 BAIGMEE/ERER M) BAETRE » BAILUMNES
fig 2 B AVBAEE - MREEMH LR R IR RERENFE  FRITIERE -

ERE &R

O CAEZERHE
ERHCACRERE) ZENEE - ZUNSERZUEAREEERE - WERURHPNRENEELA
PASSL/TLS 1851, - UBERERBANEZ R
FARA SSL/TLS BT EE - A{ERRRESREE o
ERHERTES IPsec/IP BFE DY IEEE 802.1X BHNAS » BIAEAZFIHEE -
QO CA BHE

ERCAHEBRE BPNER  WBAPR CARE - FHS —FH AAREEI =K Web Config i » FEHBIE
HEFARERBBONREBRZNEE -

EACARE  BREMBERZRONREFTEARSEBRRENRE - EAMERE » FREARE SSL/TLS
HENAEBRE BE-

B AR CA BRR N REEEFES RN CARE -

FHh > WA R B EMARESEN CARERE BERED > SARBRES —HRAREEMN CARE o
0 BREZBRE

ERINREBTESBNRITHEE - THEAREH HNERBEBTER  AULERRTTITEESR

SEBE LE AT o

EETLZERT  URBITE CAEERE WEE SSL/TLS BB A A LR -

RS HBR AR SSUTLS B > A BB A ERENEE F 8 RIEEUES F THSET
R B o MREE BRBEBER AR SSUTLS B -

e

1EBE R

» $£78E "HUSIHEAN CAEERR"
» %£83H ‘MR CA HEEBRE"

» E85H ‘EHEAKBEEBERR

HSILEA CAEERE

18 CA #BRHE
EERS CASERE  BEI CR(EERBER) UEAZBRFHEREEN o B0FEH Web Config R B
B3 CSRe
BB T 525 B F§ Web Config #2137 CSR I ENS CA 3B R% ° £/ Web Config 37 CSREF - BiFEA
PEM/DER &=, ©
1. fFHL Web Config » SRRBEHN [HIR & 2] T IAEER o 35 BRI [SSL/TLS] > [#8#) 5 [IPsec/IP fiii k] >
[ P 5 #8#5 ) 8K [IEEE802.1X] > [ P i d8) »
EIRRENNE > SO ESHERNEELSEALEEA -

78



ERAREEMERZE2MRE

T [CSR] By [EEAE] ©
CSREVEMEMEENFARL ©

TE45TE H o A BA -

B &E

AANSRREERGEREERREENME - RESEXREENNEERYLER -
P [HEE] ©

TERMESBERNER o

BEEN [4AM L2k REIAEER o 5 BRI [SSL/TLS] > [#&#%] B [IPsec/IP fifidk] > [FH P a8 Bk
[IEEE802.1X] > [F P 3y i) o

MR IR AR ME BLAL AR E A > 35T [CSR] WYL —fA s > A% CSR THEEN -

EREH:
ABBIRESE CSR - BRITTREEAE AT XN CARERRE -

% CSR X BB R HLAL » MG CA BB B -
AETERRRBEANEEIARRERE -

HE OB CA S 1B e 2 L ED BRI Y R G
HRERTEBNNER - CABEEBRE NWEUSREFERITMK -

79



ERAREEMERZ2MRE

CSRI®EIEH
EPSON Serles
1. | HE HEWE sl #iy EEEES [-4 { § ] Epson Open Flaiam
ares | ssuis = @
CANE
B S Feor Carvfcaie) I IS
S5LTLE ImEX REA BHEDE « CHAZ56 =]
WHE —&ER BRSO
2 as
oL L e
b |
sl
BExE
ER =% B8R
TRRE EHCRHNERMERE -
—RERE BAEA 1 E 128 AFTT o BER IPfudlt - BIMSBELTFEE P it o LA

A1 Z 518 IPv4 {utlt ~ IPve ik - EH#EFE - FQDN » MFEREHEDE ©
F—ErEZSRFEERAEHE  HrtZRSRFERIEZENRIEMM -
&l

ENZRAEAY P {3k : 192.0.2.123 » ENRMEZFRE 1 EPSONA1B2C3

—AZ &% © EPSONA1B2C3,EPSONA1B2C3.Iocal,192.0.2.123

A AEEN/ B N/E

BB AT A 0 & 64 {8 ASCI (0x20—0x7E) F 7T (A7 #3E BB 55 [@F
7T) WO RER DR YR B8 -

EIE

#I A 1SO-3166 Fis E IR SLE IS o

&R
» 5788 “‘HUS CAEEBERE"

EACAEERE

ASEUSHY CA BEBRE BEARIENRME -

80




ERAREEMERZ2MRE

BEEEE:
0 BRE ERREENREN 0 HABERER o BFEB BB o
O EEB KRR Web Config K CSR @ B HJENEE—

1.

F#HL Web Config > SR [ &K 2 1k] R TIBAER o BE BRI [SSL/TLS] > [#&#] 2K [IPsec/IP fiijE] >
[H 5 35 18 9% | 8K [IEEE802.1X] > [F P ot 48 3% o

2. T [EA]
BEEAEEEMEERE -
3. TESTHH U ASUE o SR BN R A BB A E IR IR AR IR » FERE [CA I 1) 1 [CA B
2] °
RIBECRUEBINEREBENERER  LENRETESEMTE - BEBETYHBBMALEIERM
{E °
Q & Web Config BX{SHJ PEM/DER #& 3\ /R 7%
Q ARS8  HRNRESEAZSR  HIEDETRE -
Q [ - BORE -
O [CAEE 1/[CA B 2] « =B
O REREEVE A PEM/DER R %
Q [FAZRER) - BN BEEITRE °
Q [ - BORE -
O [CAEE 1/[CA B 2] : =iE
O REHSEVER PKCS#12 18R E
Q [FAZER) - BULE -
O [ZR5] - =B
O [CA B 1/[CABHE 2] : BUESE -
4. KT [MERE] -
SERRENEERERNEER ©
BisE :
BT R BREREREM -
EREER
» 226H “1FH Web Config”
» £82H ‘CAREBRFEEAREER"

81



EEEEMHA
ERAREEMERZE2MRE

CAEEBREEARTIER

EPSON Serles
Lot | HE HEWE sl #iy FRELEE EEEES [-4 { § ] [Epsoan Oipin Fladform
mree | ssuis = @
;-::L:m FanmER aAEnam 244 (vowDER) [=]
B 8. |
WA LEEM |
=a [
C8 g L ...
Co Sz .
0 BEAdHTIPS AR LA AEN -
El B
HE R EE2E B
AR RE R AR HEE ZHUREMNKR -
EASSUTLS BL » RS AREEEFE
5 IPsec/IP EFIRE IEEE 802.1X * RABIEFE R AR IREE -
N EFEAEIEENH CSREVE PEM/DER X HEE - BIEEFTAEENALRE
BER -
2% EREEXRTA ELBSEBNES PKCS#12)] @ FFH A ARNBRERER
RIEZZREBNZES o
CA B 1 ERBIIEA ERE ( PEM/DER) BEAZE CA EBEE (FARRBEE
BB REENINERE o Ehm*“ °
CA R 2 ERENKNE VEH PEM/DER)] @ FFE A CARE 1 2 REBERENNE
HoHEEREEERE-

HHEAE
» 5308 “‘EACARERR

82



ERAREEMERZ2MRE

kR CA BB BE

ERRBHMYTBFTERAMEBERE - SRR EARNERE -

EEER:

EEHESHEEEFRR Web Config B K CSR » IBEEEHEACMBRAESE - ERHBRT » BEML
CSR I EBHTENS /BT ©

1. f7HL Web Config > SRR BEN [ & 2] R G IAEEK o 35 BRI [SSL/TLS] > [#87#) 3K [IPsec/IP fii%E] >
[ o ¥ 8K [IEEE802.1X] > [ P %) o

2. P (MBR] -
3. FEHIRAUEE T > HERR A R M BRI -

BiE CA BH
SRE CARE B BuISHHENREEFERIRSS @ BEH CA BEAIKE o S AJFh IEE#E o
B IR CAZERE NERBEEDEE CAERE °

HEAE

» 2£26H “1FHI Web Config”
=» %£80E “CSREEHEEB”

» £80H ‘EACAEEBERE"

EEA CAR#E

1% CA R BARIENRME

1. 7B Web Config » #RTRBEHK (41 22 2 k) R 5IAE > [CA 1B -
2. T [HEA] -

83



EAREEMERZE2MRE

3. IREBMEEE AN CAEE -

EPSON Serles
#3 RS PMEWE AN #E | ERE:t | EEEEM  GEWM  EpsonOpen Flamm
| camm
e S
B3 WAool Certhcale) W IE .
SELTLS CA SR . L ]
BE 3% BEARHTTFS AF  AASE -
=

4. KT [WERE] -
EATRE » BARE [CARE] EH - SR REAN CARE -

MIBR CA B
& T MIBREE A BY CA BR%
1. f#HU Web Config » SRR BEH (B 2] BRI > [CA ¥ -

84



ERAREEMERZ2MRE

2. TEMSZEMBRA CA 18R & » T (MER) -

EPSON ® Serles

e 2t REWE L1 i BRERE EEEEs REeS Epson Open Flatform

sFET P
e | cam
A oot Carticals
MBI Roc Coricanl ST EFEEER]  ZEEREAGHYEARESE
SILTLE SRERLRTREFERGES  ERTIESIAR -
T )
A
1

z

. [
- =

=
L

q
o

i
b

m
=l=l=N=H=H=0N=MH=M=
= | B : ~M: =

>u

BT [RNERSE] BERRE -

3. EHURAIGEHEH > Rl R A5 S B G -
4. FET KT [(EHBEAR) DERRE o ] KREECTMERR CA BER A ARSIZR R R
FEo

HEER
=» 5526H “1FHI Web Config”

ENBEREEIRE

MR BREBRE THOREZE  ALETEEBHRIIAREERETEN -
1. F#HX Web Config W.2EHX [48 1% % 2 1] tab > [SSL/TLS] > [#&®&] °

2. T [EH) -

3. WA [—HRAHE] -

BB Z A LA A 5 @ IPv4 it ~ IPve {VHE - FHEEHRE - 1 2 128 EF THI FQDN X FFHESEDRR 5
—([EA2geFFEEERERE A28 AgRFEEREEENA BRI

&
ENZRMAY 1P 73k © 192.0.2.123 » KM EZHE - EPSONA1B2C3

85



ERAREEMERZE2MRE

— R &% 1 EPSONA1B2C3,EPSONA1B2C3.local,192.0.2.123

4. fRREEBAABYMH

EPSON Serles
#3 HE AEWE AN ®5 @REPt | ESPES | @EWM | EpsonOpenFlaum

Az | ssuis = @

Ca N

B S Feor Carvfcaie) I IS

S5LTLE ImEX REA BHEDE « CHAZ56 =]

B —&EW EEioai
I as SEMG EPSON GORP

WER TS 01704620 069685 UTC
AR F 10 [=]

5. TP [F—%]-

RN EZREER -
6. T [WEE] -
ENRMESBERNE 37 ©
B &E -

BT AR (R Z 2 MR E] REIZEE > [SSL/TLS] >

HEEAR
» %£26H “1FH Web Config”

U] > [BREE

B

/CA A

1B RREM - WRT (FER]

56 7 478 51 165 T 322

EREBZERENBMBEETIIE

ISR RFI IS EREATETISIENMESR - SEZFITANIIGE - BURESIZ2REMR -

86



ERAREEMERZ2MRE

B A 170 T By 2

BERMBELE

1.

2.

FFHL Web Config > SR [H K 2 1k] R 518K > D] -
B B A EIHE -
T [P

& [HEE] ©
RENSERTIENRE -

A RS E AR B i E

B E

i

Bonjour %7€

B35 E =~ A B A Bonjour ° Bonjour ARESHE - JINEE -

SLP R&7E SRR AR {F A SLP ZhEE © SLP Al AR E -

WSD 5% ERIRASE B WSD ThRE o RUATE - BATHTIE WSD R B it WSD EESREITHIED -

LLTD 3&7E Z R R FASF B LLTD Thik © RRAItEIhAE - ERERTE Windows #RE B o

LLMNR 52 7E &R RUAE{F A LLMNR Z08E » BUALLIEETR - BI{EE A DNS. » thRFE 2 NetBIOS Eh
A5t A BB ARAT Zh g

LPR 3&7E BAEERE /AFFEST LPR BIED » BUALLIIRER » AIREB LPREITHIED o

RAW(E #£3829100) 3 E IBAMEE R D A FTER RAW EHHE (9100 48) EATHIED - RAAILThRER  RITTER RAW
IR (9100 18) EATHIED

IPP 58 BEEERBATER PPETHIE - AR - LW EBARARETHE

FTP 52E BAIEER D AFTEST FTP BIED o BUBLLTHEEE - BITTEB FTP RARESESTHIED

SNMPv1/v2c 3%7E ZAIEE R B RRA SNMPv1/v2c o WLIHRE AT EATHBRTE « BSiEEE¥

SNMPV3 58 E BAEER BRI SNMPV3 S AARREMERE - BiEE o

87




Avs

EEEEMHA

ERAREREE

B E R EE B

EEEMRE

EPSON Series
we HE BEmE L] i FRESE #BEE [ {4 ] Epson Open Flaliorm
| mRmE
X R Carbhzaie]WEE
P 1% ECREREESARETN Bnpw ERTERNENER  BEERRTORERESW -
- ECRERFEAfRaTefnol  edhlTvRECE
-f; Bonjour B3E
¥ & W Borgnr
Bonjour SH EF=ECH
Bonjon R EW EPEON L1 DIOIF
|
AARBRET we =]
5P RE
B S
oD KX
4 BB WD
HEEm 300
ARER ) a0
BEsW EFEOMN20N
|
WD Sisre Print mE S Em
LLTD BE
W LT
RESW EFS0R20¢
LR BT
S LKA
PR EE
T8
Bonjour :& &
HE R E (B B ut
1§ A Bonjour BEVWLIER  EB Bonjour MEHFREE
Bonjour &8 Z8R Bonjour B#F o
Bonjour R % & 18 787K Bonjour lRIE B8 ©
B 787N Bonjour (VB B ©
RELBAHE &4t Bonjour SIENER & S E LIEFBAMGE ©
Wide-Area Bonjour R E 2B # A Wide-Area Bonjour ©

SLP :RE
EE RE(E B
BRA sLp BEVLIE B RUA SLP Thee o
T8 B & 7£ EpsonNet Config F{# f » MRS E ThEE o
WSD 5% E

88




ERAREEMERZ2MRE

1HH R {H ER Al
B wsD EREV L TE B BUAEB WSD IS EThae » W wsD EiE
EBEITHIENER I o
FIENERF (7)) # A WSD FIEN TAERVBENBIRHE 3 £ 3,600 ) ©
HELRE BARWSDHEEZTE -
NE BARWSD U E B8 o
LLTD 2R E
1HH e {H B Ui
B LLTD EREV L TE B BUA LLTD o ENRMEEFERE Windows 42 EE [E]
o
HELE BERLLITDEERH -
LLMNR & E
1HH R {H ER Al
A LLMNR EEEV L TE B BUA LLMNR © BI{ESESEE DNS - th R EE
NetBIOS i Al 58 Fl 2 ABARATIhEE
LPR 3% E
1HH e {H B Ui
FURF LPR B HIED ZEENAER LPR ERSBEITHIED o
SIENBIRE () #I A LPR 5IEN T/ERYVBIASE (0 & 3,600 ) - EREF A

BFIhRE - RIFEEIA O °

RAW(E £189100) 3R E

HH

R IE(E SRRk

SUEF RAW(E$£3E9100) FIED

ZEEVEN AT BB RAW EHRIR (9100 38) EATHIEN o

HIENERE () B A RAW (9100 3£) BI|El T/ERYEIRS{E (0 = 3,600 ) o &

REFRBREINAE » BIFBEWA 0
IPP 3R E

EHH FRE(E R

B PP BEVCARK IPP B o EEEER IR IPP RUENRA o

REFFLZEHIBER EHLEZNREEEZ 2 (IPP) WIER TETE
o

B (1) # A IPP B EN T/ERVEIRSE (0 & 3,600 F) ©

89




ERAREEMERZ2MRE

BH REERE
URL (#85%) ENRHEGEB AR LAN T Wi-Fi E4R8: - BER IPP URL (http

IPP ENRME A — A HE -

F https) © URL R4S ENFRME P (it - BEIREFEUR

URL (Wi-Fi Direct)

ENREEHHN —ARE -

ENZRHEFEB Wi-Fi Direct ELREF - FR IPP URL (http A
https) ° URL 24ESENRE 1P ik - EEIRIRIBLIR PP

DR BT FEN IPP ENRIMEZFE
NE FARIPPUE o
FTP 3R E
1HH RIEERER
B R FTP {1 AR 28 BEVCARKA FTP SIED o EERE R IE FTP BIENThEEAVEN R
% °
WA () A FTP BEAVBIIE{E (0 E 3,600 F) B RE(F AR TH
g BIFEEIA O
SNMPv1/v2c 3RE
1HH REESE T
B SNMPv1/v2c EREVLARR A SNMPV1 /v2c o EEEE R I8 SNMPv3 HIENR
% °
FEUER B SNMPv1/v2c 8 » SR EFBURFE o B [MEFE] =X [FE/
E=)
HEEE (EE) A 0 F 32/ ASCI (0x20 & Ox7E) FJT °
HE L EIVEA) I 0 = 32 @ ASCII (0x20 & OX7E) £ JT ©

SNMPV3 :2E

HH R E AT
& SNMPv3 LB - SNMPv3 BREA ©
EREER RV ZTEA 1 ZE3R2EF T
BREEERE
EEE BELER T SNMPV3 HEEE ©
R i A B85 SNMPv3 HIZRTS o
BZH A 8 £ 32 1/ ASCII (0x20—0x7E) FJT © AREKIE
EWIEE > FEEREEA -
BREE WA LI B AREREBE
MZEHRE

20




EAREEMERZE2MRE

HH AR EE S At
EEE REVANER SNMPv3 RGEE X o
A SN2 SNMP3 BYZRHS o

B A 8 & 32 {# ASCII (0x20—O0X7E) 7T ° MR EAKIE
EMNIEE  BEEERKREEH -

R \ALEERARERNEE -
AR HBHE B A\ TiB3B 32 {@ Unicode (UTF-8) 2T ° IR ERIETE I

B HEREZED - TUBANFTTBEEEME -

£ IPsec/IP EFZ INZ AV

BA IPsec/IP EFiZ

(AR IPsec/lP EFRINEE - ARIE P (24 - BASAEIEBERETE  MAWENE  CARBNRBES
HHHIEEWASRRER o fIh - CAL Psec AERDHBER -

BEEE -
#4T Windows Vista (] LA AR ) 2% Windows Server 2008 (2% L % R AN) B S i X 12 IPsec ©

EEETARIFEA

EEHERE  FREERRY - ERFRUSEAZERZNRMENSEACLAERHE - EEERMAL
ZHIEMEREAERA  FREFHARA -

1. f#HU Web Config » 8% BEH MK 2 k]) BIIEE > [IPsec/IP fifi €] > [FEA] o
2. FEAJEHH W ABUE -

3. TP
SIS EMAET o
4. T [MEE] -

ENREERERNE 3 -
MEAE

» %265 “17H Web Config”
» %5928 “‘FER/RA REER"

91



ERAREEMERZ2MRE

ARER REEE

EPSON
wa HE L] [ PREEE EE2wEs wEwd Epson Open Flatform
ars | 1Psecnp ezt = 3%

W Rl Carehzale) IS

SELTLS ATFHEZEEEREHA
e ETAIEAY T - ETEEA 2« EEEH 10 - HEHA
p"::n e | N N | I O
Tzf PasctP Wil HE *ER
AERER L e LT
EEES0R1E ahaM
::in-n ®E lE ¥ W WE
) EREA [umamen
AxsmEm [
BEESEHEER !
il AR
CEL T T RS
ErAREE [e=
wHzRT
—IKE
£ ] &
en g
TR
—E=P
nE 1
BE 1
i
T
1EH X E B A
IPsec/IP &3 BRI LA RAZ A IPsec/IP ERIEINGE ©
TR R Al
1EH X E BaEH EH
FEUZES BE IPHBEREMNZES X o
RFFIFE BERHRESANCEEN IPEHEER -
EBEFEE BRERESESCEREN IPHEES -
IPsec BEMRES AHCEEN IPsec HBEB -
IKE AR 25 EEHY IKEV1 BX IKEv2 465 IKE RRAS o

AR R BN REEN &2 — -

922




EEEFANHA
BRARCENERZEZMERE
1HH R B2 A
IKEV1 EIRE IKEV1] /EA [IKE WK » SRR T Y8R -
BB L ERNUEE] EXNASAMBIEEN CARERE -
JEELASE EHE BREL A BN FALERASE FRANTM M 127 BT T2
WESLHAESRE -
BRAELLASE BMALEERANRERNSHE -
IKEv2 FIBEN[IKEV2] 165 [IKE W] - RFERTHIER o
7 BB TR ERNUER] BXNASANBTEN CAEEERE -
ID 3@ #Y MRS BRB R EW FALX R AL HEMENRMEY D F|H -
ID i B D BEBRFAVEN R ID -
FEFEA Te] ~ T#] 8 [=] FAFE—EFT -
GRBIERE] @A 1 2 128 18 1 AL TAERY ASCII (0x20 Z OX7E) T ° IBREE
B¥E =] -
[IPZE] : B A IPv4 SR IPv6 18 ©
[FQDN] : R A—Za—z-0—9 [-] RAE (&A1 ZE 255 BFTH
HE o
[(EFEZUE] - BA 1 Z 12818 1 17T AT ASCII (0x20 E OX7E) T ° &
FEGE [e] -
[&88 D] - B A 1 & 128 1@ 1 12 JTAAAY ASCII (0x20 & OX7E) T ©
EELASE EHE BMEL A BN FALERASE FRANM N 127 BFE 2B
MBS -
BRELLAER MALRERARERNES -
=i BBk BRI UER] EXNASANEBTEN CARERE -

ID 355 MRS BRBF L BN FAARLASE FENEERZFZEEN D
ID i B D AR RFAVEN R ID -
TBFEH Tel « 4] & [=] EAE—RB=ZT -
B2 %E] - B 1 =128 18 1 L JTAERY ASCI (0x20 & Ox7E) T » BEE
B¥E =] -
UP{Z3E] © A IPv4 2% IPv6 18 = ©
[FQDN] : fFFRA—Z a—2z~0—9 [-] RAEB &A1 ZE 255 BFTH
R
(EFEAHALIL] - 8 1 2 128 18 1 fZTTARHY ASCII (0x20 Z OX7E) F T ° 1&
FEGE (el -
[£38 D] - WA 1 Z 12818 1 {7t ASCII (0x20 & OX7E) F T °
JEELASE EHE BREL A BN LRSI FRATM M 127 BT T2
MFELEHL AR -
BRAELELASE BMALEERANERNSE -

923




ERAREEMERZE2MRE

HH RS
HE HETE (TR EUES] B E IPsec] » WA ETMBHEER o
HaEx *é;ﬁ*ﬁlﬁ LAN EfERENRE - FERULEE - B4EBU LW IPHEER
BN
wmEEN EREABERBEE IR (U0 IPsec-VPN) L FAENRHME - FHEEUL
H o IP HENEERENSKBINE
BinfE (B A (HE]ENBERR]  FEANR R 39 EF T 2BREMLE
EER)
ZRBENHE | B FEUEH] A [IPsec] - B —{EEEE -
ESP EHULEETRARIENENNTEM  WNRER -
AH BERUERE T RRREMER N TN - BIEMZEREZL » BBATLL
558 IPsec
REERE
IKE Nz EH IKE HINZEBEE ©
15 B ARYE IKE lRAT B AT [E o
g AN IKE MBRFRREEE ©
TR EHKENEWMTIWERE -
18 B 1R4B IKE iR A FTFE e
ESP Nz EHL ESP MYINZERE ©
REEHYE (Z2BENMHE] B [ESP] K » LIRA A -
S EEESP BRI EEE o
REEHYE (ZR2EMMHE] B ESP] & » LIRA A -
AH i EEAH WINZEE L ©
REEHYE (Z2BEMHE] ZE [AH] K - IBA AT
*HEOREERTE BB EAAREEN - S HEERE (EA] ZE EW] UIMNIER - RE

SO RER
Al REE LB ©

MEEAE

B [fE4AT] S &% EAth

» E91H "BEREREL"

EERARR

HARAREREZECREREREFAN—SSHARY - IRBERFITSERERAN PHE - P H
BERREARA 1 E 10 BREANIEFETRE -

1. fFEL Web Config » SRAR BRI [ 2 k) B TIBEER > [IPsec/IP fifiig] > [FEA] o
2. WTFBERENRIERTIEE -

REZER (EA] SRR - REBEERENHMREME - KB

924




EEEHEAHA

EAREENERRZZMRE

3. fEATHHABIE -

4. WP [F—H%]-
BRNE SRR -

5. P [HEE] °
ENRMEEPERNEH o

HEAER
» 55268 “1FH Web Config”
» Eo5H “BAEARA FREER"

FHERR REER

EPSON -
: . . . —
#3 RS ARWE AN | #N | PRREE | #SEEs | GEd | EmonOpenFlasm
ares | 1Psecnp gzt = 3
camm
IR Sarbfeate) IS
S5LTLS STHETEERREE
BE EEER | - PEEA 2 - REEH w0 - HESE

e g i o e o e

Faecih BE
B F nR i Re

JEEmER TR
EEE30R1X TRIH (OEm
B= W T
WHERIn FET T LT

Ewan

Fiag
R

ELET ]
ENFG
2ap
LPR
FA (00D
IFFAFPS
WWED
WE-Discovery
Piadwiere Soan
Piitwin't Pckh S0
Flatwinti Peckh Sean DHacerary
FTP RE (8
FTF B&E (=W
FTP |0 (M)
FTP 2 &(dm)
CIFE [
CIFS ()
PEIOS PRamE Sevice (ZH)
FoE0S Datagreen Seedce (M)
FiwEi08 Sesshon Sardoa (M)
HeEI0S Hame Service ()
P EIOS Datagram Service (M)
MeEROS Session Sendcs (M)
HTTP (XMW

IEE]

HH

R E B2 A

RALEFER | ERRANEREARR -
Ll

95




ERAREEMERZ2MRE

HE

T Bz )

BE PHEREMNZEHIN -

SLRFFE

ERULEES ACOREN IPHEEA -

EBEFW

ENMERSERCHEN PHEES -

IPsec

BRERIBES AOEEN IPsec HEEBB -

AL (ED
=)

EEE SRR IRIBARRTAY IPv4 (L AESR IPve {3t - % IP iR B BRI - BIAEE (£ B B ES

B9 IPv4 k] o
BEE -

%= IPve Uit R B BRI - W REEAEVSER - BLEFFRE IPve fuil o

RimA (E
1#)

WARKER P AU UZRFIFEL o IP LU NEEB 43 EF T - HREEA P - FIEMIEZEE

i
PRYeE

% IP ik 2 BEEIR (FI20H DHCP 38K) » ATEE A RS ER - BIEFE IP ik o

BEBEES
&

BREEERENAR -

ARs &

HHY REBEERRR BN RB AR SRR —ERE -

BEAHE

HHY BEERRL A B BEREN] . CLARBEHEES -

@ E

EEULRIR ARG A B E R -

TCP

EEUL BRI ARG R ERNER

ubpP

ERULRIE ARG EER SR ERNER

ICMPv4

AR A4S Ping 85 % ©

R

HHY [BREBRELA BN EERER BHY [EREMIBE) EE ([TCPI K [UDP]
A A E BRI R IR XLUERD R o BRZTEA 10 EEREERE -

&35 : 20~ 80~ 119 ~ 5220
ERBERAEEREE > TEEBESZIIES -

(ORI

It

=t

E

RimEEIE

A (REEER A Bl (ERRET] 0 B (EREMEE] EE [TCP] L [UDP] » i AZE i
RERIS AR FIEAHE - WAERDR o EHRZ WA 10 [BEERRS o

&35 : 25 ~ 80 ~ 143 ~ 5220
EREW AEZIESRIE  IEEBESI RS -

IKE AR 2R

ERHY IKEv1 3§ IKEv2 465 IKE ARAS o
BRBHEHNREEENEBRN _F2— -

IKEv1

FIREN [IKEV1] 165 [IKE BRAK] - SERTHIER o

BEaA

B (FEUE S R (IPsec] » FEN—{EEIR - EEARRERRERR
_*7% o

ERHAER

EEH (RE DA BN ALHASR FRANR 1M 127 EFT2E
MFELH AT -

RRAAELHAAER

BMALEREAREINEE -

IKEv2

EIEELIKEV2] 15 (IKE ARAN] - ERER T SRR »

926




ERAREEMERZ2MRE

1HH R E BE5H A
PN BBk EEHE (TFEUES] BB IPsec] » R —ERE - SFAREBHEERFER
_*7% o
ID 38R MBI BREFE BN (AL ARS8 FEMENREA DER -
ID B \ER ID S EAARFAVEN R ID ©

FEEATel « T#] & [=] (FRAE—MEFT -
(B B8] - B 1 Z 128 {8 1 L TTAAY ASCII (0x20 ZE OX7E) £t © BEE

BIE =] -

UP{Z3E] © B A IPv4 2% IPv6 18 = ©

[FQDN] : fFFHA—Z a—2z-0—9 [-] RAEB &A1 ZE 255 BFTH
HE o

(EFEAHLIL] - 8 1 2 128 18 1 fZTTARHY ASCII (0x20 Z OX7E) F T ° 1&
FEEE (0] -

[£381D] - WA 1 Z 12818 1 7TAAHY ASCII (0x20 Z OX7E) FJT °

JEELASE EHY BBAREWM FELELASE] FRANMR 1M 127 BF T2
WESLHAESR® -
ERELEASR BMAGRERANEINEE -
A ERERE EEHY (TFEUR ] ZE [IPsec] @ FBEH—{ER1E - OEARRHEERFEL
—# o
ID 3R MBI BREF R BN FELL AR FENECERICHEND
ID i B D BEBRFAVEN R ID -

FEFEA o] ~ T#] 8 [=] FAFE—EFT -
GRBIERE] @A 1 2 128 18 1 L 7TAERY ASCII (0x20 Z OX7E) T © IBREE

B¥E =] -

[IPZE] : B A IPv4 SR IPv6 18 ©

[FQDN] : FFHA—Za—z-0—9 [-] RAE (&A1 ZE 255 BFTH
RS

[EF L] : #A 1 = 128 18 1 L TTAAY ASCIl (0x20 & 0x7E) T ° &
FEBHE (@] °

[&88 D] - B 1 2 128 1& 1 12 JTAAAY ASCII (0x20 & OX7E) T ©

RELRTE EEE (R TA B RALHASR FRANRKR 1M 127 @FT 2B
MFELEL AT -

BRELHLAER BALEREAREINERE -

s E4E 7 BURH) R (Psed] » AAEARE HEM o
EEL e £ RAEAAR LAN LGB EDFH - EEUGRIE - 3 4 B L0 P HA S
B -

BEEN HEEABRRFER IR (A0 IPsec-VPN) EEFRENRE - FHREEUL 2
H o IPHENERERERNSKBMNE -

EimEE (& B (HE] BN EERN] ) FRAN M 39 EF T2 EHRE L o
BERER)

97




ERAREEMERZ2MRE

BHE R E B
RE2BAWE | HEE FEURH) EE [IPsec] - FEI—ERIE -
ESP BRULRE A RRBRFNERNTEY  WMEBEER -
AH EHUEE T RARIENERNTEMY - AIEMRERERIL - BhaL
558 IPsec
EE AR E
IKE nz EEN IKE Y INEEEX ©
10 B RI5 IKE iRATAFFRE e
B¥ REY IKE MBRPBEE L ©
SHRR] B IKE IR IERE
18 BARYE IKE WA A FTRE °
ESP = ZENESP U INZRE L o
REEHE (R2ERGHE] B (ESP] B - WWIEATAH -
BRaE BEESP IEBRREEE o
REEHY (R2BEMME] B (ESP] K - LLIBATA -
AH g ZEEAH BRFRREE ©
REEHE (R2ERIHE]EIW (AH] BF - LB AA °
*SHEOREERTE  ERAHHH A REERN - St HSERE (A1) BE EW] LIMNNIER o tRE

SRR RREEEN (EAF] W& ¥ E AR RE (B[] BUMNYIER - RIBEERENHEMEENE - £E

A REERIEAN ©

HEER

» 55048 "BERMERA"
= 5598H “EHAARA Y M (EDRM) R Bimuit (EH) AR

» £98 “FHARRRBEESE”

FAARA By A (BDRE) M BEiRfat (EH) AS

AR HE (ENZRH) BYRRE
IPv4 IPv6™2 e CIRAA
mum ot (EH) B | pvgn v — v
E
IPv6™1"2 - 4 v
2y v v v

*EAE (TFEURH] BE [IPsec] » BEELEBREETEE
*QFEAE (TFEUEHI] BEY [IPsec] » R ARBUEAL AN (fe80:) @ BEFAFR RIS EHEM o

*3IPv6 A AL BRI o

28




ERAREEMERZ2MRE

#HARAUREEESZE

B &E
A FRNRESERER  BEEEE -
PRi% B EAEeER AHERIRRTE | RUGEEIRGEE SEThEE

147 — — — FrE R

ENPC UDP 3289 E—EER e (Epson Device Admin) E2
ENRMEREN IR IS S EN R

SNMP UDP 161 F—EEE % Epson Device Admin FEN R H4ER B
BEAZEAREAF  EBEWAEE MIB

LPR TCP 515 F—EEE HZ LPRER

RAW (E#EZi8 TCP 9100 E—EER HZ RAW B

9100)

WSD TCP 3R 5357 5| WSD

WS-Discovery UDP 3702 F—EHEER e WSD RIE SN R

FTP &R} (A#) TCP 20 F—EEE FTP falfRES (BT FTP HIENE R

FTP 32 (A1) TCP 21 E—EEE FTP a1 AR S (3= FTP ZIEN)

HTTP (ZN#£) TCP 80 —iEER HTTP(S) Al AR 2§ (&3 Web Config Al
WSD FYE )

HTTPS (Z#%) TCP 443 E—EEE

HTTP (i) TCP 3R 80 HTTP(S) AF ik (B EH MR EESE
)

HTTPS (=) TCP E—EiE 443

IPsec/IP B3 HYEL B & HI

EEW IPsec HE

I EEFIE AR ETERRA

[FERRRA :

Q [IPsec/IP ER3E]: [BA /]

O [FEUZH]: [IPsec]

QO R ARl FAEHASR

O FEXEATER  ZZ8A127@FT -

B4R A
BENME o

BB ENE B ENRERTE

LLEE B 7RIS E AV BR TS 31T P EN BRI M EN R BECERVIE o

[FRRRA :




ERAREEMERZE2MRE

O [IPsec/IP EFE]: [BH ]
QO [fFEUES: fELFEE

[B¥4E R A

O RALLEHAERR) 2GR -

Q [FEEES: (AR

0 BEimfzit (EH)] : BPiwH IP A3t

O BEEER AL R BRI

O (AR ] 22 [ENPC], [SNMP], [HTTP (44)], [HTTPS (Z<#)] 1 [RAW (E#£3E9100)] TR °

ERIEEN IP it WA EL

LLEB URFIEERY IP AU U TFEREN R A o
[FEsRJRAN :

Q [IPsec/IP Eh#E]: [BIRK

O [FEUZHIEERFE

(B4R A

O [RUABLLEAARAN - Q-G -

O [FEUZH): (RFFE

O RmAHE ()] RGEEERF WM IP Azt

B &E -
FTHEARSAMN > AFREUEHRmMBENRE -

BB S © #1T IPsec/IP EF3

B AFImEE » T IPsec/IP E7i& o FRER » BRI LUEABEME IPsec/IP EF R L L - BERER
/E?é?X$g EEEE I [CA ’\_. FI.\A] °

1. 77U Web Config > A1 BEHL (A8 & 21k R5IBEER > [IPsec/IP BiiiE] > [ )7 o iGE] o

100



ERAREEMERZ2MRE

2. FE WP h A SR -

ERELRENBERIREE T3 IEEE 802.1X 5§ SSL/TLS H&%
2o ZEWE FBE ERRF] PRIUVEE  RBIET (BEN] -

- RIJER

B

/CA Az

3 AR IPsec/IP &

EPSON
w8 RS AEWE AN #5 | @RRit | &8PES | EWM | EpsoOpenFlatm
siae | 1Psecnp &t > mEEEE
BN R Cartboala) IS
Mool Corsicaln AFHARS - Wecs SR ERAEE  CUSHENEE .
SELTLES A EE
B mERER
VAR
%t
LR ET 3 r =]
EET AXED SELTLERG 1= m
EEEA0R1E
- LER-
=B

HEREE
» %268 “7ZHI Web Config”
» 578H “‘HUS CAEEBERE"

A& B R M E 12 = IEEES02.1X 8 1%

HCE IEEE 802.1X #33%

#% IEEE 802.1X R E B ENRMAF » BRI LATEREE RADIUS fAIAREEMAEEE - BB INALAY LAN TR

FHE LA -

1. FFHL Web Config » AT [#i% & 2] R 51825k > (IEEE802.1X] > [FEA]

2. FEAAIHHABE -

EEIE Wi-Fi B8 L ERENREE  FBIRT (Wi-FisRE] » YAV A SSID ©

BRFEE -
BRI LAE & KRR Wi-Fi R 2 A HEHRE o

101



ERAREEMERZ2MRE

3. TP [F—%]-
RS EMAET -

4. KT [HERE] °
ENREERERNE 3 -
HEEHA

» %268 “17H Web Config”
» 551028 “IEEE802.1X AL EER"
» #1075 “fEBLE IEEE 802.1X 2 B EFHEN R KR iR

AR e
IEEE802.1X A F{ R EIR B
EPSON
R e AR =l & BRERE Eiwia rEEN Epeson Cipen Flaform
ares | eeEs02.1x > HA&
W Rl Carehzale) IS
SELTLE EEEBIT 1% AR TR T
BE EEE B3 1% Wiy wn
-1 ] W BoExElE
Eract il ExrAn PERSMECHAPYE B
i gERID
EEAER v
s:sin:.u —
e AEHID
SREE By eER
maam
LERR - T_‘

HE RERHA
IEEE802.1X (5 4R 48 1ER) EAI R AR E A EE P YRR EE (IEEE802.1X] > [EZR]) LARFE IEEE802.1X (B4R LAN) °
IEEE802.1X (Wi-Fi) E SRR IEEES02.1X AV ARARBE (Wi-Fi) o
BERAR BATRBMES S NEER

102



ERAREEMERZE2MRE

HE REBEDA

EAP g AR ED FRAMEEE RADIUS {rIAR2E 2 B R B8 8 5 =g -
EAP-TLS BAEEBIE N CABBRE -
PEAP-TLS
PEAP/MSCHAPv2 BV ARBEE

fEAE D Fi & Z F 7 RADIUS {RIARESERFEHI ID ©
A1 Z 12818 1 TR ASCII (0x20 Z OX7E) FIT ©

2% LB R D R TS o

B 1 Z 128 18 1 L TTAERY ASCII (0x20 & Ox7E) 7T © =& A Windows A1 IRSE1EA
RADIUS falfR2S » BIATE A& % 127 f=F 7T ©

TR A SE B AN ER RS o
Al BR2% ID B O] BB B ELIE E RADIUS RIARESEITER VA ARES ID - BRe8eS 2 4T ¥4 RADIUS fRIfRES

BEXMARESEE © BB H subject/subjectAltName iz 25 B S MRS ID °
B 0= 128 1@ 1 L JTAHMI ASCII (0x20 Z OX7E) FJT ©

BREnE TRERE R A » BHATRETHERD £ [CABE PEAEE -
EZEE Zet¥  [BREA3E]  BEX [PEAP-TLS] X [PEAP/MSCHAPV2] » BRI FR B EE & B R REUL

PEAP SR=¥ ZPEER 1 FUfERAE ID ©
B 0= 128 1@ 1 L JTAHMI ASCII (0x20 Z OX7E) T ©

nERE AR T Y HEAp—18 -
=) AES256/3DES
e AES256/3DES/AES128/RC4
A&

» £101E “FE IEEE 802.1X 441%”

B2 IEEE 802.1X HYBE

B & IEEE802.1X M Fim/Bs% - BIRERER & LUfE A [EAP-TLS] 1 [PEAP-TLS] YE 2 IEEE 802.1X Y50 2%
T o BERERBREREENAVERRE  BAECABRHE -

1. FFHU Web Config » ARRBE [ %2 1E) R 5I1HE S > [IEEE802.1X] > [l Fuinilg]

103



ERAREEMERZ2MRE

2. FE WP i AR o

ERFCHBRRAREENZE  AUEHEZERE - BEER BT EBRIR PEIURE  ARKRT
[#EEN] °
EPSON
i1 | R AEME an #ig RBRELE EETES REwE Epson Cpen Flatiom
arsz | eEEB02.1% > BIFEESR
LS o0k Cartticalu) WIF AFHAET - WACA BREEALET  CBEENER -
SELTLE CAER
B HEmER
- | I
FaecP BE m i
o3
JEEEEE A=A SSUTLENERE T . E.
EEER0RAN :

BE CER

HEER
» %268 “1FEH Web Config”
» 5788 “HUSTEA CARERE

¥ Z IEEES02.1X #AR% AR BE

A S EN MR AR RE R AR ES IEEEB02.1X ARRE © AN HIENRER M AER M ER - BB ENREANFH A

o

#REE ID IEEE802.1X ARKE
Disable IEEE802.1X THAEREF ©
EAP Success IEEE802.1X SR 7% B A& A Th AL AT EV{S BRI AR ©
Authenticating IEEE802.1X BRFH i R TE K ©
Config Error FRE D EHARRE » MEBERFBLRY -
Client Certificate Error APmERFBE > MEBRMBLEK -

104




ERAREEMERZE2MRE

HREE ID IEEE802.1X #RRE
Timeout Error RADIUS fAIfRER /B E R B EIE - MEMRE RN -
User ID Error ENRBMNERE ID R/BRRBAGERER » MEBMELRY
Server ID Error A ARER B MR ARER ID EMAARERAY ID A — 2 MESEF RN -
Server Certificate Error RARREBBEUTIRR  MEBERERY -

Q RRFEEBY -
0 AR BEEETIER -

CA Certificate Error CARRBEELITE5R - MERERE K -

| ? EE’JCAL n_LZ:J—-EEE"
O EEMNCARBRAEEA -
O CARZBHE -

EAP Failure ENRERTERELIT R - MEBEHE LYK -
O % [EAP $E5Y] A [EAP-TLS] B}, [PEAP-TLS]

LERRE -

1 %5 [EAP $88Y] & [PEAP/MSCHAPV2] »

 RRAPIHBE N ERRBER

RREAE I DRRIBRER -

fRFERZ 2 MERIRE

BRZEMRE

Ea,g:Lj‘m‘r“;z:%Iatﬁ (0 IPsec/IP BRI DY IEEE802.1X) B » AIAE S [ Ah:
A \,f,ﬁﬁi n—l, QD% EEULE%/R nﬁﬁ%ﬁ%ri:ﬁil’/uﬁ_ij %E/A

F e

EREFIERERZ 26

1 7] LAE AR EN SR AV IZ I E AR A IPsec/IP B2 SK IEEE 802.1X ©
1R [BUE] > [RBUE] > (BB EE] ©

2. RENN[HERE] -

3. WTHEA PR EENIER -
O ({2 A IPsec/IP BFE]
QO {2 A IEEE802.1X]

4. TEWEGRHE M (ABAT) -

5. BURSEEGEAR - B [BAPA) -
MRTER (BAF)  EEBRERBRER  EMSEBEE -

105

EWE K ENARFREM

%ﬁ AT EERE




ERAREEMERZ2MRE

EAARRZ 2 M ENREE

SRELAHAER

ENRERELASER -

EESF S 0 5FE Web Config » AEIEE (ML 24 Z5IEE > [IPsec/IP EiE] > [BEAR] > [FAR R

K EHARAL -
RS EEAL BSEE

MEEAER

=» %2685 “17Hl Web Config”

AREREBERALAER -

L FE A IPsec BAEITE

EEMREIER A EIEREE -
ENREEUTRE L - BEEMATRE -

mEGR

BEE

IKE hn2E &5k

AES-CBC-128 ~ AES-CBC-192 ~ AES-CBC-256 + AES-GCM-128* ~ AES-
GCM-192* ~ AES-GCM-256* ~ 3DES

IKE BRes B &%

SHA-1 ~ SHA-256 ~ SHA-384 ~ SHA-512 ~ MD5

IKE £ BEE L

DHEf4H 1 - DHEf#H 2 - DHE#H 5 - DHEF4H 14 ~ DH &#4H 15 ~ DH B4
16~ DH 48 17 ~ DH #4218 ~ DH &¥4H 19 * DH 240 20  DH E¥4A
21 - DH E##H 22 - DH B$4H 23 - DH &%4H 24 - DH £%#H 25  DH E¥#H

26 ~ DH B¥#H 27* » DH B¥4H 28* - + DH &%4H 30*

ESP InEE SR

GCM-192 ~ AES-GCM-256 ~ 3DES

AES-CBC-128 ~ AES-CBC-192 ~ AES-CBC-256 * AES-GCM-128 ~ AES-

ESP SR E & L

SHA-1 » SHA-256 * SHA-384 ~ SHA-512 ~ MD5

AH BB E L

SHA-1 » SHA-256 ~ SHA-384 ~ SHA-512 ~ MD5

* {EE AR IKEv2

AR

» 5£91H “f£H IPsec/IP EFEINZ B

j&%/\\\/ﬁﬁ/_ \
ENREM IP A BB ERE

= | E AR 1S A IPsec ©

AR o
B BARA AR s aV AR P (i B EREAE AR - S EEHTT IPsec ]

106

AT o fE FENREER



ERAREEMERZE2MRE

LR DHCP 1BHY - EHRIED © IPve (B ERSR 1 R ERAS IPve fudlk » B AT BE3R A EISHET EN R 2 Web
Config (#8588 22 &M REIFEH > [IPsec/IP EF ] > [ELAN] > (B4R ] > [ HE (ENFRHME)]) B8 P {2
it o

fEFRERRE IP {u it o

BN PN S EREEEH -
g HARE PErEENERNILN IP VU ESEREEFRR  SEEHIT IPsec B ©
15 FREN R AV I E AR 12 IPsec ©

UNER DHCP iBHE  EHFENE - IPv6 (LB RIS 8 AR E1S IPve {3k - BI R BEH T BISHETEN R 2 Web
Config ((H3% ZZ 2 4] ZSIHEH > [IPsec/IP EF&] > [BZA] > (B4R A > FRim it (F#)]) 28289 1P ik -
{FEFAERRE IP ik o

HEER
» 5268 “7FHI Web Config”
» 5018 “{FH IPsec/IP EFRINZRVE,

#8512 3 Secure IPP 5 ENE I8

ARG EBEERIETS SSUTLS BAMNMAIRESEE -
EIRENERETER  BITREEEEYEREE - BELFEHERNER -

K CABREBEEAZEEFEEIREMWE -
ECABEREEAZSH  BINAEE LBV ERE - BECEACARE -

MEEAE

» F018 “{FH IPsec/IP ERE IR AVE

BLE IPsec/IP EFREEFEHES

IPsec/IP EF R AR E T IEHE ©
EENREAVIZFIEAR 15 IPsec/IP BFi o FEIZENRMEIZ Y - ABEIRETT IPsec/IP EFERE ©

MHEER
=» £91H “fE IPsec/IP EREINZ HYEER

EBE IEEE 802X 2 R EFEUEN R B IF1H 25

IEEE 802.1X KR EARIEHE -
FEEN FRAMES I E AR Z FH IEEE 802.1X B2 Wi-Fi o EIZENRMEIT Y - AAZBIXELE IEEE 802.1X ©

107



ERAREEMERZE2MRE

HEEHR
» 551018 “FiE IEEE 802.1X %"

£ AL B REE

HEE A CAREEH

CAZEEBTRH M CSR LWERTAEE -
= CARERE HCSRREMHEMNERM > AIFEEA CSR- RELUUTIER !
0O RRERABRREAZTABHEREMNEEF ?
BE CSRNEN AR BHEANZEBHERERNEES o
O RRES CREZZREREENE  BETCHEZNREAICSR?
A CSREHES CAEBRE -

CAZEBRFE HBs5KB -
M ERE BB 5KB HY CA BB o

BEEAZB LR -
WA EFENE - BT B - SEEEANER - ENHE CARERE -

HEREE
» 5808 “EACARERE
BIFHEREEBRE

B REA —REW -
e AEBA [—REHE] -

£ —REBAHPRAATIIENET -
T£ IPv4 ~ IPV6 ~ EHEZFER FQDN #& N8 A 1 2 128 {E ASCIl (0x20—0x7E) FJT °

EERAEBPERERIER -

FRAES  [REBIEURZEDIR—F - ERERER AR 2 BBA — B AESBRAEHER -

MEEAER
» %£85H "EHARBBERE"

108



ERAREEMERZ2MRE

#E#E Y CSR

EAREA —RER
fEAEBA [—REHE] -

E—REE A8 A8E8 B M MNE PRATIAIXENET -
1 IPv4 ~ IPv6 ~ EHEZFE R FQDN #&zVE A ASCIl (0x20—O0x7E) T ©

E-REW PEEERAER -
FRAES  [REBIERZEI R —F - ERERER AR 2 BBA — B AESBREHER -

MEEAER
=» 5E78H "HUS CAREBRE"

BrEFRREHEES

%= ERMERE =

WA AREEEE © RH :
ERBREEREANER -
BRRTTE
BEERWERT EA]-

KREA CATE - EBEH :

CARE 1 REA  EBWACARE2
fRRF5 %

HEACATE1 -

THIRERE - BER :
RREER/RAZHEEETIENTETT
BRI
BEHHEERMAERNTT

B B HAEE AR o FA :

12 RER TE ENRAEHY B BRERRF R o

BRRTTE

i F§ Web Config * EpsonNet Config 5% El R RV I E R R E B BiFES R o

TR o EE
B CA BB TR BN BB A BB T — 5 o
BRI |

# A EREVEE o

109



ERAREEMERZ2MRE

M

RE R

EHAESR -

RER :

BRBEA X509 1A RFIEER -

BRRTTE
BECEZHSENREREEVAMZENERSE -

RR :

TEAMERAK - ERANERASKB

IR Tk

EREBIENER  AIRETRECER2BEEN -

RA :

BRTESHEEEY

BRTTE

MERENFAEN - F2RRRREEMNAL -

EEEARAZRUL CARRNME
AREEBH o

ER :
PKCS#12 VR EREE 3 EU LN CARE -
RIRFE

# PKCS#12 IR A PEM R X IFEABERE REARZEF 2 CAR
Y PKCS#12 1R TURBER -

BROBH -BERIRREEN R
REENRME LK) B BAEERFR] o

REA :

BEBH -

BRRTTE -

0 AHERBY  FHELEAMNNER

0 HRERABY  FEECERRTENREN B RERR -

RE :

BESECERENIZER -

BRI

0 ZERFER PEM/DER R I FE A B CSREVE - FEEDESBER -

O #EHRER PKCS#12 1R F A BN CSREVE - BIEEEELESBNE

4
ES
—
ES

RE :

B2 EHE A Web Config #¢ CSR EX4SH) PEM/DER &R& °

fRRF %

B A PEM/DER &I {5 F§ Web Config # CSREUS » RIS RBEE A —X ©

RERY -

RH :

HRENREET I FANBAAY  ERERD - LHERMEEEN - EHE
EEREE -

BRTE
BEEENERREMRER  ENEAMER -

110




ERAREEMERZE2MRE

MEEAER
» $£78H ‘HANEFEE"

BIMHER CA BER

RECAEERENEBIER -
EERBENER  BEFEAEE -
ZE AR Web Config BB CSR VB RE » BEEZEHEANC MIBRAVER o B CSRIEEHE

A

» 5£83H ‘MR CA RBRHE
» $£80E “EACARESE

111



	目錄
	著作權
	商標
	關於本手冊
	標誌與符號
	本手冊使用的描述
	作業系統參考說明

	簡介
	手冊構成
	本指南所用的術語
	術語
	網路環境範例
	印表機連線類型


	印表機設定和管理
	印表機設定與管理流程
	印表機的網路連線
	列印功能設定
	郵件伺服器設定
	安全性設定
	操作與管理設定


	網路連線
	在進行網路連線之前
	收集連線設定相關資訊
	IP 位址指派
	DNS 伺服器與 Proxy 伺服器

	從控制面板連線至網路
	指派 IP 位址
	連線至 LAN


	功能設定
	要設定的軟體
	Web Config (裝置的網頁)

	使用列印功能
	伺服器/用戶端連線的列印設定
	點對點連線的列印設定
	編輯自訂紙張設定

	配置郵件伺服器
	郵件伺服器設定項目
	檢查郵件伺服器連線

	執行系統設定
	設定控制面板
	停用期間的省電設定
	與時間伺服器同步日期與時間

	AirPrint設定

	產品安全性設定
	產品安全性功能簡介
	配置管理員密碼
	從控制面板配置管理員密碼
	使用 Web Config 配置管理員密碼

	控制面板操作
	啟用 鎖定設定
	一般設定 功能表的 鎖定設定 項目

	停用外部界面

	操作與管理設定
	以管理員身分登入印表機
	使用 Web Config 登入印表機

	確認印表機資訊
	從控制面板查看資訊
	從 Web Config 檢查資訊

	發生事件時接收電子郵件通知
	關於電子郵件通知
	配置電子郵件通知

	更新韌體
	使用控制面板來更新印表機韌體
	使用 Web Config 更新韌體
	在未連接至網際網路的情況下更新韌體

	備份設定
	匯出設定
	匯入設定


	解決問題
	解決問題的提示
	檢查掃描器的狀態
	檢查錯誤訊息
	列印網路連線報告
	檢查通訊狀態
	執行連線測試
	初始化網路設定

	問題案例
	無法存取 Web Config


	附錄
	網路軟體簡介
	Epson Device Admin
	EpsonNet Conﬁg
	EpsonNet Print (僅適用於 Windows)
	EpsonNet SetupManager

	從控制面板進行 Wi-Fi 設定 (WPS)
	透過按鍵設定 (WPS) 進行 Wi-Fi 設定
	透過 PIN 碼設定 (WPS) 執行 Wi-Fi 設定

	使用 Wi-Fi Direct (Simple AP) 連線
	從控制面板上啟用 Wi-Fi Direct (Simple AP)
	變更 Wi-Fi Direct (Simple AP) 設定

	變更連線方法
	從乙太網路連線變更為 Wi-Fi 連線
	從 Wi-Fi 連線變更為乙太網路連線

	印表機使用的連接埠

	適用於企業的進階安全性設定
	安全性設定與危險預防
	安全性功能設定

	與印表機之間的 SSL/TLS 通訊
	關於電子憑證
	取得並匯入 CA 簽署憑證
	刪除 CA 簽署憑證
	配置 CA 憑證

	使用通訊協定控制
	通訊協定的控制
	可啟用或停用的通訊協定
	通訊協定設定項目

	使用 IPsec/IP 篩選加密的通訊
	關於 IPsec/IP 篩選
	配置預設原則
	配置群組原則
	IPsec/IP 篩選 的配置範例
	配置憑證，進行 IPsec/IP 篩選

	將印表機連接至 IEEE802.1X 網路
	配置 IEEE 802.1X 網路
	配置 IEEE 802.1X 的憑證
	檢查 IEEE802.1X 網路狀態

	解決進階安全性的問題
	還原安全性設定
	使用網路安全性功能的問題
	使用數位憑證的問題



