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[® Printor Seitings Diedingh Pesicy
[® tehwonk Sottirgs Aopess Conl e E|
] Mk Sturity Sedlivgs Aarhinlicason Molhod | Pree-Shared Key E|
ESSI.HLS Pre.Shared Key ee
IPsesdP Filteri
Il'}::ﬁir e Confim Pre-Shared Keay - ew
Chonl Cerliliziate Encapsufaton: Transport Mode El
FIEEERT 1% Reimidis Gl toasy Tureed Macks)
CA Cortificatoe Secunty Protoool: E5F B
[® Sairis
[® Systern Setlings
[ Expet and lirpioa Setling Value
[ Adliviristraor S etings P
Basic Sallings
Epsea Cannect Senicas
Godighe Cloid Frinl Sendoes
HE R EEAFH A

IPsec/IP Filtering

BRI A EE A IPsec/IP EFIRINAE o

Access Control

RE P HEREMNZEHITN -

Permit Access BREGRES AHCREN IPHEES -

ENRRSEBCREN IPHEES -

i

Refuse Access

IPsec BRESRIBEE RO REMN IPsec HEEA -

Authentication Method

FIEE [Certificate] * MM BEFLEBWE AN CABBEFE -

Pre-Shared Key

# 7 [Authentication Method] 32EY [Pre-Shared Key] » s58IA 1 £ 127 AFTHWTESLH A
218 -

Confirm Pre-Shared Key

BARRENSIRETH o

Encapsulation

F7E [Access Control] 3BEY [IPsec] @ WA BEREFHEERS -

ERIEAER LAN EfERENRME - FRREULERTE - 55 4 B 1L
Loy ip HESLBME -

Transport Mode

BT EAPR ARR AUARE (520 IPsec-VPN) EEEFIED &K
B EREULEE o IP HENERRERNSKBME -

Tunnel Mode
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ERZE2RIEPEADRE

5B

RELEHA

Remote Gateway(Tunnel
Mode)

#1E [Encapsulation] 32 EY [Tunnel Mode] » 58I A 1 2 39 {AFTRIBE ML ©

Security Protocol

#TE [Access Control] #2HY [IPsec] » A EN—{E#E1E o

ESP ERULREARARENENNTEMY  WNEES -
AH EEULEIE TR RERE N ERN TR - BMENRERE

b B A LA IPsec ©

HEEHR
» %198 “3RIE Default Policy”

2% 7€ Group Policy
1.

2.

TFELEN R AT Web Config I 2 Y [Network Security Settings] > [IPsec/IP Filtering] > [Basic] °

B-—TERERENRREE

EREEWMARE-

#—T [Next] °

MRS REENFER o

#—T [OK] °

ENREERERNE 3 -

A

»E1E
»E0H

“1ZEX Web Config”
“Group Policy R EEEB "

21




EEEEAGS

HERZEREEPEADRE

Group Policy 3 E1E B

| EPSON AN
ElStahe Netwark Sedunty Setings > PseciP Fllanng = Basic
= Eﬁ‘nm e “glniqﬂm Q:;E:PH 10 = Dedaut Pok
cy 1 = Growg 5= cy 10 > =
Hletwoo gl S
= Mpmane e [oemaraey || + |[[2 |21 e ][ s [el[ 7 [ e ][ al] 0
Contacis
Bl User Dedain Settings < Enable this Group Policy
[l Accoss Cantrol Soitings ACCEEE Control | Foer [=
B Printes Settings Local Add essiFrimer) Any ackiresses E
ENMkS&me Remaine Addross|Fas)
=] Motwmk Seunty Settings —
EESLTLS Muithod af Chedting Poil Pt Nmﬂm [=
. Serace Hame - Arsy
EIPsecaP Fikeing P
Hasic SHMP
Cient Cerficale LPR
AW (Pan@ 100
HIEEER? 1% ||=|"n=‘|=5 d
LA Cerdficata Wik
WS Dusconery
H Servces Heawikc Scan
[ Systern Setings Hetwiik P',_-.i" gc.an =
et h-Scan Descosery
] Expot and Import Sefing Vakes FTP Data {Loeal)

B Adrmirisirator Setngs

FTP Contral [Locall
FTP Data (Remati)
FTP Control [Femaobal

Bacas Safngs CEFS (Localp
Epson Connedl Seracns CF 5 (Remroba)

c N - HITF [Local}
Googie Cloud Pnnl Serdces HTTPS (Lecaly
CHEPraey Selup HITP [Remaha)
Fermavase Unddate I_l'_I'I'F‘S [RI-‘_'TK-FL']

HH AR TE B aH

Enable this Group Policy

SE R A E REFERA -

Access Control

RE IPHEREMNZEHIN -

Permit Access BREGRIBS AHCREN IPHEES -

Refuse Access BREPRESIEBCHREN IPHEES -

IPsec BEIRIBEE RO RERN IPsec HBES o

Local Address(Printer)

BEF SR IIBIEMN IPv4 (HEEE IPve {7l © 2 1P 7l B B EHEIR » B AREL [Use
auto-obtained IPv4 address] °

Remote Address(Host)

BB/ IP Ak BUEHITFE o IP U AENTR 0 E 43 EFTT
eIt e EE -

BYEE -
% IP 312 B EpHEIR (FIANFH DHCP $5IK) » R BEBUEEUS AR © SREFFRE IP fu
#it o

o BRAEA P UL -

Method of Choosing Port

EREEEERNAN o

Service Name

& 1E [Method of Choosing Port] 2B [Service Name] > FEEEL—{E#1E -
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EEEFEAHA

EZ 2P ERNRE
HE R
Transport Protocol & 1E [Method of Choosing Port] #2EX [Port Number] » BNEREHFEEL o
Any Protocol ERUCEE R A EAGEERE -
TCP EEULEIE TR HIE BERENER -
UDP BHUGEE T EER S HEENER -
ICMPv4 EEUEIE AT 4] Ping @8 < ©

Local Port

#1E [Method of Choosing Port] #EY [Port Number] » 3Z7E [Transport Protocol] 32 EX [TCP]
¢ [UDP] - 358 A FA LAZ S B A E SRR AR D R) - L& Z @A 10 B2
RIS o

&35 : 20,80,119,5220
ERBRAEEREE > TEEBESIZIIES -

Remote Port

#1E [Method of Choosing Port] #EY [Port Number] » 3Z7E [Transport Protocol] 32 EX [TCP]
¢ [UDP] - 3586 A FA LUZHI 3 R ME SRR AEH S R) - B&Z @A 10 EE
RS o

&35 : 25,80,143,5220
ERBRAEEREE > TEEEESZIIES -

Authentication Method

#1E [Access Control] 32HY [IPsec] » s & —{ERE - SFARFHEERFE % -

Pre-Shared Key

£ [Authentication Method] Z2HX [Pre-Shared Key] * i5#IA 1 £ 127 AF THFEELH
i

Confirm Pre-Shared Key

WALRENSIREITER o

Encapsulation

£ [IPsec] ZHY [Access Control] » IRAERETTHRER o

Transport Mode & R1EHERE LAN LEFRENRH - FHREULRE - 4B

W IPHESLBME -

Tunnel Mode EEXERRAEIR MRS (0 IPsec-VPN) EFEFAENE

B EEEULEE o IP HENERRERNSKBME -

Remote Gateway(Tunnel
Mode)

£1E [Tunnel Mode] 32 EY [Encapsulation] » s58#I A 1 2 39 {AF TRIRE ML o

Security Protocol

% TE [Access Control] #2HY [IPsec] » 5 EN—{E#E1E o

ESP ERULREARARENENNTEMY  WNEES -
AH EEULEIE TR RERE A ERH TR - BMENRERE

2 b B A LA IPsec ©

AR

» %218 “5&E Group Policy”
= 55248 “Group Policy B9 Local Address(Printer) 1 Remote Address(Host) 885"
» %248 ‘BHARINREEESZE"
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HERZEREEPEADRE

Group Policy B9 Local Address(Printer) 1 Remote Address(Host) #8&

Local Address(Printer) H93%E

IPv4 IPv6*? Any addresses**
Remote IPv4*! v — v
Address(Host) FI3& E
IPv6*'*? — v v
Z=H v Ve v
*12 7 [Access Control] EHY [IPsec] » LU EBEREEBITIEE °
*2# 1 [Access Control] 32EY [IPsec] » & A EUE £ AN At (fe80:) » (BEHARASEREM -
*31Pv6 EAE A HERR b
HARANEREEESE
RIEERE Einema AEBIRIRETE | BwERERERR FZEEIRThEE
Any — — — P BRTE
ENPC ubP 3289 s R £ EpsonNet Config * ENRHER BN T2
R FHEEHEXNEEAEES
ENFRH o
SNMP UDP 161 RfEEER £ EpsonNet Config * Epson EN R4 ER
X - Epson FiHESEEENEE
ARKXEYS RERE MIB °
LPR TCP 515 EEEEER 3% LPREH
RAW (Port9100) TCP 9100 EfEER 3% RAW BRI
IPP/IPPS TCP 631 EfE R B 3% AirPrint &£} (IPP/IPPS FI/EN)
WSD TCP EfTEEER 5357 =4 wWsD
WS-Discovery UDP 3702 RfEEE % WSD S EN R
Network Scan TCP 1865 REEE #¢ Document Capture Pro E3XIRH#HE
&
Network Push TCP 1R R 2968 #£ Document Capture Pro EUS %1
Scan HIWITIEER
Network Push UDP 2968 REEE #¢ Document Capture Pro #11THERX1Z
Scan Discovery WSS S
FTP Data (Local) TCP 20 {RfArEER FTP (A ARES (BE2X FTP ZIENAVE R
FTP Control TCP 21 RfEEE FTP fal A28 (1= FTP ZIED)
(Local)
FTP Data TCP EfE IR 20 FTP AP in EXIFHER R D EWE
(Remote) BHEE)
Am o BER a?”"%‘]ﬁ)ﬂ IRE IR
15 20 B9 FTP fal B 25
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ELZ2R AR
RIEEH Einema AEBIRIRETE | BEERERR FZEEIRThEE

FTP Control TCP (R E R 21 FTP AF % HEAFRRERREER

(Remote) BEEEREITES)

CIFS (Local)* TCP 445 REEE CIFS fAIAREE (L AR &R 3k)

CIFS (Remote)* TCP 1R R 445 CIFS fAfREE (BRI ER R CEWE
BEEREXZERIR)

HTTP (Local) TCP 80 EEEER HTTP(S) fal BR 2§ (E&3% Web Config &
WSD E’Jéﬂ)

HTTPS (Local) TCP 443 1EEREER

HTTP (Remote) TCP {E{sE IR 80 HTTP(S) A F i (£ Epson Connect =,
Google Cloud Print Z B ¥E1TE « &

HTTPS (Remote) TCP B3R 443 BEHNRBBREER

*  FEREAERERRCEREREER - H
#% [Method of Choosing Port] Y% E & ¥ A& [Port Number]

IPsec/IP Filtering B 5% & &2 i

Z# I IPsec HE

Le g8 ARR EFARRA o

[Default Policy] :

[ [IPsec/IP Filtering]: [Enable]

[ [Access Control]: [IPsec]

([ [Authentication Method]: [Pre-Shared Key]
Q [Pre-Shared Key] : SxZ ¥ A 127 BF T °
[Group Policy] :

RIE °

BWSIENE R R ENRERE

LLEE A R R e E RN B E S ENERMENREREETE
[Default Policy] :

[ [IPsec/IP Filtering]: [Enable]

[ [Access Control]: [Refuse Access]

[Group Policy] :

NERESR °

(1 [Access Control]: [Permit Access]

[ [Remote Address(Host)] : FAF iw kY IP {31t

[ [Method of Choosing Port]: [Service Name]

Q [Service Name] : )3

([ [Enable this Group Policy] :

25

PR E R RS PC-FAX EWEEES IhREETIES -
SRBIETE CIFS # NetBIOS HYE ?;iésﬁﬁ% °

o

B¢ [Service Name]

[ENPC], [SNMP], [HTTP (Local)], [HTTPS (Local)] & [RAW (Port9100)] &= °




HERE2RBPEADRE

ERIEEMN P LAt BB AFER

LLEBHI RIS E MY IP (st TFENED A ©

[Default Policy] :

1 [IPsec/IP Filtering]: [Enable]

[ [Access Control]:[Refuse Access]

[Group Policy] :

[ [Enable this Group Policy] : AEREL °

[ [Access Control]: [Permit Access]

0 [Remote Address(Host)] : ZAEEE A F iR IP it
MEE

FmFERIRERM - AFHAE A FERREENRE -
iR E IPsec/IP Filtering YR 3&
RERPIHEH » 1T IPSec/IP BB - BEERERHIRME - F5A11E [CA Certificate] °

1. EANENZRMEM Web Config & SR E [Network Security Settings] > [IPsec/IP Filtering] > [Client
Certificate] °

2. 7% [Client Certificate] PE A B

EROEEANRBRIR SRS (T30 IEEE802.1X B} SSL/TLS B » B[ EEVURZEI AR IPsec/IP B
R o BE®RE » F57E [Copy From] FEBURRE » ARAEBIZE—T [Copyl ©

EPSON

=5 Metwork Seoniy Sebngs > Psocl Fikenng = Cion Ceriboaie

Pt samb e v e A, i e o M A b B vy P G lers
etwonk st L.
MaibisEy Gk Carlicas
i Comac — ——— Corbrm Dl
ElUser Defll Sefings ' ——
Etlinccnsy Corivol Eniags Cepry Feem Cormhca i GELTLE |7 Gopr
i Panks Semngs
B Metwork Setngs
= Matwit Socusry Senags CER
EBEUTLS e
= PuecIP Fikonng

Bagi

E EEERIZ 1K
A Ca
i Senanin
B System Sedngs
F E it i Bon St Vil
i Adminsalor Sotgs

N Serbirmgy

Epson Connec Seneoes

MEEEER
=» 5£11H “1FH Web Config”
» 5328 “HSWE A CABBRE
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EEEEAHA

HERZEREEPEADRE

£ FH SNMPv3 &

% € SNMPv3

EENRHE B SNMPV3 BB E -

1. EAENRMBEN Web Config

all i3 <E

SR BRI EN R AV F AN

$R1ZIZEY [Services] > [Protocol] °

2. £ [SNMPv3 Settings] F9& BB A B/E

3. #—T [Next] °
eI S BERNERR ©

4, E—T[OK] e
ENRESBERNEF o

HEEEA
=» 55115 “17H{ Web Config”
» £278H “SNMPV3RREER"

N —
SNMPv3 52 €18 H
EPSON - e -
- oty Ranm (Readirile)
[El Stans :
Printer Siatus
- SNMPYE Satiings
2l Siad
W 7 Enable SHMPYE
== Usar Name f
& Contacts ol admin
[ User Detaul St
Irg.s AAhETiCAEOn SeTings
[ Access Contrel Setlings Fagocithen EE B
[ Frireer Seflings Bl s
Hatwark Setlings :
3 Hatwark Security Setings Confirer Posswans
= Sarvices
Bt Entiyption Setlings )
M5 Metwoik Al | |DES B
Habwoilk Scan bﬁmfﬂ' =
Bocument Capture Fro P -
BOERN anfinm Passarnd
‘WiF1 Direct
3 Sy=tem Satings Coenesd Mame EPEOH
[ Expont and Irspont Setting Vase
B Adriirisiranes Sellings =
Chator Adainisirator Passsord e
.."\"|I|I"."II!"J:’.':I"E.’ITI.":I' Mamwsonlact
HH BV
Enable SNMPv3 ABRERRF > SNMPv3 BRUA ©
User Name BMAIZEREVLTEFTT
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HERZMIRPEAENRE

1EHHE AR E 2
Authentication Settings
Algorithm BREGRFHEEE
Password B A 8 2 32 {8 ASCIl (0x20-0x7E) T °
Confirm Password WALRENEBEEITRESR -
Encryption Settings
Algorithm BEEMZWERE
Password i 8 = 32 & ASCII (0x20-0x7E) FJT ©
Confirm Password WA GERENETEETES -
Context Name BMA1ZERME1fuAFT -

HERE
W 55278 “FRIE SNMPv3”

AGEN R HEE 1 E IEEES02.1X #8 R

R TE |EEE802.1X 48 5%
HENRME IR IEEE802.1X » B O] {£ FIEE RADIUS R ARES I SR AR 2R HE 1T BR B PR MV EN RAEAE B BT 88 -
1. 1FEUENRMEH Web Config M732EX [Network Security Settings] > [IEEE802.1X] > [Basic] °

2. EREBEEWMAHE -
EEE Wi-Fi 8% EFEAENRME - FBIR—T [Wi-Fi Setup] I 2B # A SSID ©
ByEE -
A TE 2 RARBREE Wi-Fi 2 B HARE o
3. —T [Next]
BRAMESMERAETR ©

4, E—T[OK]°
ENRMESBERNE H7 ©

MHEEHR

» £11H “FH Web Config”

= 5298 “IEEE802.1X MIRIREIEH"

» 5E60E “:RE IEEE802.1X B E A FENENRE”
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EEEEAHA

e
ERE2RBEPERADNRE
o
IEEE802.1X #8RE =R EH B
EPSOMN LSS
= Hetwork Secunfy Setungs = IEEEBIZ.1X = Basic
Brintor S1atus IEEER02. 13 (Wired LAMN) : 4 Enable = Disable
NE'r.wnrk Seatus IEEER02. 1 [WiEi) : Digabe
HalifeEnes Connaction Mathed - Wired LAN
& Contarts e = ,
e G Tupe: PEAPMSCHARG =]
B Access Control Sestings User 1D
[ Prirter Setiings Passward :
(3 Hatwork Settings Confirm Password :
= Hetwork Secwily Selmgs | Semerid:
FEssums -
@ PsectP Fikering Cemdicate Vahdation ; @ Enabli » Digable
ElEEES0Z.1X Ancmyaws Hame | !
Binnsie; Encryplian Strengih: ik E|
Ghenl Corilicabe I Plesd ] [ WiFi Seup
CaCemficale
3 Sarvices
3 Sypztenn Sellings
B Exponit s It Seiing Wakie
B Adrmiresirater Setings
Basic Sallings
Epsan Conrgel Senenns
b= ]| A% E B2 F R

IEEE802.1X (Wired LAN)

AR A S A EE YR EE (IEEES02.1X] > [Basicl) LA &S IEEES02.1X (B4R LAN) °

IEEE802.1X (Wi-Fi)

EE S FR IEEE802.1X RYE 4R AREE (Wi-Fi) ©

Connection Method

B A4 AV ER S S REENEAR -

EAP Type BRIZ AR EN R EE RADIUS RIARES < B AYER 5 77 =8B -
EAP-TLS EABEBIE N CA BRBIRE ©
PEAP-TLS
PEAP/MSCHAPv2 L RRTE RS o

User ID FREZE FA RADIUS fAIARESEREEMI ID ©
A1 ZE 128 8 1 TR ASCII (0x20 ZE 0x7E) F T

Password 5 R EN R AV RS ©

B 1 E 128 18 1 {2 TTAARY ASCI (0x20 & Ox7E) F T © &4 A Windows A1 IRSE1E A
RADIUS {3 iR2S » A& A &% 127 % T ©

Confirm Password

AR ENRIEEITHER -

Server ID

AR E E S TE RADIUS Rl ARESHETT
XA RRESRE - BEH subject/subjectAltName {2 H

A 0ZE 128 18 1z LA ASCII (0x20 = Ox7E) FT ©

YEEMAMREEID -

Certificate Validation

TRERFEB T EBM » BE AR EREFENR o 1£ [CA Certificate] FE N EE ©
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EEEFERAHRA
HERZEHM P E A RE

1HHE RELEHA

27 [PEAP-TLS] 32 HY [PEAP/MSCHAPV2] 5 [Authentication Method]
78 LUEMR PEAP BRFEPEER 1 FVEAE ID -

B 0ZE 12818 1 T4 A ASCII (0x20 Z 0x7E) F T

Anonymous Name BRI REER S

Encryption Strength EAREUT S H A —1E o

High AES256/3DES

Middle

AES256/3DES/AES128/RC4

HEREE
= 5528E “i%E IEEE802.1X HE&”

% 7E IEEES02.1X KB &

5% 7F IEEE802.1X WA Fim /B - EREREREFEE NIRRT » 55A11E [CA Certificate] °

1. EANEIREEN Web Config » SR IZEN [Network Security Settings] > [IEEE802.1X] > [Client Certificate] ©

2. £ [Client Certificate] F¥i A JREH o

EREEHERREERZE B ERZEE
— T [Copy] °

o HEER » F5TE [Copy From] HIREURE - AR

EPSON

L

=l Status
Fl'll'llg 18 EHBH

Hetwork Secusly Sellings = IEEEBNZ 1X = Chent Coriicale

On the followang page, make sattings on the CA cerdificate ko verify peer certificales.

-CA Cemifieate
Network Stahis

Mainfenance
3 Contacts
[ Usor Dafautt Setlings
[ Access Control Senings
3 Prirter Setlings
¥ Hetwork Seftings
=l Hatwark Secunty Seltmgs
[E S5LTLS
[* IPsecAP Fiketirg
[ElEEESOZ 1%
Basic
Chienl Caprlilicaniy
CA Cembeale
@ Barnces
& System Setlings
B Expout ard Imposl Selling Vikie
B Adrmiresirabor Senings

Chent Cariificate

e

g

Copy From Caomhicat lar SSLTLS :]

CAR
L Generale

Busic Saffirngs
Epson Conngct Saraces

HERER
» 118 “FH Web Config”
=» 5320 “HSAEA CAEEER"
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¥ 25 IEEES02.1X #H % AR BE

A B EN A RR AR AR LA EE IEEE802.1X ARRE o 20T B ED AR BRIk B AR MY AR & AT

AS R REAFHAX

o
#REE ID IEEE802.1X AREE
Disable I[EEE802.1X THEEEZ A -
EAP Success IEEE802.1X B3 B & A Thif A RIS AR BRI 4R ©

Authenticating

IEEE802.1X B& 7% 8l R FT X ©

Config Error

EMAE IDEARRE - MEBEFARM

Client Certificate Error

RFPmERAY  mEHMELRN -

Timeout Error

RADIUS {alfR88 K /S B 52 R B EIFE » MEBERE L

User ID Error

ENRHEMEME D R/SUEERBMBE N IER - MERMIBRN -

Server ID Error

A AR BE MM ARES 1D BEMARERAY ID A — 2 MEBERF AN -

Server Certificate Error

ARERBRBAELUTHER - MERMERY -
A RRREEBY -
0 fAR=S/RRE A N IERE -

CA Certificate Error

ABRFBHELUTHR > MEBERT LR
O IEEM CABREBETER -
0 FRHNCABEREEA -
O CARFEIBH -

EAP Failure

ENRIEEREBAE LT SR - MERMELRHN

O # [Authentication Method] 3 [EAP-TLS] % [PEAP-TLS] » A&k A F BB
IFHEsEs A FLERRE -

O % [Authentication Method] % [PEAP/MSCHAPV2] » REREAE ID HHBER
IERE ©

ERABILEE

B B R

0 BFEHCAESE

H CA (RREREEN) HENE

M\;E% Rig ARV EE  BAIER CARBERERFBAZE - £

S CA FEEEANSEE 2 IAE

0 CABE

CARERTE=ZLEERIARI[NG DEG - EREAABZE2MRTNERER - BLEINE

CA FTiZZ2 /Y CA BB
O BRFBEE

E1TRARRRRE o

BRFBFRIRAMNREEBS ATHRENEE - BEBRIAL A S5E - hEABRIFRIE - &%t

B AR SSL/TLS B%

BIBETRESERTEMETR o B REEHEILEHE AR SSL/TLS 8 ©
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MHEAE

=» 5514H “Web Config 1 EpsonNet Config ThaE L8
= 5£32H “HUSIEA CAEBRE"

=» %358 ‘MR CAREBRRE"

» %36H ‘EHMEREBRE

HSILEAN CAEERE

HY

BCAREEE

HRHE CAEERE  FEY CSR(BERFER) UEAZRIEREEN - B EBENREN Web
Config R BH&F#E L CSR ©

FEKER T 5125 B2 F A Web Config 2237 CSR I VS CA 5B /BE o Web Config B3 CSREF  BES
PEM/DER & = ©

1.

R

#E A ENFRHEAY Web Config » #A12 32 EX [Network Security Settings] © 2232 EY [SSL/TLS] > [Certificate] =,
[IPsec/IP Filtering] > [Client Certificate] 2% [IEEE802.1X] > [Client Certificate] °

2. ¥—TT [Generate] #9 [CSR] °
CSREV EEEREANFRL
3. ERIEEWMARE-
B & -
ATANEHRREERBERBIRREEVUME - REXBIEREEVNRATELER -
4. E—TI[OK]°
ERAESERETR
5. H [Network Security Settings] © 22 #E} [SSL/TLS] > [Certificate] 2% [IPsec/IP Filtering] > [Client
Certificate] 2% [IEEE802.1X] > [Client Certificate] °
6. REZTHREENNEERER  E—TICRINEF—ETEHZE > & CSRTHEESHK -
EEER:
EEIRESE CSR - BRITREMEEE A B HICA-signed Certificate °
7. # CSREBZXRZRHRRMEEN » WESCA-signed Certificate °
RETEREREENNEEASTARKERE °
8. MBI AICA-signed Certificateft 7 E EEEN R IZME IS -
B RBHTEE AR - CA-signed Certificate (VRIS T2 FF BRI EAX ©
MHBAER

» %£11H “FH Web Config”
= %5338 “CSREREER’
» 5338 “EACARERE
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EEEEABH

ER2HEBPEREDRE
CSREEIEB
EPSOM - G e =
O &t - Hetwork Secunty Setings = SSLUTLS = Cefiflicale
Printer Status Key Length : a e jE|
Hahyoik Stalus Comman Mame :
Mainterano: -
Organization:
B Contacts s _m : -
3] User Defaut Setings TN, D
M Access Correl Setings Lacality :
B Prirtgr Sotlings SateProang |
[ Habwork Sedings Couniry ;
[=] Katwork Security Settings
ES5UTLS il oK | Back
s
Cendicale
[®IPseciP Fiketing
FIEEESNZ.1X
ot Crafificayic
#H Sanaces
3 Systemn Setlings
3 Expout ared Impeat Selling Value
[ Adrniresirats Setlings
Basic Saffings
Epson Conrect Sancces
1EH % B BA
Key Length EECRIWEHBRE -
Common Name EBEMA 1 E 128 BF T o BER IP il - BIXEBFE P it o
#ifl
12 EX Web Config B434LE © https://10.152.12.225
—REEHE 1015212225
Organization/ Organizational Unit/ & A 0 F 64 @ ASCII (0x20-0x7E) 2T © A EAER D BB B -
Locality/ State/Province
Country i A 1SO-3166 FT1E TE B WL S EE o
HEER

» 328 ‘B CARBER

EACAEERE

g EEEE:
0 BEC ERREEN RN B BIEERRT] -
O EESHERFRE A Web Config I CSR » EHJEARFE—IX ©

1. EAENRMBEM Web Config » SR IZEN [Network Security Settings] © 32 2 EY [SSL/TLS] > [Certificate] 5%
[IPsec/IP Filtering] > [Client Certificate] 2% [IEEE802.1X] > [Client Certificate] °
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2. ¥—T [Import] °
BREEAEASMHEARR

3. EREEWMARE-
RIBECSRHBINERBENEREN  LENREEEMTE - RETHIRBBMALZEEMNE -
O & Web Config BX48# PEM/DER & 2\, /&R 3%

3 [Private Key] : HRENRESEFILEZSE BB DEITRE °
O [Password] : G5 7VERE °
[ [CA Certificate 11/[CA Certificate 2] : =24
O R BHSEISHY PEM/DER 1 TUREE
O [Private Key] : R4 BEITRIE ©
0 [Password] : B VERIE °
O [CA Certificate 1]/[CA Certificate 2] : 1RIEM
O R EHEVSHY PKCS#12 I URFE
Q [Private Key] : 5875 E ©
O [Password] : EIEM
[ [CA Certificate 1]/[CA Certificate 2] :

2
S
B
Fil

4, E—T[OK]°
SERENEERERNZE R ©

BEE -
#—T [Confirm] FEFREE

HEER

» %118 “7FH Web Config”
» 358 ‘CARBREEARTHER
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EEEEMHA

ER2HEBPERDRE
CAZEERFEARTIEH
EPSON L
5 1| mietwork Seewsity Setlings > SSUTLS » Gartficate
Erinter Stafis S Cethtat | Cedificate (PEMDER) i
Netwodk Stals [ |- Browss |
Maintanance Privale Key - C: [ Browzs,_|
e e S e
3 User Defaut Setlings -
B Aictess Gurtral Semings el c B, |
B Frirter Seflings CaCantilicae 2 [ - i Browsa, |
(3 Hatwark: Sesings Hoies it is recommended to communicale via HT RS for imporing a cemficate.
(= Katwork Securty Setings F' of | [ Back
ESSUTLS ; i
Basan
Cendicale
[® IPseciP Fikering
EIECEI0Z 1%
G Dembeals
& Sanaces
3 Sy=tem Setlings
3 Expont ared Impesl Seiling Wakee
B Admirestrator Sesings
Basic Sallings
Epson Gonngel Seneoes
1EH % B BA
Server CertificateZ{ Client Certificate BREUSRENER -
Private Key EFAEMEIN CSREUS PEM/DER IR HVERE  BIEEHEBENILZS
Password BARBLUINZTLAZ 58 o
CA Certificate 1 EHRFEMNEIA [Certificate (PEM/DER)] » BE A E AR BHE < BEKEE
HRE - REEEERER -
CA Certificate 2 ERFBWIEIA [Certificate (PEM/DER)] » F5[E A% E% [CA Certificate 1] ZBER
REBNNEE REEEEER -
HEER

» 338 “‘EACARERE

MR CA ZBEFH

EREBUATBEREAMBERE - SRR EANERE -

EREH:

EHBHRFEME AR Web Config K CSR » BELEHE AC MR
CSR M EFTENS /&% ©

[
¥

HVRRE - ELLBRT » M

1.

#E A ENFRHMEAY Web Config » FARIZEER [Network Security Settings] © 1%

Htee

"=

[IPsec/IP Filtering] > [Client Certificate] 2% [IEEE802.1X] > [Client Certificate] °
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EY [SSL/TLS] > [Certificate] =,




2. ¥—TT [Delete] °

HERZE2REPEADRE

RS SHEENETR -

3. E—TI[OK]®

MERAE

=» 55115 “1FH Web Config”

EHBEREERE

BENRBEE HTTPS RS ZHEE - LA EH A REBRE - FABREZBREFE Web Config i - S8

Syl
REEME -

URMEMERBERE

» BEIBSILEA CA BEBRE °

1. TFEUENZRMEH Web Config M3 EX [Network Security Settings] > [SSL/TLS] > [Certificate] ©

2. #—TT [Update] °

3. H A [Common Name] ©
gy IP Az BN - BHIANEDRMEAY FQDN B8 o B aJE A 1 £ 128 {EF T °

BYEE -

& E AE SR R RI B R (CN) °

4. EERENBMHME -

EPSON

= Status
Brinter S4atis
Metwork Seabug
Mainferance

[ Conlacts

[ sy Dot Selings

B Access Coliol Seflings

& Prircer Seflings

3 Hatwork Sestings

EIEaLTLS
Basic
Cerificals
[® IPsecIP Fikering
FEIEEEANZ 1%
A Demhicale
[ Sarvices
3 Sy=temn Setlings

B Adrmiresirator Setlings

Basic Salings

5. #—T [Next] °

= Hatwark Security Selfngs

3 Expont ekl Impiel Sellirg Wale

Evson Conngct Sencces

etwark Secunty Sciungs = SELTLS = Genficals

HKay Length : ' EI
Common Hame | '
Organization: SEIKD ERSON CORF.

Valid Date (UTG) - 2015.02.23 12.24:45UTC

Ceitificate Validity (year): 10 [=]

Pies | | Back |

ERMESSHEENETR -

36



ERE2RBPEADRE

6. E—T [OK]°
ENRESBERNEF o

BiYaE
B —T [Confirm] HERRF &

HEAER
» 118 “7FH Web Config”

% ECA Certificate

BT ~ BER - MIBRCA Certificate ©

& A CA Certificate
1. EANENRMBEM Web Config » R#E B [Network Security Settings] > [CA Certificate] ©
2. #&—T [Import] °

3. IBELEIEERE A BICA Certificate ©

EPSON - GRS e ==

SormiEatinion Lot h' s > LA Cat

ElSiahs A Gortficatn - = 3 =
Pringn St i e T e o ST T S e R T
Nitwnre Siafis o L SR
Malnberancs

[ Conlacts

EElUiser Dhefans Setiings

8 Accass Condml Settings

[l Printer Sotings

El Heotwmk Sotings

=l Ntk Seounty Settings

HE5UTLS
E P sectP Fikeing
EEEESN2 12

Ca Cotificale

ESenaces

B Sysnern Seinggs

B Bt e gl Seemingg Winhos

B Aadoirstralor Sedings

0K | Back |

Basic Semngs
Epreon Comed Sendoes
Googie Cloud Print Sensces
DHE Py Selup

Finmwara Updale

Fipod Coarmificase Update
AirPnit Setup

4. E—T[OK]°
EEATRE @ AR [E [CA Certificate] 2 @ BN S FA/RE A M CA Certificate ©

MIBRCA Certificate
& O] M BREE A BYCA Certificate ©

1. EAENRMBEMN Web Config @ SREBIZEEN [Network Security Settings] > [CA Certificate] ©
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EEEERAHA
HERZE2RBPEADRE

2. EEEMKRAICA Certificate =32 » 32— T [Delete] °

EPSON L

Bs msmm:mm

[t Metwork] bo apply importing of the centificate 1o the commanication imimedisiely.
Ermtes Siph S e AL e oo Sh T SRl i A1k CTAeau e e S it

 Maitpnancy B . m |

[ Conmaets A

B User Dofiul Setings i . —— 1

[# Access Control Sefings | -

B Printer Senings 3 |

[ Notwrek Settings
Bl Hetwork Secuily Sefngs 3| |

EasUTLS
[ iPsactP Fitering

EIEEERIZ 1X 5 | F
5 Corfificald [ [

HSemvces

H System Setrgs - 7
[® Expeort and impen Seting Value T

Basic Semngs

|
1
|
B Adminisirater Sefiings 8 |
|
Epson Convet Senites 0] |

AT

[ | [ 1)) [ ) ]

Googla Cloud Print Senices
CINE/Prery Setup I Rebool Network
Firmamre: Lpdate
Root Certificate Update
AitPrict Setn

3. EETRHAES  BREREEMRER

B R E A8 B
B ASUMFRCA Certificatets » SEEHBEBHALE LN -

1. EAERBER Web Config @+ ABZEEN [Network Security Settings] > [CA Certificate] ©
2. 1&—TT [Reboot Network] °

3. BRMERREERE -
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REFEREEE At

RIEE R EE E /it

B Ry #th 5 E Th e

& T P EN R BERVER S A S EE S LDAP (Al fR2% - BERH K ERINEENE it o

By &E :
Q0 TTAIHEERKENE - MEFMEN  F2HENREHH A -

O A& A {5 I ED R M B 22 I TE AR ) 46 EN SR MBS 405 A B BEEE LDAP ©
0 BEEASFEHINE - BXERTHBAFARS o

HEEHR

» 5398 “REBEA

» 5£428 “fF/ LDAP AAREE"

» F46EH “FHEFHHRREE

RIEB A

BEABETESUT BNt R

Q [Fax] | BEME R

Q [Email] : EFEHHHE HIHh

O [Network Folder (SMB))/[FTP] : FiHERI R EEEXAERHNE #IHh

B AR ELLR

BB I AT LR TR A © Web Config * EpsonNet Config KR ENREEAVIZHIEMR - E=FTH
MERMT RS -

Ihe Web Config EpsonNet Config E R Y22 B E AR
BHE v v v
fm¥E B A v v v
iR v v v
mEERAE v v v
fiER B B3t SR EF AR v v v
IBRFRE B #yit v — —
ERE M B A — v —
EAER v v —
EHEER v v —
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REFHRERE N

FYE -
0 EpsonNet Config FJE A K [E H &, » flangi BB B AEINRERGIEE - MFEFMAER  #F2
EpsonNet Config 5% BB SC#H SR AR B TN BE SR ©

O &t A LUE A FAX Utility JRER EEE B #Iit o

15 B By ih B 8k B AR A
1. TFEUENFRMEHY Web Config M732EX [Contacts] ©
2. ELREZHAFHIR—T [Add] °

3. £ [Type]l ZHIZZER B AT o

PFHEE -
TR B R - BEEE T [Type] BB - £ FTEA . FMERE ML EHBHE -

4. 3ZHY [Next] °

5. ERBEHBABE > AREEZ—T [Apply] °

MHEEER
=» 5115 “1FH Web Config”
» 408 “BWHMEREEER"

B ERR

EPSON - S e -

o Contacts

Brinter Status Humbar : 1
Hetwork Stahis Type: Fan

Maintanance

Hame :
[=] Conlacts

1.50 Iy Woed :

51-100 Faox Humber :

101150 Fax Speed : Folow Communication Sating
151-200
B User Defaul Sellings APy | | Back
B Access Contral Settings
3 Prirter Setiings
3 Katwark Sedtings
B Hetwork Seouily Seltings
H Senaces
3 System Setings
3 Expont arkd Impest Seling Value
B Adriregirator Sollings

Basic Safings
Epson Connact Senvees
Gaogh Clowd Phint Seovices
DMSProxy Setup

=B RIESEH A

—RERE
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B
REFHREEB N
HH REEPAA
Name TERE4E A L8 X 0 Z 30 18 Unicode (UTF-8) F TMBERBH8 o
Index Word #i A 0 £ 30 {8 Unicode (UTF-8) F TR S X F
Fax
Fax Number £ 0-9-*# RERBWA 1 E64EFTT °
Fax Speed BEE MR B AR o
Email
Email Address BIA 1R 255 AF T (TLMEA A-Zaz09 S % & *+-/=2"_{|}~@) °
Network Folder (SMB)
Save to \ ER SRR
WA BBRERRWAEME (1 E 253 {8 Unicode (UTF-8) F7T » AEFE"\") °
User Name #IA 0 2 30 {8 Unicode (UTF-8) F TR BRI RIFEUEAE B8 o
Password B A 0 Z 20 {8 Unicode (UTF-8) F T VA8 RS & B SR 1Z BN HS o
FTP
Save to ¥ A fRAREE A8 (1 £ 253 {8 ASCII (0x20-0x7E) F 7T » NEIE "ftp/")
User Name WAFEAEERE (0Z 30f8F T * Unicode 13X (UTF-8)) LATZER FTP falfRES © 1B
B S 3 PRI 7T (000 Z Ox1f ~ Ox7F) » EAREANERES - AIFEHA
Anonymous 1 FTP ZF A& &5 o
Password ¥ A0 (0 2 20 fEFTT ~ Unicode 183X (UTF-8)) LAfFEX FTP fAAR=S - (EFEER

#4778 (000 & 0x1f ~ OX7F) ©

Connection Mode

fEThRERBAVERIE o BENRBE FTP AR 2 EARER A& - FHEW

[Passive Mode] °

Port Number

B 1 & 65535 B FTP {Al IRESEHEIERTE -

MEEAER

=» 54085 “HEMMBEREBZAN

A% B e RS EE

Z B Rt FERIER A [Fax] or [Email] -

R B B R A o

FEEN R AT Web Config 3632 EY [Contacts] °

EEREZZSEIEE—T [Add] °
€ [Type] BEREEAH o

2 —TF [Next] °

AANEBRIEERERETR -
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REFHRERE M

5. B A [Name] # [Index Word] °

6. &5l HRVE AR NEEUERE RV B Ayt o

EPSON E I e——

Gantacts

Brinhar Sladies Mumber: 4

Hehuork Stabs Tpe : Fax {Group)

Maintenance
[=) Contacts

1:50 Inchie WWiornd ©
51-300 Marme Index Word | Fax Number
101-150 1
151.200 wez |
3 User Defaut Sallings B2 |
B Access Conlrd Setlings
B Priroer Sotlings Apply Back
B Metwark Setlings
[ Katwork Security Settings
3 Semvices
& Swstorn Sellings
B Expot and Impor Sathng Valye
B Adminisirator Setlings

Bmsic Sallingg
Epain Gonrel Sevices
Googe Cloud Pnal Senices
DMSProny Setup

B &E -
B Ayt BT LAB 4R = S {EBEAE o

7. ¥—T [Apply] °

HEAER
» 118 “7FH Web Config”

£ F§ LDAP {al IR 28

EO] AR LDAP R IRESIRIMEE R EFEH B i & o BUBELTRIESHRE » 4 9J7E LDAP Al iR 8§
tERER -

iR 7€ LDAP fa] iR 38

1. TEERENRMEAY Web Config I3 ER [Wi-Fi/Network Settings] > [LDAP Server] > [Basic] ©

2. EREEHWMARE-

3. EHL[OK] °
EFTRIREE R ©
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EEEEAHA

RERHEREEBNH
HEER
» %118 “7FHL Web Config”
=» 55438 “LDAP fafRESREER "
= ]
LDAP faAl AR B8R E IR B
EPSON e __
Hauts Hetwork Sefings = LDAP Soreis = Basic
ENlIkE il Connection Seftings
[eteork Status L LDAP Server = Lsa Do Ped Ui
Mainienance LOAR Server Adress -
B Contacts . -
] User Defat Settings e S N, e I
 Aecess Conlral Settings Search Taneout [sec) 10
B Printer Seqngs Sughorticatan Method AONTOUE Ahenocalion __|
El Matwark Sattings User Name
Pazswond

Basic
E Email Server
EILOAR Serer

B Metwork Secunty Semngs
Hl Sernces
& System Semings

B Adrririsiralos Settings

Basic Setings
Epsen Connecl Senvces

B Epeontt sl bt Setlingg Vianku

Kerharas Soltings
Herbaros Servar Addess

Ketbaros Serval Port Mumber

Ksbaitas Sonwe Roadm

o

BH

RESLH A

Connection Settings

Use LDAP Server £ HY [Use] 2% [Do Not Use] ©
LDAP Server Address i\ LDAP {RIAREEAYALIL - B 1 & 255 A JTHY IPv4 » IPv6 B FQDN &= ©

#/% FQDN 185 » &AM ASCII (0x20-0x7E) REF TR - " (Ui FIFASE K 45
RERSD) o

LDAP server Port Number

I 1 & 65535 B LDAP {al IR B EHIRSRTE -

Search Timeout (sec)

RES5E 300 NWBERAIESHERE -

Authentication Method

BWMTIIHEP-—ELK -

User Name B 0 £ 128 {@ Unicode (UTF-8) =T HY LDAP ARSI & B8 - BELEH
&= 5T {5140 0x00-0x1F A OX7F ° 7 [Authentication Method] 32 EX
[Anonymous Authentication] B © FEEFALLRE ©

Password B A 0 £ 128 {f Unicode (UTF-8) 2 JTHY LDAP {al IR SE B35 N5 o SRS SR FR I

#1275 » B0 0x00-0x1F F1 OX7F ° 7£ [Anonymous Authentication] 22 HY
[Authentication Method] B » A {FRALLERE

Kerberos Settings

£ 7£ [Authentication Method] 32 EX [Kerberos Authentication] * (58I A& 18 B HWEE :
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EEEEAHA

REFRHEREEB M
EHE "R EEER A
Kerberos Server Address & A Kerberos 555 A ARES AUt By A 1 & 255 {BF THY IPv4 ~ IPv6 5 FQDN
B o
Kerberos Server Port Number B A 1 2 65535 Y Kerberos {al IR ZSEE IR RS o
Kerberos Server Realm B 0 & 255 @ ASCII (0x20-0x7E) Tt HY Kerberos ERF5 E3[E o

MERAE
=» $£42H “RIE LDAP A AR=E"

#£1T LDAP A RBE SR E

1. TFEUENRMEHY Web Config 3732 EX [Wi-Fi/Network Settings] > [LDAP Server] > [Search Settings] ©
2. EREEWARE-

3. B—T [OK BRREHER °

EFTERNRESER °

HEAER
» %118 “7FH Web Config”
» 5448 “LDAP A fRESESHEER"

LDAP fal fRE§E SR EEH

EPSONM i ——
it Metwork Setlings = LDWP Senar = Saarch Setings
Printer-Siatus Search Base (istinguished Bame) :
Metweak Slals Mumbes af search anlries - 600
Mainienano et Tar e A - -
[ Contacts -
] User Defait Setings Ll narve Display Alribade n
[ Access Cortrol Selgs Fax Humber Atiribate : facsimileTalephanatiumber
B Prirter Sctfings Emarl Addnass Anbige - il
El Network Setings Atbitrary Aftribute 1
W] “| Aoy Avioie :
et LAR -
Basic Aafritsary Adiribude 5
[¥l Email Serer Artitrary Altribute 4 :
EILDAP Server
Bagi; O
Connechen Test
3 Hatwork Security Setings
& Seraies
B Systen Setlings

[ Export and Impan Setling Wals
3 Admiristrabor Setings
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RERBEREEBRM
EHE "R EEER A
Search Base (Distinguished Name) EEESEEMNIE - FIEE LDAP ﬂﬁﬁ%ﬁﬁ’]iﬂﬁi%ﬁ c B 0 E 128 1@

Unicode (UTF-8) #7t - E T EEXEEY » BRE=H °
A AR S B 2 MV EIH - dc=server » dc=local

Number of search entries IBEHESEEANHE  ENNS5ZE 500  EENESEEHESETRHFEYL
FAR - IFEESEANEERBIEEHEAERERAE  NUTRES -

User name Attribute EEESFHAESBEEERNBM R - RZEWA 1 2 255 & Unicode
(UTF-8) FJt o F—AF UM ER azHAZe

&35 : cn ~ uid

User name Display Attribute EEEBRTAEREEBNBMESE - 8 0 E 255 {8 Unicode (UTF-8) F 7T
—EFTLBAR azHAZ

&1 : cn

Fax Number Attribute EEEERERIBERERNBEEE - FHAAZ az 09K -BA 15 255
BZFx - F—EF TN ER azHAZeo

&35 : facsimileTelephoneNumber

Email Address Attribute BEEESE iﬂ#%ﬂh%%ﬁ%ﬂ’]% HEB - FRAAZ az 09KR-HA
Z255@FT e E—EAFTMEAR azRAZ°
&4 © mail
Arbitrary Attribute 1 - Arbitrary EAEEERSNHEMER % o B A 0 F 255 TIE Unicode (UTF-8) ¥ T © 88—
Attribute 4 BFTMHER azRAZ BETEEEXTEEMN  BFREZER -
&35 : 0 > ou
HEER

W 5448 “E1T LDAP [AfRBIESHTE

¥2ZE LDAP @] iRESE &

1. TFEXENZRH#EAY Web Config 3732 EY [Wi-Fi/Network Settings] > [LDAP Server] > [Connection Test] °

2. 3ZE[Start] °

EHRNASHEERE - TRRAEER  SETMERS -
MEEAE

» %1185 “FH Web Config”
» 55458 “LDAP A fRESEFAFH S Z”

LDAP fAlfRESEHFAH S ZE

Connection test was successful. KIS BRI RS E GRS RS o
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RERHREEE N
Connection test failed. THERESE RS
Check the settings. O LDAP fAIARES (Ut S RS R IE7E ©
O 34ES o

O 7E [Do Not Use] 3EL T [Use LDAP Server] ©

A #&7E [Authentication Method] 2 EY [Kerberos Authentication] * AR R
[Kerberos Server Address], [Kerberos Server Port Number] F [Kerberos Server
Realm] £ ETIEHE ©

Connection test failed. R ENRER LDAP A IRES MR E R — BB BEE G A BT - SE/RLA
B o

Check the date and time on your
printer or server.

Authentication failed. THERSERIIEME :
Check the settings. [ [User Name] } /2§ [Password] T IEHE ©

O &7 [Authentication Method] 32 EY [Kerberos Authentication] @ BRS/ B HA 7]
BESSERRIE ©

Cannot access the printer until EIRMATTRS SRR E o
processing is complete.

HEREE
» 55458 “fE LDAP (Al RS ELS"

£ A E FE AR AR 2S

EREMEFHMANEE  HINFHIERET I  ELEREEF B AERS

R E B ] AR 28
EATRER - BN AR o
0 EEHE R -
0 BHHETBHAREEN -

1. EAENREM Web Config @ SREIZE [Wi-Fi/Network Settings] > [Email Server] > [Basic] °
2. EREEWMARE-

3. EHRL[OK] °

IEFTERIARESER ©
HEER

» %£11H “1FH Web Config”
» $478 “BHERSEREEER"
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EEEEAHA

B A R EEE

REFHRERE N

Bl Metwork Settings:
Wit-Fi
Mered LA
Basic
ElEmail Senver
Baar
Connegtion Tess
B LDAP Sermr
Bl Metwaik Secunty Semngs
B seraces
] System Sefngs
B Export mnd impart Setling Vaka
B Adrmirasiraloe Seftings

Basic Setings
Epsen Connad Senices
Goaghe Cloud Print Senaces

EPSON L
El st Hetwork Setbngs = Email Senser = Basic

Prirdar Sinhes The cartificate i5 required ba use a secure lnction of the email server,

Make sottings on the ol

Héetwerk Status il )

[asimenance - Root Cadiicale Update e o
& Contars Futhenfication Method © SMTR ALITH [=]
3] Utser Defau Settings Authenticated Account :
B Access Contral Sottings | Authericated Passwond ; I
B Prinies Semngs

Sender's Email Address |
SMTP Server Address |

SMTP Serscr Poil Mumber 25
Sefare Conneclion Pan Tl
Cerificate Wakdahion @ Enabika [Cusable

It i5 recomimended 1o enabie he Cemhcaw Vakdation
& wall be connecied without confieming the saflety of e email server when the Cartificate Valdabon 15 disabied
POFP3 Sareer Address

POP3 Server Porl Hurmber

O

1"H

Authentication Method

RELEH A
IEEENREIF B RRERMBRF S o
off EEBA4RREETERAR  BRESEM -
SMTP AUTH FEIE SMTP 538 FVER¢HRI AR AR o
POP before SMTP EEUL S K - FERRE POP3 (A RS °

Authenticated Account

EIREREY [SMTP AUTH] 2% [POP before SMTP] E & [Authentication Method] » Bl AT
EREEEVIR F A58 (0 &= 255 {1 7T ~ ASCII ¥ 3K (0x20-0x7E)) ©

Authenticated Password

FTE [SMTP AUTH] 32EX [POP before SMTP] 2 [Authentication Method] * ;&I A 0 & 20 {&
FRWERBRE (TUEAAZaz09#$%& *+-/=2A_{|}~@)°

Sender's Email Address

BMASHENSFE4MU - #A 0 E 255 {8 ASCII (0x20-0x7E) F7T » AEIE : ()< >[1;
Yo A" RAEEE—BFT -

SMTP Server Address

A 0Z 255 EF T (ATLAER A-Z a2 0-9 -) o AT LA{E FH IPv4 S FQDN &= o

SMTP Server Port Number

AN E 65535 EF o

Secure Connection

EEETFHHRARBNZZERTE -

None HI&TE [Authentication Method] #32EY T [POP before
SMTP] » LT3 ERIERES [None] ©

SSL/TLS L ThEETE [Authentication Method] 3% 7E £ [Off] X [SMTP
AUTH] BB E] f5E A8

STARTTLS LT EETE [Authentication Method] 32 7E & [Off] B¢ [SMTP
AUTH] BFEDRIEF
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RERHREEB Wit
HE AR e B A
Certificate Validation ERAALEIhEE - BEAN T RIEM S o BERTES [Enable] ©
POP3 Server Address # 7 [POP before SMTP] 32 EX [Authentication Method] * 3&#iI A 0 & 255 {8 JTAY POP3 {3l

BREE{z 4t (ATLAE A A-Z a-z 0-9 -) © SR AT LAE B IPv4 5 FQDN 18 5 ©

POP3 Server Port Number 1L [POP before SMTP] #EY [Authentication Method] @ 28I A 1 & 65535 {EF THE
=

MEEAE
= E46H “RTE M AARER

BREFAIRIFELR

1. #EAEDRMEA Web Config + #AE EER [Wi-Fi/Network Settings] > [Email Server] > [Connection Test] ©
2. 3EH [Start] °
BIFRIAE FE M RAREEMNESR A - TROAIEE - SETRERS -

HEEE
» %118 “7FH Web Config”
» £48H “‘HHARIFESAUHASE”

BHARRERAHASE

E L
Connection test was successful. RIS A {a fRES AV BRI SR RIS o
SMTP server communication error. UTEREETRME :
gheFk the following. - Network O EIE Mk
ettings
O SMTP {a] fR 28 1544
Q EITEMBRRES
Q BERATEEHNER
POP3 server communication error. LTEREETRME
gheFk the following. - Network O EEHck S e
ettings

[ POP3 {a) IRES =14
O ETEMEERES
0 BERIT=EZHER

An error occurred while connectingto | AR &R EERAE ¢
SMTP server. Check the followings. - O £ DNS /51 BR 22 (0388 452 2k By

SMTP Server Address - DNS Server
Q SMTP fal iR B8 89 B FE AR AT 2K BR
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EEEFEAHA

REFRBEREEB M
An error occurred while connectingto | UTHEREERALE -

POP3 server. Check the followings. -
POP3 Server Address - DNS Server

O EZ DNS Rl ARBSRVE 4R K BN
O SMTP {AlBRES K BB ARAT K BX

SMTP server authentication error.
Check the followings. - Authentication
Method - Authenticated Account -
Authenticated Password

SMTP {R) AR EE B 5 K By » SRR -

POP3 server authentication error.
Check the followings. - Authentication
Method - Authenticated Account -
Authenticated Password

POP3 AR EHRE K AT - SRRMAE -

Unsupported communication method.
Check the followings. - SMTP Server
Address - SMTP Server Port Number
Secure connection (SSL) is
unsupported.

ER AR ENERGEETENN - SRERIEAR -

Connection to SMTP server failed.
Change Secure Connection to None.

R ARESEE A P i 2 B 3 4 SMTP TABRFIVIEIR » SRR AT SMTP 22 E
4 (SSLER) B ERETRMAE o

Connection to SMTP server failed.
Change Secure Connection to SSL/TLS.

A AR ESEE A Pl 2 [ B¢ 4 SMTP RABRFIVIE R » A AREE E SR A SSL/TLS 3
17 SMTP Z 2R » SR RILAE ©

Connection to SMTP server failed.
Change Secure Connection to
STARTTLS.

R ARESEE A P i 2 B 34 SMTP TABRFEVIEIR » SR{aARBEESR{E A STARTTLS
T SMTP Z2ELE - R TRMAE

The connection is untrusted. Check the
following. - Date and Time

ENRMEK B BB RRETER - URRBHE  SBTILAS

The connection is untrusted. Check the
following. - CA Certificate

B CA Certificatedf REE A » BIZZERILER

= o

HERELBHEARSIENRER -
B

The connection is not secured.

EMENERCERE  AISERIAR -

SMTP server authentication failed.
Change Authentication Method to
SMTP-AUTH.

RR=BHAFin BRELETHEAR  SETUAE - ARSETIXE
SMTP AUTH o

SMTP server authentication failed.
Change Authentication Method to
POP before SMTP.

Al AR ES A AR P i 2 RO BRRR 5 A TABAT B - SRURILAS © AR T XE
SMTP AUTH ©

Sender's Email Address is incorrect.
Change to the email address for your
email service.

EENTHEESFEM i R IERE - SERILHAE -

Cannot access the printer until
processing is complete.

ENREICERIS SRR ILAR -

MEEAE
= F48H BB ARIFER

49




FRETTANHERRERREESERR

REIATHNERRERAEESRT

Y
{55 FH & Th BE PR &l
CRSARY 0 EAR—EAE LIRS ERE T BNENFMINAE o (5% SA SR HER
UEAESBEREEA - FRETUFHRL  FRUNAKESE - RBEBAEBT HERSE -
EEROERBEHRANFHBEHRIRHIID  BERDEREANET RS -

&5 Windows EfSERENRE - BAISESEAERBREBERENREEBIENRFHEEDRE
N o IREEESELEAERKFEBRIELAE  FLERAFTIBARE - UFRERBEANFAE
ANl - 2 BEBREATEHEA o

IBEEETIE Mac OS X E L ThEE

REMLHEINRE

1. TZERENFRMEMY Web Config 362 EX [Access Control Settings] > [Basic] °
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EEEFEAHA

2. ‘A& [Enables Access Control] 2 E & » REIZ—T [OK] °

[REITTANNERRERGEES RN

g EEER:

RS T1E -

# BUHE 222 [Allows printing and scanning without authentication information] 2 & &

RELLT RREER A AR A
O EXERSRREERER

O PCL ENRAEERENFE N/ PostScript EN RIEERENFZ
Q Epson Connect * Google Cloud Print & Web JR7#%
0 B2 TFRREMTEHERE

SRR

EPSON

[=] S2atus
Brintar Sl
\Wi-Eiietwork Stalus
Maintenance

Contacts

[ ser Defaut Selings

B Access Contred Setlings
Basic
User Settings

3 Prireer Setlings

[ Metwaik Security Seltings

B Saneces

3 Syztern Setlings

3 Expoit ardd Impert Selling Vake

3 Adminstrater Sestings

Biasic Setlings
Epaon Conriol Sendnes
Gaogle Cloud Frint Senices
[ Promy Salup
Firrrecang: L pshisfie
Root Certificate Updale
AdrPrinl Sebug

Access Conleed Setlings = Basic

[ Enalies Acoess Conlral

] Alcrers prisding And Scanming wilhald alshenticahon infonmsation

[ oK

3. #EHI [Access Control Settings] > [User Settings] ©

4. B—T[Add]» REEZEE@WARE -

5. ¥—T [Apply] °
BiYeE

B RECESENERER
EpsonNet Config AIFE A K & i F A& INEE o WIFEFAME -

EER o

MEEAER

=» 55115 “1FH Web Config”

BHR [Delete] ° #H—T A MIBRERE -

» %5528 “EAENREREERR"
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EEEEAHA

EREINREREERE

[REITTANNERRERGEES RN

EPSON
ElStne Access Conlrol Setlings = User Seflings
Prnter Stabus Number : 1
Metwork Stalus User Hanie ; Erter between 1 and 14 abharumenic camctes.
Maintarance
[ Contacts
Passyword | Erter betwean 0 and 20 characlers.
[ User Default Settings i 2L
= Access Control Satfings - = -
Basie Sefiect the check bax 1o enable or disable each fundlion,
el ®e
Liser Setfings o 5:::
3 Prirter Sestings - Fas
B Hatwork Seftings 1 Prin Trom Mernary Devie
B Metwark Secunty Setings & Pred Tromm Gompuier
[ Sorvces o )
[ System Settings Apply FALE
[ Expoit ared Imjsorl Setting Vikse
H Admirsstrator Sefings
Basic Sallings
Epsen Connect Soraces
Googhe Cloud Print Sentces
DOMSProxy Selup
Firrrravare Ligclate
Rt Cedihcate Update
EH R ESRH
User Name TEBE L&A 1 E 14 18 ASCIl (0x20-0x7E) F TV EE R B8 o
Password B\ 0 Z 20 {8 ASCII (0x20-0x7E) F 7T - EEFZHERATERME © &

=K

Select the check box to enable or
disable each function.

EAERIIRER T AL -

MEEAE
» 508 “REEMEIEE

RERBREEERE

B
[

RERBEEESRER - AFImE

1.

HERE

]

X e °
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TZENEN R AT Web Config 3732 EY [Administrator Settings] > [Change Administrator Password] °




EEEEABH

FRETTANIERRERREESERR

2. 1R EH A Z [New Password] F1 [Confirm New Password] ©

HRUERE  FRABRNEE -

EPSON " u a—
Elsiats Admanictiater Seflings = Change Adminisirator Pagowond

Prihest Stalus Cumant passwoed ©

Metwork Statrs Hew Password - - . | Enier between 1 and 20 aphanumeric chasciers
E wj EEERENERERE
(5 User Delas Settings TR nrssssasere
A Conurel Sestings Mote: R i5 recomimended Lo commurcate wa HTT
[® Printar Settings [ T ]
[EHetwork Setings o
[E Hetwork Secwity Selings
[H Seraces

[H Sysiem Senrgs
[#] Expeont and impor Satling Valu
= Adtminisalod Setings

Change Administralo: §

FAudmunesiraior Mams
[ puriatinn

Enmai Heafication

Hasig Sottings
Efson Connbil Semdes
Giophn Choudl Print Somices
DREProry Setup
Firmamana Updati
Foot Comficale Updabe
A Prinl Setup

3. EHL[OK] °

BYRE -
Web Config * EpsonNet Config & E R #IZFIER M RS EEESZHEEE o

BESREAREEERE - BHAS Epson RIEMB PO - MFBRE - FSRENREIB A -

HEER
» %115 “7FH Web Config”

R IEH I E

EA RS E R FEFINBABE

Bt -
EIREFFH SNMPv3 BRI E @ 528 [ SNMPv3 B E] °

1. #EAEDRMEEA Web Config * FREIREY [Services] > [Protocol] ©
2. REZRM@EEAR -
3. —T [Next] °

4, E—T[OK]
RENSERTIENRME o

53



EEEEAHA

MERAE

FRETANHERRERREESERR

» 5278 “FH SNMPV3 B E

B i EREEE

NS Prooee Sashn,

EPSON AR
Sl siatis Sences = Protocol
Prinler SiaNs Nul.e:uy'g:m need 1o change the device name wsad on each protocdl and the Bonjour Name, change the Prinker Hame in the:
; Metwork Sattings:
Bogtwork Saglus H you nead o change the Location used on each peotocol, change the Location in th Metwork Settings.
Painierance 1 you need o change the Borjour Senaca Name, change i in AdrRrint Satup,
B Contacts : :
[ Llser Dedaull Semirgs m Ea:ﬂmgs
Bl Access Control Sefings B-u - N;- - T
B Printer Setings bl
B Metwork Settings Bonjour Sendce Name © EFSON P e
& network Secunty Setings Lacalion
Bl Services
Pretacel
PSS Hieth SLP Siltings
E + Enabile SLP
Ptk
Docurent Caplure Fro
PC-FAx WD Setengs
Wi-Fi Diregd ¥ Enabiba W50
Bl System Sewmmgs Prinling Temeout [sec): 00
B Expont e Impeint Setling Winlue Seanning Tomeou (S} 300
B Admiristralor Setlings: Dievice Marma - EPE0M
Easic Sattings i
Epson Connecl Sensces
Google Cloud Print Sendces LLTD Setlings

¥ B kan 1 TR

HE

REE A

Bonjour Settings

Use Bonjour

BEWIEE » &8 Bonjour ESREAEE - BEUHER
WIEE - BIfESEME A AirPrint ©

Bonjour Name 78R Bonjour B8 °
Bonjour Service Name PE R Bonjour FRIEBHE ©

Location ZER Bonjour (U B &8 ©
UPnP Settings
Enable UPnP EEULIE B a2 B E BB UPnP S ENR © L IhEE

EEFETRTIE UPnP RUENRK -

Device Name

BRUPNPREEH -

Location R UPnP (U E BT ©

SLP Settings

Enable SLP EEEICIE B BUA SLP ThRE © IE B &L EpsonNet Config
PR R R BN AR S ThREE R -

WSD Settings
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[REITTANNERRERGEESRR

1HH REE A
Enable WSD EREV L TE B BUAEB WSD IS EThae » W wsD EiE

REITHIENERRIE o

Printing Timeout (sec)

A WSD FIEN TAERVEENERFE 3 & 3,600 %) ©

Scanning Timeout (sec)

A WSD B TEMNBRER{E G £ 3,6008)

Device Name

FARWSDEERHR -

Location BT WSD B BTE o

LLTD Settings

Enable LLTD EEVLETE B BUA LLTD o ENRMEEFERTE Windows #EE Bl
q:‘ o

Device Name

BARNLITD £ EZHE -

LLMNR Settings

Enable LLMNR

REVLETE B B LLMNR o BMESESLEFA DNS » th REE
NetBIOS i A] { Fi BB AR AT ThEE ©

LPR Settings

Allow LPR Port Printing

REENO3ER LPR EEIBEITHIE o

Printing Timeout (sec)

& LPR FIEN TYEHYEIBHE (0 & 3,600 ) ©
BFIhAE - BIFE®IA 0o

ETEERAR

RAW(Port9100) Settings

Allow RAW(Port9100) Printing

BEENTIER RAW FE IR (9100 18) EITHIED o

Printing Timeout (sec)

& RAW (9100 18) FIEN TAEHVEIEHE (0 £ 3,600 7)) o &
TEFERBETHAE - AlE@W A 0o

IPP Settings

Enable IPP

BEARKA IPP B o EEEE T IE IPP HIENRIE - &=
FALtEE - BIEEFE A AirPrint o

Allow Non-secure Communication

BEUAERE R RAERE 216 (PP) (IR TETE
o

Communication Timeout (sec)

& IPP B EN TAERVEIBSE (0 & 3,600 F) ©

URL(#3%%)

ENRMIEB B LR LAN B Wi-Fi BAREF B8R IPP URL (http
F https) © URL B4 & ENZRHE IP {73t - 3BT LAK IPP EDR
WEB—AHEE -

URL(Wi-Fi Direct)

ENZRMEIE B Wi-Fi Direct ZARREF - 7R IPP URL (http
https) © URL R4S ENFRA P 3k - B3R PP EDFRA%
2B —AHEE -

Printer Name

FAN IPP EDRMEEFE o

Location

FARIPPIVE ©

FTP Settings
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EEEEAHA

[REITTANNERRERGEESRR

1HH REE A
Enable FTP Server EEVCARKA FTP SIED o EE AR IE FTP BIENThEEMVEN R

%o

Communication Timeout (sec)

I FTP BN AVAIREE (0 & 3,600 B) o & RE{F BRI
ge o AIFEEIA O -

SNMPv1/v2c Settings

Enable SNMPv1/v2c EEVLARK A SNMPV1/v2c » EEBERZ 58 SNMPv3 BEN 3R
% °
Access Authority B SNMPv1/v2c # - SR ETFEURHE o 3BEL [Read Only] 2

[Read/Write] °

Community Name (Read Only)

I 0 2 32 {@ ASCII (0x20 & OX7E) T °

Community Name (Read/Write)

B A 0 2 32 18 ASCIl (0x20 & OX7E) F T °©
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fR R B

R G E

R R B RE R /N ER

ERETHFMPRIESEH -
O ¥R fE M (PDF F)
REFERENRE  EMRBKE - HFERBAEBEAIZRA -
O #9RR{E ML A (PDF )
REHEEN  S2RFRPNRBERRZTE  URBREIBEAZEA -
[ Epson Connect #4
https://www.epsonconnect.com/

12 Epson Connect ThEE R R REEME o

{56 7 48 B R BE HY 1 R

5% 77 HX Web Config

ENREN IP AU ESRERRE?

{8 F§ EpsonNet Config 2% EN SR A& AV 12 S E AR E IP A3k o S8 0] LAfH F 49 B& AR A8 3R SR 18 EN R M A 12 I T Al 7
RERREE °

SSL/TLS B9 Encryption Strength 2 & & & [High] ?

#1E [Encryption Strength] 32 EYX [High] © Web Config {2 8E1E 32 #8 AES (256 {1 7T) =% 3DES (168 {1 7T) HNZ Y
BIEEEPFEH - MERIERERNIMBEZIE o

55 SSL #@=R (https) FEY Web Config BFH IR "B HA" A8 -
ERHFBRH  FEFESESR BANEEIHBACAHETR » Ak a EERENRKHBAE -

f£ A SSL AR (https) FEY Web Config RFHHIR "Z2 M BREN BB T —28- - - "fB -

£H¥F [Common Name] Figa A FALAR S B IR FBIRE S CSR WENRME 1P VU AT S WA R RE RPN
o FEEHEVEIWE NRE  NEBEENREERE -

ENR ¥ B A13ER Proxy AIRES1FEN -
EENRME B Proxy AIARES @ BABEITRIERSHY Proxy 3R IE ©
J Windows

RE[RHIA] > (R A APRRE > (R ARRIRIE] > [ER] > [EBIE AR E] > [Proxy A IRES] © AER
TEAMEA I T A Proxy Al REE ©
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https://www.epsonconnect.com/

f R

1 MacOSX :

B[R RETRE] > A9RE] > CER > (REMARER - ARE RRELEIRRFNNRERARERE]
BERANEAAL o

&35 :
192.168.1.% : M7 192.168.1.XXX » FHEEKIE=E 255.255.255.0
192.168.%.* : ZANHE( I 192.168 XXX XXX » F#IEIE = 255.255.0.0

HEAE
» 118 “17H Web Config”

R ZBR /D IP ALk REE R EpsonNet Config

EH R Windows @2 M EEHH X BEE R - REZEE [Block] * [Cancel] 2 [Shut down] ?
EIEE (HEH) ~ (BUBISK [BERA] 0 IP (it MR Z 8 A% T & B /R 1E EpsonNet Config 5 EpsonNet Setup t ©

EE{EIEILRERE - BEA Wlndows B K 8 K T & &2 2 Bh B BE & EpsonNet Config B2 BB « ZHIBEFE
Fﬁﬁﬁﬂ“ﬁﬁ%l‘b’ $A§— A HEEER - BESE M A EpsonNet Config °

BARRRARRENREAREAE?

#11T EpsonNet Config 3032 EX [T & > [3RIF] > [HIkF] - REIEN BASERIBRENFERE - X8 &
JEE {4 7] B 2 EpsonNet Config FYEI TR E 18 o

HBAER
» %£13E “¥11T EpsonNet Config - Windows”
» 2138 “¥11T EpsonNet Config - Mac OS X”

£ AR R 2 MR REE
SHRELLALR

¥ Fi Web Config EfiRE S8 -

EESF L BFEENRHEA Web Config I732EX [Network Security Settings] > [IPsec/IP Filtering] >
[Default Policy] B _52 [Group Policy] °

L A IPsec BEESTE

ERRERBEATIIENEEL?
ENRBEUTEE L -
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fR R

pik iyl REE

—HiEEEE AES-CBC 128

AES-CBC 192

AES-CBC 256

3DES-CBC

DES-CBC

MEEE L SHA-1

SHA2-256

SHA2-384

SHA2-512

MD5

SWEREEE Diffie-Hellman Group2

Diffie-Hellman Group1* * Diffie-Hellman Group14* ~ Elliptic Curve Diffie-Hellman
P-256* }% Elliptic Curve Diffie-Hellman P-384*

*A AR HAE o

MHBAER
» 5E198 “3RIE IPsec/IP Filtering”

RARERETERM

ENREN IP AU REBRUKCRE ?
£ FED RAEHVIZHIEMRIF A IPsec ©

% DHCPBHA - FFEMBM & IPve (LILB IS H AREUS » BIAJREIR T IS ¥ EN KRR Web Config
(INetwork Security Settings] > [IPsec/IP Filtering] > [Group Policy] > [Local Address(Printer)]) FT & &89 IP {x
HE o

£ FAERRE P (it

BN IPUUREEYNRCEE ?
158 FREN R AV IE S E AR 1= A IPsec ©

%= DHCP iBHA - FEHBIM ; & IPve (LB HASE B RENS » BI RT3 T EI &1 %5 EDRMEAY Web Config
(INetwork Security Settings] > [IPsec/IP Filtering] > [Group Policy] > [Remote Address(Host)]) FT & &89 IP {u
3k o

fE FAEREE P (it o

HERER
» 5E198 “ERIE IPsec/IP Filtering”
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fR R

i}

i 5E 32 3 Secure IPP I ENE 218

EESERNERIEES SSUTLS BAKMREEEE ?
LIETENEETER  AITEELEVEEER - BELERERNESE -

\|

Y/

CEAZESENCA BEREE EEFEEIRIEK?
ECAREREEAZSH » BIn[geEAEVEREIE - IBECE A CARE

HEER
» 5198 “F&7E IPsec/IP Filtering”

RIE IPsec/IP BREEEER

REETRENIER -
FEENREERIZHIE MR LT IPsec/IP 3BIE o EBHEEDRME » RIEFEIETT IPsec/IP BIRERE ©
MEEAER

» %198 “ER7E IPsec/IP Filtering”

&% 1€ |EEE802.1X & & 3£ 17 HN E[) FR 4

RETBETIERE -
FEEN R IZ HIEAR{Z F IEEE802.1X F Wi-Fi o BIZENREFNERK - ARE FHERE IEEES02.1X °

HEEE
» 5528H “3%7E IEEE802.1X #HER”

£ AR R RIEE
BEEA CAEERRE

CABEERFHECR LHWEMERER?

HCAREREBE CRIEERMNEN - BIMEEA CSR- ELTIER ¢
0O REERBBRREAZETABHERERANEES ?
BE CSRIEN  RESBEREAZEEHEREMNEEF

O REES CREZZREREENE  BETCHEZNREAICSR?
A CSREHES CAEBRE -

CAEBRERAHEBSKB?
AR A SKB By CA 2R H o
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f R

BEEAZRRELER"?
BT 0 AR ARE ©

HEER
» £33H ‘EACAREBERR
BEIENEREBEE

2B S &H A Common Name ?

&4 B8 A [Common Name] °

REE CommonName A T A EMNF L ?HI0 - AL ARTE -
TEIPv4 ~ IPv6 ~ EHEEZFESL FQDN A 1 £ 128 {& ASCII (0x20-0x7E) FJT ©

2757 Common Name F I AEFHR K=K ?

EHAEY © [Common Name] EMZED R —¥ - EREREEFZR AN 2B A —EER - QIS AELE
R o

HEREEM

» %36 ‘ENEREERE

L CSR

R A E&EH A Common Name ?
&4 88 A [Common Name] °

=& 7E Common Name, Organization, Organizational Unit, Locality, State/Province I A T R X BHF T ? fl
wm, BXEFRXE -

T IPv4 ~ IPv6 ~ EH#EZFE L FQDN #& =08 A ASCII (0x20-0x7E) T ©

2757 Common Name F I AR K=K ?

EEAIE 0 [Common Namel BRZED K — ¥ c BRBEERZAIH 2B A —EEK - BIEEHE
BR o

HEEE
» 328 ‘B CAREBERR
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BNV EREREES

fR R

HE

RE MR

Enter a Server Certificate.

RE :

EBREENERE ANEE -
BRSRIT I -
BEEUERIIZ—T [Import] °

CA Certificate 1 is not entered.

RER :

CABE 1 ARWA  EWMACARE2-
BRI

FEANCATE -

Invalid value below.

RE :
BEREER/AEHEETZENTT
BRRTTE -
BEHHERWMAERNTT

Invalid date and time.

RA :

e R B TE EN R AT B HABE RS R o

fRSRITE -

{8 F§ Web Config * EpsonNet Config 5% El Fe# A3 I T AR 5% & A HREERS R o

Invalid password.

RH :

B CARRIRENHBEMANBBR—2 -
BRRTTE

) A IEFERYERHS o

Invalid file.

RE :

R BEA X509 I REBER o

BRRTE
BELZENAGENBIREENIZBNEREE

RR :

SEEANBIERAK « BRAPDERA 5KB ©
BRRTTE -

HEINERNESR  AIRRURCERIARBEN -

RR :

BETESNEEEY -

BRRTTE -

MBERRNFAEN - FEHERREECNAY -
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EEEEAHA

AR R
ME RRE/BRRG
Cannot use the Server Certificates that RH :
include more than three CA L
NEREEAES > A JEIK o
certificates. PKCS#12 1M BRFEBERE S 3 BN LW CA RE
RRTTE

fEPKCS#12 AR PEM A BFEASEES IEARZEE 2MHCAR

B PKCS#12 I BB RER -

The certificate has expired. Check if the
certificate is valid, or check the date
and time on your printer.

RR :

BRBH -

BRRTTE -

0 HREBY  FIGLEAMEE o

A FRBREBH  FRTCEMRENREAN BHIERR -

Private key is required.

BRHE :

BRLIBCERUNLEER

BRRTTE -

%R R PEM/DER AU E A B CSREVS - FIEELET|MER -
HRERPKCSHI AL EAEMNKE CSREUS @ FEEESNESRNE

2
EX

a
0

RE :

B EHE A Web Config #£ CSR EXfS# PEM/DER R ©

BRSRIT I -

B FE A PEM/DER & I 45 FH Web Config # CSREUS » BB REEE A —X o

Setup failed.

RH :

PR ENR BT AN > FOROEAN K B - SIS A — SR A B m
SERRRE o

BRRTTE -

BMEEENERRBAE  EFEAESR -

MEEAE
» $£31E "ERBIER

=IMUER CA B RFE

EERERENEOER?

EERBEHEE  BEFEES -
VS HB B E A1 Web Config 237 8 CSR + £EE B HEA B MR ER o 27 CSR WHISHER o

&R
» 5358 ‘MR CARBER
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fR R

5 E ) &
B 5E(E F AirPrint 31T 5 ED

=& 1= H AirPrint ?
= ZRAA AirPrint » FETFEEN R Web Config MZ32EX [AirPrint Setup] » #A8 £ — T [Enable AirPrint] ©

SIENHHBEHF T

FIENEZBENRERTIER?
BED ZERBREAENDREENFIENERBETS ©

MEEAER
w» 728 “EITERBEEARE - Windows”
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P %

REEFFREWEFBAEA

BEREFEHHEA

IEEE AL REE R E SH BB E FEAEWE TR - FIMENRERA - BRZSATEE 5 EE T Bt
i WRBEERWBHNSEH -

REEBTEHGBEA
HEEALIIEE  BXAREBMHFERSS -
1. TFEUENRMEH Web Config 3732 EX [Administrator Settings] > [Email Notification] ©
2. MALERREFBHBNNE FEMHBIL -
3. ENEFHHBHMMNES -
4. ABRGERWEBANRESR -

EPSON - S e
Clstans || Administrator Setings > Email Motficalion
Erinter Satus ‘St up e Email Sarver to enabla the amail notification.
pletwork Satus
3 - Erail Address Settings
Mairkenance Email in selecied h[glﬂg & vill be =2t o eath addiess:
B Gonlacts 1; Japanese [=]
B User Detaut Seflings 2: = Englsh [=]
[H Access Control Setings a. English =
& Prirter Seflings i Engsh =
3 Hetwark Setlings 5 Engtsh [=]
B Metwark Securily Seflings
B Senaces
B Sysiem Selngs ?umfﬂﬁ; smiﬁ: inker stals is as checked %
: Py (e
& Expot and Imprst Seting Value Ik Erial vk b senl when printer s i 83 checked, — - ; -
2 3 : |
B akickliakn Seflime | Ink cartidge(s) to be replaced m| e m
Chaingiz Actmiresiiatir Passworcd 1 e P
| linke By | A [
Acdmumistralar HamaContact I T
frfemation | Maircenance box end of service He [CI | £ I
Ermail Halificafion i Mairienance bow neaning end 2] | £ i F
| Papes o EHEEEEERE
Basic Sahngs | Prinking slopped® 0| &= [ i
Epson Connect Services | Fringar emar b | = B B E
Googie Cloud Print Senicas [ “Scanner eror O & | B |
OMSIFrony Setup | Faxarror B | ®E | & |\ Fi

5. #E—T[OK] e

HEBE
» 118 “FH Web Config”
» F46H “FAEFHBHRIRE"
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Bt 8%

FE i A& A Web Config iR E

& AIEE H Web Config SR EI BEHE 5 —EPENRME o

A e
[E 3R T
EHENRENBIERTE ©
1. #EAEDRMEA Web Config © A2 EY [Export and Import Setting Value] > [Export] °

2. EHEEEHRMNREE -

ENERENNREE - FEENKAER - FEFIGSERN - B8R - EERITHERFRPES
(40 1P i3k %) MESEEERAY T 485 -

3. MARBUNRELESR -

4. ¥&—TT [Export] °

BEEEE

EREREHENRBORIRRT  WMENREEZTER 1P (Uit - 552 [Enable to select the individual
settings of device] » ARBEMELIER o EBRNWHEERARSBRENRE

EARTE

A EE H B Web Config 18 & A ZI EN /M o

BEEEE
EASHEEREN RN 1P (ui) PWREELR  BRAR —(ARBATESHE—&KN P
HE o FIPUUERE - ENREANEEFERREE

1. #EAEDRMEER Web Config © #AEEEN [Export and Import Setting Value] > [Import] ©
2. EHELE ABRBAMZREE -

3. #—T [Next] °
RENSERTIENRME o

1 75| 5% 7E ED 2= 4% 1Y 48 %

&R ERIRENRENAE - FEMENREEMREAGRIAUE ENZREXNETERRTE - WFEFH
&l 2R -
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Pt 8%

REMMEE - 2 AR

BB T 51| 5 B 5 F EpsonNet Config 3R E ENRMERY IP {24k o
1. BERRENREEIR o
2. FRCARBEBENRBEZZRE -

3. #11T EpsonNet Config °
BEENERWESHERNRET o AR E— LR 7 RERERATE o] FRVEN TR o

4. B TEDRHE -

BT :
BNEEE S A EREME AV EN R » Bt 7 BURIE MAC (L SRIFBEN R o

5. {EARIThRERZE (RS ST HE] > [TCP/IP] > [BA] °
6. RIE [IPi] -~ [FHRRES) - Kk [FAREE] -

a1NE i |

HENE * i 7E [P {UBBTH T
&R B o Eih

BEx
e {2 BOOTF Rl

- #EE (FEEIA P ([h (AFPA) B
i E;:{ T poues
=28 (Ei2) 1P (i3

- TCR/IP FifziER
E{]P\'EJ 1 TRANLS
= (1PvE) 2
DS
DNS (IPvE)
Banjour
IFF
sLP
FETFRE
WSD

LLTD x

L&, ][ ms |[[ =%

Bk -
Q EERONRBERZLZ2REEE > BREFE P At -

QO &t A LATE [TCP/IP] ThBEZR AP AY [DNS] EBER 1T DNS 38E » AR TE [RPFR4EEK] BERHETT proxy :RE ©
7. BT (g
HEBEA

» 55138 “#11T EpsonNet Config - Windows”
» 5E13H “#11T EpsonNet Config - Mac OS X”

67



Pt 8%

2% TE 48 B& 1 TH - Wi-Fi

X FR T 525 BB F§ EpsonNet Config 5% E EN ZRHEAY P {2k o
1. BARKENRBEER -

2. FACAKRRGIGENRBBIZZHEER o

3. #11T EpsonNet Config °
BEENERWESHERNRET o AR E— LR 7 RERERATE o] FRVEN TR o

4. B TEDRHE -

B EE -
BN{EiEiE 2 AR E M EN R » S A BURYEE MAC {73t AR EN Fo i o

5. {EARIThRERZE (RS ST HE] > [TCP/IP] > [BA] °
6. RIE [IPi] -~ [FHRRES) - Kk [FAREE] -

WG i |

- ETE # i 7E [P {UBBTH T
-~ i ai o E£ih
Bx
e {2 BOOTF Rl
=R (BEEREA P (T (APIPA) B
i E;i{ P (s
=4 (=) TP i
= TCR/IP FiftEiER
E{]P\-EJ 1 TRANLS
= (1PvE) 2
DS
DNS (IPvE)
Banjour
IFF
sLP
FETFRE
WSD
LLTD x

Bk -
Q EERONRBERZLZ2REEE > BREFE P At -

QO &t 7] LATE [TCP/IP] ThEEZR A 1Y [DNS] BER 1T DNS 587E » MARTE [HAFRRE] EBER 1T Proxy BRE ©

68



Bt 8%

7. EEUAIRAE] > 5] > (BEA (ER) 0 ARREBAESX - sSDRz2M -

=a0E =
- WETE || @ pEm L
iR EElrE |
BE
: - =
Ll it SR _ |
= E2 DEEE 802.11b/esn -
aBx (A8 = lsso Hame Hetwark 2 - [ wemE |
BT (=8) :
i (=) =
5 TCP/IP 3
E: EHin
Bx (IPve) 1 3 EHih |
== (1pvE) 2
DMS foz
DS (IPvE) EEE: WP A-PSK{AES) -
Banjour
PP WA BiTE
cLp FSK (PSR LR )
HRTRRES WiEA, Pox L EAEE
WSD
LLTD > |
1]} 13
|
_™w ][ mK |[ ®A |

8. B—T (B -
RO BB ED R Wi-Fi 4R - IR KRR AR ©

HEBAE
» 2138 “¥1T EpsonNet Config - Windows”
» 55138 “#11T EpsonNet Config - Mac OS X”

NEEETNRENE Y
ZHEERMEEEFE T - Windows

ZHRNKEIBENE L AR EENREREIR o

EENRMETIE PostScript 2% PCL B #248 %22 Epson PostScript ENR#EERBIFZ2 TR PCL ENREFREFER © 535
SRIENRMEMVFHBA T ©

1. FARENREEEIR ©

2. HEEEZHNREEEESR o
EN R e B B A2 T A EN FRAKPB R OB RS BRI o
3 32 fz 7t Windows : \Driver\Printer\Driver\WINX86\setup
0 64 {4 JT Windows : \Driver\Printer\Driver\WINX64\setup
EM T Setup.exe X Setupb4.exe ' BIRZHRIBENER - BIKBERT LB TRIBIE -

69



Pt 8%

BieE
ERBRBABRHERIZESEM - FH Epson XEMAU THBHZ -

MHEBER

» %678 “REMABRNE- AR

» 568H “REMENE - Wi-Fi”

» 508 ‘RETANNEREERGEEERE
» 5728 “EITENRMEHAARE - Windows”

ZRENFTMEEEFZ I - Mac OS X

B O R R S RMEDEAZ R TN - BREEMASERERERH) -
E ENRMEE ST PostScript BIEA8 Z % Epson PostScript EN RSB EZR » 5B ENRMEAEHBAS -
1. BIREEMER -

2. EEREENRRSHHRE] > [ENREFIFHES

3. B—T[+]°

4, BECEN[FER] > REBEEPRECEFIEAVENRKE o

5. EHEAIPRIGERELDVEREREN - RBIZ—THNE] -

ENREEHEXNSAD T H - BEIRESBEENHIE -

B &E -
QA EBREHREHENZERF » B Epson TEFIEFE T HEEHE o % B A7 H Mac 05X 10.5.8 »
RSB TEETHLHE o EXBEW Epson T EFLTHEEER -

Q FB20{E A "[AirPrint]" H "[Secure AirPrint]" IE ERE RN B - BAELZEREHRER -

HERER
» E678H “WRERKNME - 2 KHEER”
» E£68H “REMIMAME - Wi-Fi”

A IF R E B AR

BEERENS 23 EPSON Scan » 7 AJ R 48R S IR SE

Y

1. %% EPSON Scan °
1 Windows
EBRER A PO BE R A BRRE SR o
\Driver\Scanner\Driver
d Mac OS X
#&3B EPSON Software Updater S LA T 485 T BB A8 - REBETRE
http://epson.sn > [E it EE&]

70


HTTP://EPSON.SN/?Q=2

B 8%
2. BEX EPSON Scans®E °
J Windows
B—T AR > [EPSON] > [EPSON Scan] > [EPSON Scanz& E] ©
J Mac OS X

% —"T[R11E] > [FE AFZ3] > [Epson Software] > [EPSON Scans& iE] °

3. EERERHESR ) TEICEEMNFHEE  RRE B PE-T HK -

. EPSON Scam Settngs : = E
| Select St EPSON Semes - I
Cannecton

Mostwenh. Scrn duckiress

Scarves Hame  Addemn

Scanne Sighe

Tt et recorad] 0=

e Cancal Help

SRR HiG £ - ERSLSEHS -

My EE -
#REER [#118) BE © 557E [EPSON ScaniR E] EE IR — T iG] o

4. B—TREEN PR AER—T B -

‘IEE$E:
CEGLIEESRAMSE FTRMRERPIFHERS - AEEKRE  AIFBEBEEEMIE

5. ZELIP{uit - REIZR—T DRI -
BTRTERANER  RACKIEFEEFHEES -

6. Z—T [HE]°

MEEAE
= £50E “FREATANDERRERGEEERE

71



Pt 8%

BRINDRTREFRDAREUTHE

BEHRINPRFEEESFBUTEHE - Windows

1. REENRENBEAN P AU - UREERBNIINBREEEE -
&A1 58 A Web Config * EpsonNet Config & EN RV IZ I EHEITIRE o

2. EE[ET] e

3. TEBARN : PR T YR ANRKEZTE » ARIZ—T (FBE] °
\ENZRHEZFB SR, \\xoxxxxxxxx.xxx (ED RHEHY 1P {z31h)

4, LUBEAHEIE—T [memorycard]B 7R} [usbstoragel Bl 7R @ ABIZ— T EARFHIEHITRM] -

5. BEVEEESH RERRE) o

IZﬁ‘I

EEASAMB T E AR . BRI (EAREFER
6. ¥—TT [5EMK] °

ESNWRRUEEERRE (NSRS (B LEAER -

BRI AR R B R B BB - Mac OS X

1. EREY[A{E] > [EBEEREE -

2. TE [RIARBENZ ML APk BR HA& S A EN R B FB S EN /A& 1P 3k -
cifs://ENREZRE » =
smb://EN TR E 7

3. B—T [E#E -

4. BRERSHOMKRE  ABE—THE -
PR&E
ERLREREZA - BLEKE ENHRIHRE TR ENRA  SAEARWKER I REELER
BTAR °

HEITENRME I AR E - Windows
+ FA E[ 3R 4

EEKEEZFHNRENERNEIEYENRREE  FEACEEARIIELEFNVSIRL FHENRE -
1. BE[EHIE]> RRESFENRE -
2. LUBBARKR—THREER  ABRR—T [ENREAR] > [HAESE

72



Pt 8%

3. ENHASEENRE > RAE@A (HXAEHE -
%A Windows Server 2012 » s812— T [B#E XL FARIE] » AREITRE °

MEEAE
» E£73H ‘“RREMEBEREX"

ZERHMEEEN

= P EN{R] AR 2% B4 A B ik B9 Windows MRARTAERE) - A H R XN 2R 2 HIENRIARRS - it A&
FEZEHMONRKEE SIS SHRONREESHRER -

1. EMEEHE]> MKREEMENRK] -
2. UBEARE-—TEZEAPKAANEREETR  RBRIE-T EREAR] > (HAEE

3. BT (HtEHREX] -

BEE -
%2 Windows Server 2012 » 52— T [ E XL FARIE] » REBETRE °

4. ZEEAFIHH Windows iRZA » SREIR—T [FEE] °

MEEAE
» 55738 “fERAHL AR

{€ FA £ FHED R

£ F H FHEN R ¥ — Windows

REERA LA AR HD ISR AREN B AR  WUREE RIS BMNT R - BHK
SREH MR © 1 AP S R SR B A D A 2 R ED A o

EREYENRRESE LEREHEMEBEERES  BFHITTHZE
1. 7£ [Windows {2 REAEIHR RIS ISR VI ENAREEN B o
2. BEMTEEFHRVENRE -

MEEAE
w» £728H "HAERE
» £73H "RREMEEHREN

55 A H A EN R # — Mac OS X

FIBREBRRREIICERER ZRNREEEESR - FREEMEE PR ERED ©
E ENRME T IE PostScript BI848 2 % Epson PostScript EN REERENTEZR @ FS B ENRMEMIER BB ST -

1. FIRENRBER

73



Pt 8%

B DBRERGSHRE] > [EIRBEAF S
B—TI[+-

EDEETER] ARBEPREUEEFIZHEIRE o
TE[fE AR B EN R MR ENR S » RBIR— T -

EREEDEXSABTH - BEIRESHEAIHE -

B &E -
QA BREMREBHEXNZERRF » B Epson TEFEFETHIEREFE o % B A7FH Mac 05X 10.5.8 »
RSB TE BT ZHE o BLABEH Epson TEF L THEEESR -

Q FBEZ0ME A "[AirPrint]" F "[Secure AirPrint]" I ER B RN B8 BRIBELILZHEFHELS -

74



	目錄
	版權與商標
	關於本手冊
	標誌與符號
	插圖
	作業系統參考
	注意

	簡介
	SSL/TLS 通訊
	通訊協定的控制
	加密 IP 通訊與連線驗證網路
	掃描及傳真目的地設定
	使用者功能限制及系統管理員密碼
	匯入和匯出印表機設定值

	使用網路設定軟體
	關於 Web Config
	存取 Web Config
	關於 EpsonNet Config
	使用 EpsonNet Config – Windows
	安裝 EpsonNet Config – Windows
	執行 EpsonNet Config - Windows
	解除安裝 EpsonNet Config - Windows

	使用 EpsonNet Config – Mac OS X
	安裝 EpsonNet Config – Mac OS X
	執行 EpsonNet Config - Mac OS X
	解除安裝 EpsonNet Config – Mac OS X

	Web Config 和 EpsonNet Config 功能比較
	其他網路軟體
	關於 EpsonNet Print (僅適用於 Windows)
	關於 EpsonNet SetupManager


	在安全網路中使用印表機
	設定 SSL/TLS 通訊
	進行基本 SSL/TLS 設定
	設定印表機的伺服器憑證

	通訊協定和服務的控制
	通訊協定的控制
	服務的控制

	設定 IPsec/IP Filtering
	關於 IPsec/IP Filtering
	設定 Default Policy
	設定 Group Policy
	IPsec/IP Filtering 的設定範例
	設定 IPsec/IP Filtering 的憑證

	使用 SNMPv3 通訊協定
	設定 SNMPv3

	將印表機連接至 IEEE802.1X 網路
	設定 IEEE802.1X 網路
	設定 IEEE802.1X 的憑證
	檢查 IEEE802.1X 網路狀態

	使用數位憑證
	關於數位憑證
	取得並匯入 CA 簽署憑證
	刪除 CA 簽署憑證
	更新自我簽署憑證
	設定CA Certificate


	設定掃描及傳真目的地
	目的地設定功能
	設定聯絡人
	聯絡人設定比較
	將目的地登錄至聯絡人
	將目的地登錄為群組

	使用 LDAP 伺服器
	設定 LDAP 伺服器
	進行 LDAP 伺服器搜尋設定
	檢查 LDAP 伺服器連線

	使用電子郵件伺服器
	設定郵件伺服器
	檢查郵件伺服器連線


	限制可用的功能及設定系統管理員密碼
	使用者功能限制
	設定使用者功能

	設定系統管理員密碼
	設定通訊協定
	通訊協定設定項目


	解決問題
	解決問題的小祕訣
	使用網路軟體的問題
	無法存取 Web Config
	機型名稱及/或 IP 位址未顯示於 EpsonNet Config

	使用網路安全性功能的問題
	忘記預先共用金鑰
	無法使用 IPsec 通訊進行通訊
	突然無法進行通訊
	無法建立 Secure IPP 列印連接埠
	設定 IPsec/IP 過濾後無法連線
	設定 IEEE802.1X 後無法存取印表機

	使用數位憑證的問題
	無法匯入 CA 簽署憑證
	無法更新自我簽署憑證
	無法建立 CSR
	顯示數位憑證相關警告
	意外刪除 CA 簽署憑證

	列印問題
	無法使用 AirPrint 進行列印
	列印出隨機字元


	附錄
	發生事件時接收電子郵件通知
	關於電子郵件通知
	設定電子郵件通知

	匯出和匯入 Web Config 設定
	匯出設定
	匯入設定

	個別設定印表機的網路
	設定網路介面 - 乙太網路
	設定網路介面 - Wi-Fi
	設定連接至印表機的電腦
	安裝印表機驅動程式 - Windows
	安裝印表機驅動程式 - Mac OS X
	將掃描器連接到網路
	連線外部儲存裝置作為網路磁碟機

	進行印表機共用設定 - Windows
	共用印表機
	安裝其他驅動程式

	使用共用印表機
	使用共用印表機 – Windows
	使用共用印表機 – Mac OS X



