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BEE -

#4T Windows Vista BL L fRZASE] Windows Server 2008 KA E iR AN E S X 12 IPsec ©

2% iE Default Policy

1. TEERENRMEAY Web Config I3 EY [Network Security Settings] > [IPsec/IP Filtering] > [Basic] ©
2. EREEHWARE-

3. #—T [Next] °
R ESREREETR ©

4, E—T[OK]
ENRMESBERNE 37 ©

HEER
» 1185 “FE Web Config”
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Default Policy :8 E I8 B

EPSON
st Hebwork Security Seltings = IPseciP Filering = Basic
Prntec S ol MPuicy:YIs e Py e ronts Policy 10 D Pok
Wi ELHgtwark Stats Grom STy <2 2 e Soor s o
Maintenance nersur.Pman1!zia14|15|51? a8 || 2 || 10
Confacts ) ]
[ User Defaul Setings [PseciP Fitenng : @ Enabie Disable
B Access Contral Selings
[ Prirter Setings ! Defaut Poloy
B Fifdetwork Settings Acorss Gonlrgl Pl Acoees =
[l Hatwork Security Settings Authertication Method Pre.Shanad Key |
FS5LTLS Pre-Shared Ky e
IPsi i
EEHE e iNrg Coarfemn Fre-Shared Key | -
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Cenrficale Encapsuation Transpor Mode
[#IEEE202 1 Remote Gateway|{Tunne! Mode) |
B Systorn Sellings Secunty Pratocal : ESP
E Admirestrator Sefings
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Epson Conmect Senaies et
Googie Clowd Prirg Seoices
b= =] =% e BE i B
IPsec/IP Filtering AR SAZ A IPsec/IP EREIHEE o
Access Control BT IPEHEREMIEFIAR o
Permit Access BREGRES AHCREN IPHEES -
Refuse Access BRERIBEESERCREWN IPHEEA -

IPsec BREPRIBEE RO REWN IPsec HEEA -
Authentication Method AIEE [Certificate] * WA BELEEBWEA CABBEFHE °

Pre-Shared Key

#7E [Authentication Method] 32EY [Pre-Shared Key] » s58IA 1 £ 127 AFTHWTESLH A

Confirm Pre-Shared Key

BARRENSIRETH o

Encapsulation

F7E [Access Control] 3EY [IPsec] @ WA BERETHEERS -

ERTEER LAN AR  FREUE
EHIPEHEELBME

Transport Mode EIH - 48

%Ei%’iﬂl&%&m%ﬂﬁﬁ@% ({540 IPsec-VPN) L {EREN&R
M FERENLIRIE o P HENEERERSEBMNE -

Tunnel Mode

Remote Gateway(Tunnel
Mode)

# 7 [Encapsulation] #2HY [Tunnel Mode] * F58IA 1 Z 39 {AF TAI B (L o

Security Protocol

Z7E [Access Control] 22HY [IPsec] @ &R EN—{E#RIE o

ESP ERULREARABENENNTEMY  WNEEY -

AH HY]H: ZIE A ERRENERN N TEM - BFEINZRERE
b B A LUER IPsec ©
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#& IE Group Policy

1. TFEUENZRMEHI Web Config M732 EX [Network Security Settings] > [IPsec/IP Filtering] > [Basic] ©

2. B—THEERENRFEE o

3. EREEBWARE-
4, 1Z—T [Next] °

RS SHEENETR -

5. —T[OK] e
ENRESBERNEF o

MERAE

=» 55115 “17H{ Web Config”
= 55208 “Group Policy :REER"

Group Policy 32 EE B

EPS0ON
[iare Hetwark Secunty Settings = IPseciP Filtering ~ Basic
ninter Stales Each policy is applied wilth folowing prionbes:
A e Sinhs Group Polcy 1= Gooup Polcy 2= = Groug Policy 10 = Defaul Pokcy
DR pemuraey || + [z [ [ 2 s ][ e ]z 1] =]
Comacts
[¥] Uiser Defauit Settings ¥ Enable this Group Poicy
[ g Conlrol Sefings Arcess Contral - Psec =
[# Printer Settings Lecal Address{Printer) Any addresses =]
v Fitdemwork Settings Remate AddressiHoel
[l Metweek Secuity Sefings R T A
EE5UTLS i girg Pt Bursibser El
ElIPzaciP Fitering Transped Protood Ay Provgeal =
Basic Local Por ©
Cortificide Remote Port -
DE”EEE’z':'z i Authentication Method - Pre-Shared Kay g
¥ E'I'SIEITI EﬂIHQ’S A bR Y o N r
Pra-
[E Administrator Setings Ya=tadiey
Caonfirm Fre-Shared Kay ©
Basic Sefings Encapsuiation Tearsgpoi Mode =
Epson Connect Sendces - Remote Gateway[Tunnel Mod)
HH REEHA

Enable this Group Policy

SE RS E REFERA -
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Access Control REIPHERENEH T o
Permit Access ERUGEES ATEREN IPHEES -
Refuse Access EZHUCRESEECREN IPHEES -
IPsec ERUGRIEE AFEREM IPsec HEBIB ©

Local Address(Printer)

BRI S MREBIERN IPv4 (LSS IPve {idlt o 2 1P izl B B EHEIR » B AREL [Use
auto-obtained IPv4 address] °©

Remote Address(Host)

BAKER IP LU BURFIFEL © IP (AR 0 E 43 EFTT » HREBA P i
FRE e 2 B S o

B &E -
Z IP Ut 2 BETEIK (BN DHCP $8)K) @ AIREMESAEVSELR o sREFFRE IP {1
it o

Method of Choosing Port

EREEEERNAN -

Service Name

& 1E [Method of Choosing Port] 2B [Service Name] > FEEEE—{E#1E -

Transport Protocol

#1E [Method of Choosing Port] #EX [Port Number] » B EEHEE o

Any Protocol ERUCEE R A EAGEERE -

TCp EEUL R IH R BB BRI E R -

UDP BHUCGEE R EER SR ERNER -
ICMPv4 AU R IE AT E S Ping 0% ©

Local Port

#7E [Method of Choosing Port] #EYX [Port Number] * 3¢ 7E [Transport Protocol] 3 EX [TCP]
% [UDP] > A8 A A LU SIS B A EERRE CURHDR) - RS A@A 10 EE
RIRERNE o

&35 : 20,80,119,5220
ERBRAEEREE > TEEBESZIIES -

Remote Port

#7E [Method of Choosing Port] #EYX [Port Number] * 3¢ 7E [Transport Protocol] 3 EX [TCP]
% [UDP] > A8 A A LUE S EE XM EERRE CURHDRR) - RS AT A 10 EE
RIRERNE o

&35 : 25,80,143,5220
ERBRAEEREE > TEEEESZIIES -

Authentication Method

#1E [Access Control] 32HY [IPsec] » s & —{ERE - EF ARFHEERFE % -

Pre-Shared Key

#1E [Authentication Method] 2B [Pre-Shared Key] * F@#iIA 1 & 127 {EF T HFE LA
=i\ -

Confirm Pre-Shared Key

BALRENSIETHR o

Encapsulation

E1E [IPsec] ZHY [Access Control] » RN BERETHRER o

Transport Mode & R1EHERE LAN LEFENRE - FHREULRE - 4B
LW IPHEEKBME -

Tunnel Mode EEXERR AR AR (5120 IPsec-VPN) L AENR
Mo FEREULERE o IP HENEERERSEBMNE -
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HERZEREEPEADRE

5B

RELEHA

Remote Gateway(Tunnel
Mode)

£1E [Tunnel Mode] 32 EY [Encapsulation] » 358 A 1 2 39 {AF TAIRE ML ©

Security Protocol

#TE [Access Control] #2HY [IPsec] » A EN—{E#E1E o

ESP ERULREARARENENNTEMY  WNEES -
AH EEULEIE TR RERE N ERN TR - BMENRERE

b B A LA IPsec ©

HEER
» 5208
» E2028
» E202H

ua:-n-—\ﬂ

=X E Group Policy”
“Group Policy B9 Local Address(Printer) I Remote Address(Host) &~
‘BHEFRAINREERESE”

Group Policy BY Local Address(Printer) 1 Remote Address(Host) #A&

Local Address(Printer) FI3%E

IPv4 IPv6*? Any addresses**
Remote v — v
Address(Host) B3R E
IPve*2 — v v
v v v

*1 27 [Access Control] 32HY [IPsec] @ LU BIBREEBITIEE °

*)Z1E [Access Control] 3Z2HY [IPsec]

*3|Pv6 FE£E AR HENTHEBR D ©

#HARANREEESE

» AR EUE A AL (fe80:) - (BEHERAIGSWEA o

PRi% B EAEeER AEERIRRIE | RUGEEEIRGEE S RIThEE

Any — — — PR RS

ENPC UDP 3289 HfEEER 2 EpsonNet Config ~ ENRHLERBNT2
X FHEEHEASEAERNES
ENRA o

SNMP uDP 161 RfTEEE £ EpsonNet Config * Epson EN R #ER
EjfER - Epson FHBR RS EXEE
AREXEERRE MIB °

LPR TCP 515 REEE X LPRER

RAW (Port9100) TCP 9100 EfEEE % RAW BB

IPP/IPPS TCP 631 EAEEER 3K AirPrint ¥} (IPP/IPPS FIIED)

WSD TCP B3R 5357 5 WSD
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ELZE2REPEAERE
RIEEH Einema AEBIRIRETE | BEERERR FZEEIRThEE

WS-Discovery uDP 3702 RfEEE % WSD S EN R

Network Scan TCP 1865 REEE #¢ Document Capture Pro E3XIRH#HE
&

Network Push TCP 1R R 2968 #£ Document Capture Pro EU{SHE 2% 1F

Scan R TEEN

Network Push UDP 2968 REEE #¢ Document Capture Pro 1 1THERX1Z

Scan Discovery IS S S

FTP Data (Local) TCP 20 1EfEREER FTP {alARES (B3 FTP FIENHIE R

FTP Control TCP 21 REEE FTP falRES (3= FTP %I EN)

(Local)

FTP Data TCP {R{EER 20 FTP A Fim (EAFHER R EERE

(Remote) BHEE)
%ﬁ'ﬁ L/\ = }ﬁﬁguﬁﬁﬁﬁlﬁuﬁﬁ&iﬁﬁﬁ
& 20 B9 FTP {RIARES

FTP Control TCP RE R 21 FTP A F i (HERERER R EER

(Remote) EEERETES)

CIFS (Local)* TCP 445 1EaEEER CIFS falfR 28 (H AR E R K)

CIFS (Remote)* TCP B3R 445 CIFS alfREE BREERREEWRE
BEEREXZERKR)

HTTP (Local) TCP 80 EAEEER HTTP(S) Al R 25 (%X Web Config &
WsD E’Jﬁﬂ

HTTPS (Local) TCP 443 1EaEEER

HTTP (Remote) TCP B3R 80 HTTP(S) A Fis (f£ Epson Connect =
Google Cloud Print 2 BTN - &

HTTPS (Remote) TCP 1R R 443 EEHRRREEN

ERHEARRENRCERERER - HARKER KRR PC-FAX BEWEE L IhASHEITIES - 35 [Service Name] #§

[Method of Choosing Port] E’Ja’iiﬁ%% [Port Number]

IPsec/IP Filtering B9 &% & &3 /51

EZW IPsec HE
LeEBHlE AR ETARIFA -

[Default Policy] :

(1 [IPsec/IP Filtering]: [Enable]

[ [Access Control]: [IPsec]

(1 [Authentication Method]: [Pre-Shared Key]
Q [Pre-Shared Key] : SxZ ¥ A 127 BF T °
[Group Policy] :

"EE oA —]

X JE °

s SR1ZBIETE CIFS A1 NetBIOS RUEHZIBIEHE o
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BWSINER R ENRBERTE

BLERf S R AL 38 TE WY AR A I B EN E BN EN RALR EHE/TIBA ©
[Default Policy] :

1 [IPsec/IP Filtering]: [Enable]

(1 [Access Control]: [Refuse Access]

[Group Policy] :

[ [Enable this Group Policy] : AERES °

[ [Access Control]: [Permit Access]

[ [Remote Address(Host)] : FAF i #Y IP {31t

[ [Method of Choosing Port]: [Service Name]

O [Service Name] : 4J3# [ENPC], [SNMP], [HTTP (Local)], [HTTPS (Local)] & [RAW (Port9100)] &S °

EREERN P LI ERIFE

L& R FFIEE /Y IP A3 TFENED R o

[Default Policy] :

(1 [IPsec/IP Filtering]: [Enable]

[ [Access Control]:[Refuse Access]

[Group Policy] :

[ [Enable this Group Policy] : AEREL °

1 [Access Control]: [Permit Access]

3 [Remote Address(Host)] : R EIEE AP wmHY IP ik

B &E
TmBEARESM » AEBEAEIRRENRE -

&R 7E IPsec/IP Filtering FY /&%

1. TEERENZRMEAY Web Config d7 32 EY [Network Security Settings] > [IPsec/IP Filtering] > [Certificate] °

2. 1E [Use the following CA Certificate] LigEBFEFAHEE o
AT H RIS EC AR -
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3. 1% [Use the following Client Certificate] L35 E 2 A HVRE -
AT H MRS E O EARNRE o

EPSON

S stanue Metwork Secunty Setings = IPsectP Fitenng > Cemticale

Prfle Siaks CA Cortificate
Wi-Fithatwork Statis [ imipost

Conlacks
(3] Ui Detauit Settings R
B Access Control Selings . e
[ Prirter Setlings
[ - FuMetwork Setlings

C5R
Bl Mabwark Secunty Seitings Generale
B SSLTLS
EIPseciP Fikering
Baiss Use me folowing GA Cenilicate Do Mot Use
Coitificaln LEea s following Chanl Camilicalo Dic Mot U
EIEEESD2 1X
® Systemn Settings Hext
# Admiristrator Sestings

Epson Connect Seraces

4, E—T [Next] °
R EZRENER ©

5. E—T[OK] e
ENRESBERNEF o

HEEEA
=» 55115 “1FH{ Web Config”
» 308 "ESTEA CAEEER

&£ F§ SNMPv3 BB E

2R E SNMPv3

EENRMLIE SNMPv3 BB E - 0] BE R M0 12 5 EN R A TFER o

1. TEERENRMRY Web Config 3732 EX [Wi-Fi/Network Settings] > [Services] > [Protocol] °
2. 1E£ [SNMPv3 Settings] #9518 B 8 A EH ©

3. #—T [Next] °
R E = RERNEER ©

4, E—T[OK]°
ENRESRERNEF o
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HERE
» %118 “7FHL Web Config”
» E26E “SNMPv3 R EIER"

SNMPv3 52 EIEH

ERE2RPEADRE

EPSON
= Community Hame (Fead Oniy) pubic
= PSR e A e
Status Camrnunity Hame (ReadWite)
Wh-FuNetwor Slabes
Mainierance SNMPE Semngs
Conbets | Enablx SMMPYG
[ Uger Dedadt Settings . User Hamea : admin
H Access Conlrel Setings
[# Priner Settings Auhencalion Setings
(=1 Wi-Fitieswork Settings AT MO 2,
Wh-Fi Paszword
Hasic Canlirm Password -
B Senrnces
Encryplon Seltings
Adgeeilhm OES =]
Password
1A Dite {:{mﬁmrF‘aawmi
[ Email Servir
LOWP Servar
[H Hezwork Security Setings e Conlext Name | EPS0M
1EHH % B BA
Enable SNMPv3 RBBEZRF  SNMPV3 BRUA ©
User Name BMA1ZERME1LTHFET

Authentication Settings

Algorithm BEESMBNWEEE -
Password i 8 & 32 1@ ASCIl (0x20-0x7E) FJT °

Confirm Password

BASRENTIBETHET -

Encryption Settings

Algorithm BEUNZENWEEE ©
Password A 8 & 32 i ASCII (0x20-0x7E) T °

Confirm Password

BASRENRIBETHET -

Context Name

BMA1ZER@E1TAFTT -

HEREE
W 55258 “FRIE SNMPv3”
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A& EN R HEIE1E F IEEES02.1X #8E%

3 7E IEEE802.1X #98%

£ DR M 2 IEEE802.1X » &

Al {F FAEE RADIUS {a) R EE N B4R 28

TR R R AV ED RIIER RS -

1. TFEUENZRMEHI Web Config 3732 EX [Network Security Settings] > [IEEE802.1X] > [Basic] °

2. ERHEBWARE-

HETE Wi-Fi SR EEAERE - B

IZﬁE

SEFAE S RHER B Wi-Fi 2 I H ARRE

3. ¥2—T [Next] °
RAME SRR o

4, E—T[OK]°
ENRESBERNEF o

#—T [Wi-Fi Setup] I7EEEUE &I A SSID °

HEER
=» 55115 “1FH{ Web Config”
= 55278 “IEEE802.1X AR EEE”
w» 55548 “3RE IEEE802.1X B E A FELENRAK”
)
IEEES02.1X &R E1E B
EPSON
Cltns Metwork Security Setlings = [EEES02.1X > Basic
Prirfer Status IEEEA02. 1 (Wirad LAN) - a Enable Dizabia
Wi-Fitebvork Slalus ﬁm_n{ WAL Disabla
by ey Connection Mathod - Wi.Fi
Contacts
[l User Defaut Settings EAP Type: PEAPTMSCHAPE ]
Bl Access Conlrol Settings UserlD -
¥ Printer Settings Passward :
(- Fitdatwark Seftings Cortinm Passwornd
& IPsaciF Filtering ST i
ElIEEE&NZ 13 Encryplicn Strength : Middle [=]
Basic [ B Wi-Fi Setup
Cemhicaie
[ System Sellings
¥ Administrater Settings
Biasic Sedings
Epson Gomnecl Semioes
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EEEFEAHA

HERZE2REPEADRE

5B

RELEHA

IEEE802.1X (Wired LAN)

AT ES IEEE802.1X (B R BT EE) RUA = A B AYERE ([IEEE802.1X] > [Basic]) °

IEEE802.1X (Wi-Fi)

IEEE802.1X (Wi-Fi) BB 4FARRE 2 BERNRE R o

Connection Method

BRI MBS S N SHEAER -

EAP Type BENEN R AED RADIUS A1 AR ES 2 BB EE A U AVIEIE o
EAP-TLS BAERSIE AN CABERE ©
PEAP-TLS
PEAP/MSCHAPv2 AR BT o

User ID R EE FM RADIUS fAIARESEREEMI ID ©

Password RERFBENREA R -

Confirm Password

WARRENTISEITH o

Server ID

&I ER TE R ELIE TE RADIUS fal BRZZE/THE M A ARES 1D - BRFE 2R 2 HE RADIUS (A ARSS
AR AIPRESIEE - BAE H subject/subjectAltName L 2B B S [AREE ID °

Anonymous Name

#7E [Authentication Method] 32EY [PEAP-TLS] 5§ [PEAP/MSCHAPV2] @ BISE AR EE &R &
78 LLEMR PEAP BRFEPEER 1 UEAE ID ©

Encryption Strength

EMEM TSI Hp—1] -

High AES256/3DES

Middle AES256/3DES/AES128/RC4

MHEER

» 5278 “3%7E IEEE802.1X #HER”

3% 7E |IEEES02.1X BV /¥

1. TFEUENFRMEHY Web Config 732 EX [Network Security Settings] > [IEEE802.1X] > [Certificate] °

2. 1 [Use the following CA Certificate] LigEEFEAHEE o

s H AT A

ECEANEE -
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HERZEREEPEADRE

3. 1% [Use the following Client Certificate] L35 E 2 A HVRE -
AT H MRS E O EARNRE o

EPSON

Meatwork Secunty Setings = 1% = Cenficate
S sMne ¥ Settings > IEEEB02 cal

Wi-FiHewark Stakis | Import
Maintarance 3
Conlacks
# User Detaul Setlings Chent Certificale
[# Access Control Semings Irnipt
[ Prirter Setlings
B Wi FuNeswork Setiings

= C5R
Bl Netwark Secunty Setngs A
B S5LTLS
® IPseciP Fikering
EIEEEADZ 1% Lrse e following CA Cenificate Do Mot Use =
Patear LEea Bhs following Chanl Camilicalo Dis Mok Ui B
enilicala -
B System Settings st
B Admiréstratar Sestings

Epson Connect Seraces

4, E—T [Next] °
R EZRENER ©

5. E—T[OK] e
ENRESBERNEF o

HEEEA
=» 55115 “1FH{ Web Config”
» 308 "ESTEA CAEEER

¥ 25 IEEES02.1X #I % AR BE

2T B AR R AE R RS IEEE02.1X ARAE  MBFIENBRR KSR IS AT
o

, 5

ARz

B ED R AY B

% ID IEEE802.1X ARKE
Disable IEEE802.1X THEEE{E A ©
EAP Success IEEE802.1X BR7% B A& A Zh I AT NS A BRI AR ©
Authenticating IEEE802.1X BRE¥ i R FE K ©
Config Error FAEIDEREZTE  MEBEBRE -
Client Certificate Error APmERFBE > MEBRMBAK -
Timeout Error RADIUS R iRZE R/ Ep B 28 R B O FE - MEZERB LMK -
User ID Error ENRENERE D R/BRBBABERER  MEBEBERK o
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ELZE2RPEAERH
#REE ID IEEE802.1X #R&E
Server ID Error FIARES R ARES ID BELfRARZEAY ID T — 3k > MEERFH LY -
Server Certificate Error AR BB A LAT 885R - MEBERFE LM -
O fRERERH -

A ARFRE RS NI -

CA Certificate Error ABBBELTHR  MENHBRY -
QO IEEM CABRHETIER -

O EBMNCARESBEA -

O CABHEBH o

I.;I'-IAL

EAP Failure MR TERELUTHR > MEBEHERYK -

[ % [Authentication Method] % [EAP-TLS] % [PEAP-TLS] » XX IHERET
FrEch s FUERRE o

O # [Authentication Method] & [PEAP/MSCHAPV2] @ X R{EAHE ID HBBER
IEHE -

ﬁﬁﬁ ESM_L & |:|
BN L EE

O BFHECARE
H CA (REREEN) RENEEL BN ERREENERSE - BERE CAEERERERBAZE - &
Al CA %‘%Eﬁﬁﬁﬁ"iﬁzéﬁlﬂ BE o

0 CABHE

CAﬁﬁﬁ%f%_ﬁai‘“%ﬁmﬂﬁﬁﬁﬁﬂﬁﬁf DA c ERETRAKRZEMEENEERR - SH4EINE
CA FiiZ 3 CA BHEITRIRSEE

0 BREEERH
BREFBRIZHNRBABL B TRBNEE - SBBEL T A5 - WRLERFRIE - Hifit
BERAR SSUTLS BiF > BIERTRESHETZEMETR « BREEBIRFE AR SSL/TLS B ©

HEEAR

= 5514H “Web Config 1 EpsonNet Config ThgELLEL”

» 5308 “HUSIE AN CARBERE"

» %348 “MkR CA HBRE"

» %355 ‘EHMERFBRE

VB E A CA #HEBREF
W18 CA EHEBRH

EEMECAZERE BEIUCRBEREER) IEAZTRZEEN o EA[FE AR Web
Config R EE#E I CSR °
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FEKER T 5125 B F A Web Config 2237 CSR I EVS CA 2B /BE o ] Web Config B3 CSREF  BES

PEM/DER B e

1.

TFEEN =AY Web Config 3632 EX [Network Security Settings] > [SSL/TLS], [IPsec/IP Filtering] =X
[IEEEB02.1X] > [Certificate] °

2. 32— [CSR] Y [Generate] °
CSREYV HHE=RERNBERK ©
3. EREEWARE-
P&
TANEHRRENGEGEEREEVME - RESEEREEVNNRERIER o
4. E—T[OK]°
SERET E ZRERNEER ©
5. 3ZEBY [Network Security Settings] > [SSL/TLS] ~ [IPsec/IP Filtering] 2% [IEEE802.1X] > [Certificate] ©
6. REZREREEVNEELRN ' Z—TICSRINEFP—ETHizi > S CRTHESHK -
EEEH
ENEIESE (SR BB BEECEE AT BN CAEERE
7. B CSREXZRFIREEN - WEE CABBRFE -
HETERRREEVNNERSARRKRERE -
8. BEZENCALBRERTZHNRBAEZNWEK -
BREFEZENBNER  CAEZEBRENEEREFREETR °
EREE

» %£11H “1FH Web Config”
» 5532EH “‘CSREBRTEHEEB"
» 328 ‘BEACARERR
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EEEEAHA

ER2PEBPERDRE
CSRI®EIEH
EPSON
Es 7 I_\EI‘TW_KSGCMN Setlings = SSUTLS = Cerihcale B
Printer Siaks ey Length: 1024kt T_,
SNEE TGOS Commen N -
Mainbenance o
T Organizal -
Contacts - = —
B User Defaut Seltings St S AL
B ccess Control Setings Leecality -
& Prircer Setlings SlateProvince ;
B i Fimeswark Settings Courtry -
= Ratwork Security Setlings :
EISSUTLS [ 0K | | Back
Cenlcala
[ Sy=tern Sattings
B Adminstrator Sestings
Basic Sattifs
Epson Connect Senaces
Google Cloud Print Senvices
DS Prowy Setup
Firmmvars Lipdato
Root Cemficate Update
AirPring Satug -
1EHH % B BA
Key Length EECRIWEHBRE -
Common Name T E 128 BF T o BER IP il - BIAEBEFEE P it o
&l
1ZHY Web Config 94831 © https://10.152.12.225
—MER ©10.152.12.225
Organization/ Organizational Unit/ AT A 0 Z 64 18 ASCII (0x20-0x7E) 7T © IR EFAER D PR YR B8 -
Locality/ State/Province
Country B\ 1S0-3166 FTHEE K WAL BEIHS o
HEAEA

» £308 ‘Hi5 CARBER

BEACAZKER

n EEEE
Q BECIEEREENREN B HREERFR -
EEEHEREE A Web Config I HY CSR » & TJENEE—

1. TFENENRMERY Web Config 3632 EY [Network Security Settings] > [SSL/TLS], [IPsec/IP Filtering] 3%
[IEEE802.1X] > [Certificate]
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2. ¥—T [Import] °
BREEAEASMHEARR

3. EREEWMARE-
RIBECSRHBINERBENEREN  LENREEEMTE - RETHIRBBMALZEEMNE -
O & Web Config BX48# PEM/DER & 2\, /&R 3%

3 [Private Key] : HRENRESEFILEZSE BB DEITRE °
O [Password] : G5 7VERE °
[ [CA Certificate 11/[CA Certificate 2] : =24
O R BHSEISHY PEM/DER 1 TUREE
O [Private Key] : R4 BEITRIE ©
0 [Password] : B VERIE °
O [CA Certificate 1]/[CA Certificate 2] : 1RIEM
O R EHEVSHY PKCS#12 I URFE
Q [Private Key] : 5875 E ©
O [Password] : EIEM
[ [CA Certificate 1]/[CA Certificate 2] :

2
S
B
Fil

4, E—T[OK]°
SERENEERERNZE R ©

BEE -
#—T [Confirm] FEFREE

HEER

» %£11H “1FH Web Config”
» 348 ‘CAHEBEREEAREEE"
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EEEEMHA

CAEEBREEARTIER

EPSON

HRZE2REPEADRE

= Status
Prnter Stalis
Wi-Fidetwork Status
Maintangnce
Conlacls
[ Usar Datault Sestings:
3 Access Control Sattings
3 Printer Settings
FElWh-FeMetwork Setlings
El Habwork Secunisy Setings
ESsLTLS
Bas
[3 Systemn Setings
B Admiretralor Setings

Basic Setings
Ep=en Connect Seraces
Googhe Cloud Print Seraoes
DMEPraxy Sehp
Firmraare Update
Roat Cerlificate Update

AaPrnl Selm -

MNetwork Secunty Seftings = SSLTLS = Cenificate

Cerificata (FEMDER)

T

Privata Key -
P-a:gsw.';lwﬂ:

A Cetificate 1
G, Cerlifcate 2

! OK. ! Back

[ Browss,.

| Browse,

[Biowse.. |

=

RIESEH A

Server Certificate

ERURRE RSN o

Private Key EERAEMEIA CSREUE PEM/DER VG » BBIEERNSBRRENARE
WER -
Password BARBLUINZTLAZ S8 o

CA Certificate 1

pad ot E’J#&‘ts% [Certificate (PEM/DER)]

» FHEE A B A AR S

FREC BRREE

NHEE  REBEEER -
CA Certificate 2 ERIBWIEIS [Certificate (PEM/DER)] * 5HE A% 3 [CA Certificate 1] ZBEFF
EENNEE HREBEERER-
HEREE

» 5£32H "EACAERERE"

fER CA B BE

ERRBHNTBEEEAMNBERE - LARERCSEAMNEE -

n EREH:

E B KRB A1 Web Config 3 AJ CSR >

CSR M EFTENS /&% ©

LB HE A MBRARE

c HUERT - M

1. TFEUENZRMEH Web Config M732 EX [Network Security Settings] >

[IEEE802.1X] > [Certificate] °
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HERZE2REPEADRE

2. 3R—TF [Delete] °
RS S RMUET -

3. E—TI[OK]®

&R
=» 55115 “1FH Web Config”

EHBEREERE

BENRBEE HTTPS RS ZHEE - LA EH A REBRE - FABREZBREFE Web Config i - S8

Syl
REEME -

EFFAEREBRE  HIBSIAEA CAZERE
1. TFEUENZRMEH Web Config M3 EX [Network Security Settings] > [SSL/TLS] > [Certificate] ©
2. 1#—T [Update] °

3. H A [Common Name] ©
gy IP Az BN - BHIANEDRMEAY FQDN B8 o B aJE A 1 £ 128 {EF T °

B &E -
BOERER D RYIRI B (CN) ©

4. EERENBMHME -

EPSON

Network Securnity Setlings = SSLTLS = Cedifcale

=l Status

Brinter Siaks Key Length - 2048bit

Wi-Eiibetwork Sialus

5.

Mainterance
Contacts
[ ser Defaul Satings
Access Control Settings
& Prircer Setlings
B i Fimeswark Settings
= Ratwork Security Setlings
ESsUTLS
Bagir,
Cenlcala
[ Sy=tern Sattings
B Adminstrator Sestings

Basic Sattifs
Epson Connect Senaces
Google Cloud Print Senvices
DS Prowy Setup
Firmrnar Lipdate
Root Cemficate Update
Adrfrint Sebug

2 —TF [Next] °

RS SHEENETR -

Organization :
Wahd Date (LITC)

SEIHO EPSON CORP.
2013-06-20 1935022 UTC

Certificate m&m {year)

10

! et
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ELZE2REPEAE R
6. #—T [OK]°
ENRMESHEENEH -
BiaE -

R —T [Confirm] FEFLBEEHH -

HEER
» 1185 “FE Web Config”
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REFEREEE At

RIEE R EE E /it

B Ry #th 5 E Th e

& T P EN R BERVER S A S EE S LDAP (Al fR2% - BERH K ERINEENE it o

By &E :
Q0 TTAIHEERKENE - MEFMEN  F2HENREHH A -

O A& A {5 I ED R M B 22 I TE AR ) 46 EN SR MBS 405 A B BEEE LDAP ©
0 BEEASFEHINE - BXERTHBAFARS o

HEEHR

» 378 “REBEA

» 5£408 “f£FH LDAP AAREE"
w» %448 “FRABHRREE"

RIEB A

BEABETESUT BNt R

Q [Fax] | BEME R

Q [Email] : EFEHHHE HIHh

O [Network Folder (SMB))/[FTP] : FiHERI R EEEXAERHNE #IHh

B AR ELLR

BB I AT LR TR A © Web Config * EpsonNet Config KR ENREEAVIZHIEMR - E=FTH
MERMT RS -

Ihe Web Config EpsonNet Config E R Y22 B E AR
BHE v v v
fm¥E B A v v v
iR v v v
mEERAE v v v
fiER B B3t SR EF AR v v v
IBRFRE B #yit v — —
ERE M B A — v —
EAER — v —
EHEER — v —
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REFHRERE N

BiYeE
0 EpsonNet Config AIEE A KR EE &R - FlanEh s AOBEEEAERERGEE - MEFMEN -
EpsonNet Config 5% BB SC#H SR AR B TN BE SR ©

O &t A LUE A FAX Utility JRER EEE B #Iit o

15 B By ih B 8k B AR A
1. TFEUENFRMEHY Web Config M732EX [Contacts] ©
2. ELREZHAFHIR—T [Add] °
3. 1E [Type] F|IFZEEE Wb 1{H o
B &
TR ERE 0 BEEEE [Type] BB - S FHEA - BEMIBRE Mib L BHZE -

4. 3ZHY [Next] °
5. ERBEHBABE > AREEZ—T [Apply] °
HEEEA

=» 5115 “1FH Web Config”
» £38H “HWMEKREEER"

B ERR

EPSON

== 22

ARz

=l Status Es

Prinler Statye Mumiber - 1
WWI-ElNe bk Statis T o

Mainterance
Contacts

[ User Defaut Sattings ek Ly
[ Agcess Coatrl Seflings Feur Mumbeer :
B Prirter Seflings Fax Speed Follow Comenunicalion Seting
B v Fieswark Settings ) = ) T 'I =
3 Ratwork Security Settings | Apply Dedata [ Back
B Systern Setlings
B Adrnirstrater Sestings

Inchex Wiard :

Basic Setlings
Epson Conned Senices
Googie Cloed Pin Semces
DOMNSProxy Setup
Firnmwvare Updabe
Rt Cedificale Updale
HAarPrint Salugy
Wi-Fi Dengct Selug
Printer Infonmaton

=B RIESEH A
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REFEREEE At

B5E REHEIEA

Name TEB 4% A L8 X 0 Z 30 18 Unicode (UTF-8) ZTTHIFRBHE ©

Index Word #i A 0 £ 30 {8 Unicode (UTF-8) F LM S X F °

Fax

Fax Number EA0-9-*# REKREA 1 ZE64EFTT °

Fax Speed BEEE N EREE °

Email

Email Address BIA 1R 255 AF T (TLMEA A-Zaz09 S % & *+-/=2"_{|}~@) °

Network Folder (SMB)

Save to WA BEERRAELE (1 E 253 {8 Unicode (UTF-8) F7t » REE"\") °

User Name #IA 0 2 30 {8 Unicode (UTF-8) F TR BRI RIFEUE A E B8 o

Password A 0 Z 20 # Unicode (UTF-8) T FU4E R &K S Z EUR TS o

FTP

Save to WA RRE AR (1 E 253 18 ASCII (0x20-0x7E) F 7T » FEIE "ftpy/") ©

User Name # A 0 2 30 {8 Unicode (UTF-8) F T HY FTP AR FEVE A E B o BAMRER
ARTERER  FWAFHAESRRE 40 Anonymous F FTP ©

Password B 0 Z 20 {8 Unicode (UTF-8) F 7T HI FTP {al AR ESTZ IR ©

Connection Mode

fEThRE IR AUE IR - FENRME FTP MARER 2 MAREM X -

[Passive Mode] °

m‘%
=

Port Number

B 1 & 65535 B9 FTP {Al IR SR IE IR SR TS -

MEEAE

= 5£38H “HEAMBEEERZA

A% B i e RS A A

= B RV AE

w0

==pxX

# [Fax] or [Email] »

ZAG B Wi B R AEHE o

1. TEELENFRMERY Web Config 3632 EY [Contacts] ©

2. HEEEZRHZHMNFEIEIR—T [Add] °

3. & [Type] ZHEFAE

4, ¥E—T [Next] °
ATANEBE Wb EHEENEER -

5. B A [Name] # [Index Word] °
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6. 15l HRVE R NERUEREIRHY B Ayt o

EPSON

=l Status g

Brinter Stk Number ; 5
Wi-Futebwark Slalus Tm v Fax tsrm}
Mainterance
Contacts
[ User Defaut Sattings
H Access Control Seitings : | Hame ' IndexWord | FaxMNumber |
B Prircer Setlings [[B1 [
B v Fieswark Settings [(mz ]
3 Ratwork Security Settings :_ w3 N
B Systern Setlings . d
B Adrnirstrater Sestings

Inchex Woard :

Apply Delele | | Back
Basic Sattings
Epson Conned Senices
Googie Cloed Pin Semces
DOMNSProxy Setup
Firnmwvare Updabe
Rt Cedificale Updale
HAarPrint Salugy
Wi-Fi Dengct Selug
Printer Infonmaton

B &E -
B Ayt AT LAB 4R 2 S {EBEAE

7. &—T [Apply] °

HEAER
» 118 “7FH Web Config”

£ F§ LDAP {al IR 28

& AR LDAP R IRESIRIMEE R EFEH B i & o BUBELTRIESHRE » 7 9J7E LDAP Al iR 5§
A& -

iR 7€ LDAP fa] iR 38

1. TEERENRMEAY Web Config I3 ER [Wi-Fi/Network Settings] > [LDAP Server] > [Basic] ©

2. EREEHWMARE-

3. EHL[OK] °

IEFTEMNRESHER °
HEEHA

» %£11H “FH Web Config”
» 5418 “LDAP falfRESsREEB"
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LDAP fal AR 28 3R EH B

REFHRERE N

EPSON
ElStahe 3 Wi-Filtletwork Setings = LDAP Server > Basic
ErimgEot Conneclion Satlings
Wi-Futetwork Salus Use LOWVP Senvar allse Do Mot Use
cmﬂﬂﬁ LDAP Server Acdress
ontacts T _
A LDWAP server Pod Number :
[ User Defaut Setings
[ Access Control Sextings Search Timeou (sec)
H Prirter Setings Aushentication Mathod - Ancrymous Authentication [=]
ElveiFileswork Settings " Uszar Name
Wi-Fi Pasawird |
Basic
¥ Sendons
[ Email Sarver Herbaros Settings
ElLDAF Serer Kertaros Sener Address
Basic Kerberos Sener Por Mumbes
Search Sellings Kerberos Semver Reakn
Connectinn Test
B Habtwark Security Settings
&1 System Setlings Meter It s necessany 10 el up prnler's date and lime carmectty if the Kerberos aulhertication is used

B Adminstrator Sestings

Basic Sathngs
Epson Connect Senaces

Ok

=

RIESEH A

Connection Settings

Use LDAP Server 32 HY [Use] =X [Do Not Use] ©
LDAP Server Address # A\ LDAP Rl RBEAVAHE o BT A 1 & 255 {EIFTTHY IPv4  IPv6 5 FQDN 483 ©

$7 FQDN #& =X » £ A8 F ASCII (0x20-0x7E) B F o ] " " (i WIBATE I 45
RERIM) o

LDAP server Port Number

I 1 & 65535 B LDAP {a IR SSEHIESRTE -

Search Timeout (sec)

FRE 5 E 300 WABSHESEHRERE -

Authentication Method

EMTHEP-ELN -

User Name A 0 & 128 {8 Unicode (UTF-8) F7THY LDAP fAlfREEF A& B - BEEFEA
24| =2 7T + 5l 20 0x00-0x1F ] OX7F © £ [Authentication Method] 32 HX
[Anonymous Authentication] B » REFEHLLRE °

Password B 0 2 128 {& Unicode (UTF-8) = Jt Y LDAP {al RESERFE 2R H5 o /&ML Fix

#1527 » 70 0x00-0x1F F1 OX7F ° #E [Anonymous Authentication] 32EX
[Authentication Method] B » FEERLLRE ©

Kerberos Settings

Z7E [Authentication Method] 3 EY [Kerberos Authentication] * (58I A& 18 B HWEIE :

Kerberos Server Address

A Kerberos BRFE AIPRES AU UL - E A 1 & 255 {EF T IPv4 ~ IPv6 5 FQDN
B o

Kerberos Server Port Number

B 1 Z 65535 B Kerberos Al iR S8 E 2B YEHE o

Kerberos Server Realm

B 0 & 255 @ ASCII (0x20-0x7E) FF JTHY Kerberos ERFE &I [E o
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MERAE

» 55408 “3%E LDAP {@fReE”

ERH#ERERENMT

# 1T LDAP AR E SR TE

TZENEN R AT Web Config I 32 EY [Wi-Fi/Network Settings] > [LDAP Server] > [Search Settings] ©

1.

2. EREEHWAHE-

3. B—T[OKIBERRELER -
IBFTREV R E R

HEEAR

» %118 “7FH Web Config”

W 55428 “LDAP AR SR EEE”

LDAP Rl fRES SR EEH

EPSON
B Stalus Wi-Fikletwork Selings = LDAR Senved = Search Semngs
Prinbgr-Siakus Search éa;:ﬁs-unguslm Hame):
AVEETevoikc Az s Numiber of search enries 500
Mainberance T A o
Contacts
Bl User Defaut Settings ECTILAL S i 1 on
[ Aceecs Contral Setlings Fa Humbser Attribute : facsimilaTelephanaNumber
B Prircer Setlings Email Addrass .ﬁrnbm- il .
El v Fileswork Settings Alhll.l'al'f'#.l.l.l'll:ll.ﬂ.e 1 e
00:Ff Adhitrary Attribute 2 -
Basic . -
ESenions At Mibuty 9
@ Email Sarver Adbitrary Atribute 4 ;
B LD Server [
Basic L oK
Eearch Selings
Conreciion Tesl
3 Kabwork Secunity Setings
3 Systern Satings
B Adminstratar Sestings
Basic Salings
Epson Connect Seraces
1EH X EBaE BH
Search Base (Distinguished Name) EEMSTERE - 5I5E LDAP fRIARESMVRI B - A 0 E 128 B
Unicode (UTF-8) 7T - ETESEREMY  BFREEH
MR BR S B #RAVEEM] © de=server ~ dc=local
Number of search entries ? EEEEANHE  SENR5ZE 500 c EENESEEHESTRHEFEL
BroAFESEANSSERETHEAHRERAL  MUTHRES -
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EEEEAHA

RERHREEB Wit
HH R B R
User name Attribute EEESEFRAEEBEERETNEMERTR - RZWA 1 & 255 {# Unicode

(UTF-8) FT o FE—fAFTMBER azRAZ °
&35 : cn ~ uid

User name Display Attribute EEERTAFTAERRNBMERRE - WA 0 £ 255 {8 Unicode (UTF-8) FF T °
FE—EAFTHBARazHAZ

&5 : cn ~ sn

Fax Number Attribute EEESEAREREFATRNBEEB - FHAZ az 09K -8 A 1E 255
BZFET e F—EAEZ TN ER azHAZo

&if5) : facsimileTelephoneNumber

Email Address Attribute EEESE Bt FERETNBMHEEB - FHAAZ az 09K -8 1
Z255@F T e E—EAFTMEAR azRAZ°
&40 : mail
Arbitrary Attribute 1 - Arbitrary B EELSENEMEZEM o A 0 Z 255 {8 Unicode (UTF-8) T © 55—
Attribute 4 BERAMSBERazHAZ e BEFEEEEEEMN  FREZEA[ -
Eif5l : 0~ ou
HERER

» 5408 “#1T LDAP ARSEEESHE

¥2EE LDAP @ iRESE &

1. TFERENFRMERT Web Config 373 EX [Wi-Fi/Network Settings] > [LDAP Server] > [Connection Test] °
2. ZEH![Start] °
BRAASMEAME - TROAEE > SERRERE -

HEEE
» £118 “7FH Web Config”
» 55438 “LDAP fAfRSBESIHSZZE"

LDAP fAlfRESEHFAH S ZE

E L
Connection test was successful. RIS A {a fRES AV BRI SR RIS -
Connection test failed. THEREREEEREAE
Check the settings. O LDAP fAIARES (it B R SR R IE7E ©

O B
0 7E [Do Not Use] 3ZEL 7 [Use LDAP Server] °
|

#7E [Authentication Method] 3 EY [Kerberos Authentication] * B R
[Kerberos Server Address], [Kerberos Server Port Number] 1 [Kerberos Server

Realm] £ ETIER ©
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REFHREEB N
Connection test failed. B ENFRMEER LDAP AIARES ISR E R —BMBSESR LKA - SRETRIA
g
Check the date and time on your -
printer or server.
Authentication failed. THERRSETRIAME
Check the settings. O [User Name] B/Zk [Password] T~ IEHE o
0 #7E [Authentication Method] 32 EY [Kerberos Authentication] »+ &R/ B 287
BESERRE ©
Cannot access the printer until E RIS E R R E o
processing is complete.

HEER
» 5438 ‘M7 LDAP {AfRESEE"

{5 7 R4+ fa] AR 2%

HEERETHHEARHEREREER  HEEAEFEHFEANYRE - ELAEREBA RS

R E B[ AR 28

1. TEERENRMEY Web Config 332 EX [Wi-Fi/Network Settings] > [Email Server] > [Basic] °
2. EREEWARE-

3. EH[OK]°

EFTERNRESHER °

HEER
» %118 “7FHL Web Config”
» E458 “HHERSEREER"
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B A R EEE

ERHERERENMT

EPSON
S et Seunos - Sl S ey Basi B
Printer S2a Authantication Method - ot [~]
i0h-FLeROTk S Autheriicatis] Account: 0
Mainterance Tt Ftewands
Contacts -
B User Detaut Settings Sender's Email Addrass -
& Access Control Seflings il it S
B Prirter Setlings SMTP Server Post Mumber © 25
ElwiFileswork Seftings | POPS Serer Address -
b FOP3 Server Part Number
Basic o
E!Scmocs [ 0K
ElEmail Sarvar o
Easig
Copnection Tes]
[ LOAP Sy
[ Hetwark Secunty Semings
3 System Setlings
B Adminstrator Sestings
Basie Solings
Epzon Connect Sendces
Googie Cloud Pin Senices 4
b= || AR E B2 A
Authentication Method IEEENRETFIERARESHEBER R o
Off EEIGRRSSETRAE  BEEEH -
SMTP AUTH FEEXIE SMTP 525 MV B4 A AR 28 ©
POP before SMTP BEEUL IR EERE POP3 Rl AR ES
Authenticated Account # 7£ [Authentication Method] 2 EY [SMTP AUTH] ZX [POP before SMTP] » 58 A 0 & 30 1@
ASCII (0x20-0x7E) F THIE BB IR 5 B 18 ©
Authenticated Password #1E [Authentication Method] 32EY [SMTP AUTH] 5§ [POP before SMTP] * 5% A 0 & 20 1A

FRAHNCRFZE (TFEAAZaz0-94$%& *+-/=2"_{|}~@)°

Sender's Email Address

MASHENSFE4U - 8 0 E 255 {& ASCII (0x20-0x7E) FJT *

Yo A" RAIBEE—EZFETT -

FEEO<>11;

SMTP Server Address A 0Z 255 BF 5T (ATLMERA A-Za-20-9 -) o &R LA IPv4 5 FQDN &3 ©
SMTP Server Port Number BN 1 E 65535 WEF
POP3 Server Address #7E [Authentication Method] 32 EY [POP before SMTP] » &8 A 0 & 255 &% Jt#9 POP3 1
BRES{4E (RTLAME A A-Z a-2 0-9 .-) o S AT LA{#E A IPv4 5 FQDN #& 3 ©
POP3 Server Port Number #7£ [Authentication Method] 32 EX [POP before SMTP] » &8I A 1 & 65535 {EF T E
=
HEER
» 448 “REBHRRES"
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BREFAIRFELR

1. TEERENRMEAY Web Config I3 EY [Wi-Fi/Network Settings] > [Email Server] > [Connection Test] ©

2. 3#EEY [Start] ©

EHRASASREERE - TRAEER  SETRERS -
HEEHR

» %1185 “7FH Web Config”
» F46EH “‘BHARESESRSE”

BHAR[ERAASE

HE L
Connection test was successful. ARINEE N EA{A fRES AV ERIF SR RIS o
Connection test failed. THREEEEREAE
Check the settings. O ARSI RE IR IERE ©

O B4R o

Cannot access the printer until RIS S ETIAE -
processing is complete.

MEEAE
» F46H BB ARIFER
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Y
{55 FH & Th BE PR &l
CRSARY 0 EAR—EAE LIRS ERE T BNENFMINAE o (5% SA SR HER
UEAESBEREEA - FRETUFHRL  FRUNAKESE - RBEBAEBT HERSE -
EEROERBEHRANFHBEHRIRHIID  BERDEREANET RS -

&5 Windows EfSERENRE - BAISESEAERBREBERENREEBIENRFHEEDRE
N o IREEESELEAERKFEBRIELAE  FLERAFTIBARE - UFRERBEANFAE
ANl - 2 BEBREATEHEA o

IBEEETIE Mac OS X E L ThEE

REMLHEINRE

1. TZERENFRMEMY Web Config 362 EX [Access Control Settings] > [Basic] °
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2. ‘A& [Enables Access Control] 2 E & » REIZ—T [OK] °

FRETTANHERRERREESER

g BEEEH:

HRELLT HRFE R

B ARAEREE TAE -

O EXERSRREERER
O PCL ENRAEERENFE N/ PostScript EN RIEERENFZ
Q Epson Connect * Google Cloud Print & Web JR7#%
0 B2 TFRREMTEHERE

# BUH 222 [Allows printing and scanning without authentication information] 2 & & -

AR EEW

EPSON

Eleuke Access Control Seflings > Basic
Printgf Siatus | Enabis Access Conlrol
Wi Fitistwork Status | Allows printing and scarning wilhalt authentication information
Mainlerance -

Contacts 0K

[ User Defaut Sattings

El Access Control Seflings
sy SEfings

B Prirger Setfings

B v Fuleswork Settings
B Mobwork Seci iy SHUNGS
[H Systern Semtngs

B Admirstrator Sestings

Bagic Satings:

Epson Connect Senaces
Googie Cloud Prin Senaces
DMSProxy Setup

Firmmvare Lipdala

Rl Camboatn Updals
AurPrint Selup

Wi-Fi Dwrect Setup

3. #EHI [Access Control Settings] > [User Settings] ©

4. B—T[Add]» REEZEE@WARE -

5. ¥—T [Apply] °
BMIaE -

ERREBCBHENERER - SHR Delete] - —TAMBRERE -

EpsonNet Config AIFE A K & i F A& INEE o WIFEFAME -

EER o

MERAE

=» 55115 “1FH Web Config”

» 498 “ERAEIDER

EER"
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EEEEAHA

FRETTANHERRERREESERR

EREINREREERE

EPSON
S : Acctas Contol el U Sincs
Erinter-Sa Number ; 1
el L Uisier Mam : Erter between | and 14 alphanumeric characters.
Mainterance
Conlacts ; Passwod : Enter between 0 and 20 characlers.
[ User Defaut Settings
El Access Gontrol Seflings — b
) i Select e check box 1o cnable or disabie each fnglion
T + Copy
Usar Segings ¥ Scan
3 Prirter Setlings Fax
B Wi Fuleswork Setlings Pisi Troen Mormary Didon
Metwork Siecurity Semings ¥ Pried from Compuies
[H Syster Satings
[ Adminstrater Settings I_ Apply Deele [ 'l Back
Bipnic Soilings
E{!'BIII Conrect SeMvICES
Googie Cloud Print Sendces
OMS/Proxy Setup
Firmmware Lpdale
Rt Coosmifagantoe Uipehint
AurPrint Satug
Wi.Fi Direct Salup b
EE RS
User Name TEBEE LH A 1 & 14 18 ASCI (0x20-0x7E) T B R B g -
Password A 0 Z 20 B ASCII (0x20-0x7E) F 7T - EEFHITZERATERE B
E| °
Select the check box to enable or EARPIhEERRALUER ©
disable each function.

MEEAE
» E47H REEMAEIEE

2L = 31
SRERGEIEE RS
RERGEEHERIER - AP RESEESENRE -

1. TFEXENZRHEAY Web Config 3732 EX [Administrator Settings] > [Change Administrator Password] °
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EEEHEAHA
[REITTANNERRERGEESRR

2. 1R EH A Z [New Password] F1 [Confirm New Password] ©
EESFERE  FRABRRE -

Adminsirator Setlings = Change Admiresiratorn Passwond

Prinigr Status Current passwond :

Wi-Fietwork Status - C chers.
Mainsrance
Contacts Corfi Pasmword
B User Defaut Sathngs i 2

[ Access Control Seftings
B Prirter Setiings
B Wi Funetwork Setings
B Matwork Security Sefings
B Systern Sattings
B Admirstrator Seflings
i hange Admiresirabor Passwold

Ok

Irdoemaion

Basic Sethngs
Epson Connect Senaces
Google Cloud Prinl Sences
DNSIProay Sthup
Firmmware Uipdate
Root Cerhificale Update
HAarPrint Setup u

3. EHL[OK] °

MYeE
Web Config * EpsonNet Config R ENREIZFIERN AR EE SR EHEE o

BTSRRI EEE RN - B4R Epson RERB U - MFBARE - B2 BENRMAVFANM -

MHBAE
» 118 “7FH Web Config”
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R R B RE R /N ER

ERETHFMPRIESEH -
O ¥R fE M (PDF F)
REFERENRE  EMRBKE - HFERBAEBEAIZRA -
O #9RR{E ML A (PDF )
REHEEN  S2RFRPNRBERRZTE  URBREIBEAZEA -
[ Epson Connect A 0 #1k
https://www.epsonconnect.com/

12 Epson Connect ThEE R R REEME o

{56 7 48 B R BE HY 1 R

5% 77 HX Web Config

ENREN IP AU ESRERRE?

{8 F§ EpsonNet Config 2% EN SR A& AV 12 S E AR E IP A3k o S8 0] LAfH F 49 B& AR A8 3R SR 18 EN R M A 12 I T Al 7
RERREE °

SSL/TLS B9 Encryption Strength 2 & & & [High] ?

#1E [Encryption Strength] 32 EYX [High] © Web Config {2 8E1E 32 #8 AES (256 {1 7T) =% 3DES (168 {1 7T) HNZ Y
BIEEEPFEH - MERIERERNIMBEZIE o

55 SSL #@=R (https) FEY Web Config BFH IR "B HA" A8 -
ERHFBRH  FEFESESR BANEEIHBACAHETR » Ak a EERENRKHBAE -

f£ A SSL AR (https) FEY Web Config RFHHIR "Z2 M BREN BB T —28- - - "fB -

£H¥F [Common Name] Figa A FALAR S B IR FBIRE S CSR WENRME 1P VU AT S WA R RE RPN
o FEEHEVEIWE NRE  NEBEENREERE -

ENR ¥ B A13ER Proxy AIRES1FEN -
EENRME B Proxy AIARES @ BABEITRIERSHY Proxy 3R IE ©
J Windows

RE[RHIA] > (R A APRRE > (R ARRIRIE] > [ER] > [EBIE AR E] > [Proxy A IRES] © AER
TEAMEA I T A Proxy Al REE ©
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1 MacOSX :

B[R RETRE] > A9RE] > CER > (REMARER - ARE RRELEIRRFNNRERARERE]
BERANEAAL o

&35 :
192.168.1.% : M7 192.168.1.XXX » FHEEKIE=E 255.255.255.0
192.168.%.* : ZANHE( I 192.168 XXX XXX » F#IEIE = 255.255.0.0

HEAE
» 118 “17H Web Config”

R ZBR /D IP ALk REE R EpsonNet Config

EH R Windows @2 M EEHH X BEE R - REZEE [Block] * [Cancel] 2 [Shut down] ?
EIEE (HEH) ~ (BUBISK [BERA] 0 IP (it MR Z 8 A% T & B /R 1E EpsonNet Config 5 EpsonNet Setup t ©

EE{EIEILRERE - BEA Wlndows B K 8 K T & &2 2 Bh B BE & EpsonNet Config B2 BB « ZHIBEFE
Fﬁﬁﬁﬂ“ﬁﬁ%l‘b’ $A§— A HEEER - BESE M A EpsonNet Config °

BARRRARRENREAREAE?

#11T EpsonNet Config 3032 EX [T & > [3RIF] > [HIkF] - REIEN BASERIBRENFERE - X8 &
JEE {4 7] B 2 EpsonNet Config FYEI TR E 18 o

HBAER
» %£13E “¥11T EpsonNet Config - Windows”
» 2138 “¥11T EpsonNet Config - Mac OS X”

£ AR R 2 MR REE
SHRELLALR

¥ Fi Web Config EfiRE S8 -

EESF L BFEENRHEA Web Config I732EX [Network Security Settings] > [IPsec/IP Filtering] >
[Default Policy] B _52 [Group Policy] °

L A IPsec BEESTE

ERRERBEATIIENEEL?
ENRBEUTEE L -
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pik iyl REE

—HiEEEE AES-CBC 128

AES-CBC 192

AES-CBC 256

3DES-CBC

DES-CBC

MEEE L SHA-1

SHA2-256

SHA2-384

SHA2-512

MD5

SWEREEE Diffie-Hellman Group2

Diffie-Hellman Group1* * Diffie-Hellman Group14* ~ Elliptic Curve Diffie-Hellman
P-256* }% Elliptic Curve Diffie-Hellman P-384*

*A AR HAE o

MHBAER
» 55188 “FRIE IPsec/IP Filtering”

RARERETERM

ENREN IP AU REBRUKCRE ?
£ FED RAEHVIZHIEMRIF A IPsec ©

% DHCPBHA - FFEMBM & IPve (LILB IS H AREUS » BIAJREIR T IS ¥ EN KRR Web Config
(INetwork Security Settings] > [IPsec/IP Filtering] > [Group Policy] > [Local Address(Printer)]) FT & &89 IP {x
HE o

£ FAERRE P (it

BN IPUUREEYNRCEE ?
158 FREN R AV IE S E AR 1= A IPsec ©

%= DHCP iBHA - FEHBIM ; & IPve (LB HASE B RENS » BI RT3 T EI &1 %5 EDRMEAY Web Config
(INetwork Security Settings] > [IPsec/IP Filtering] > [Group Policy] > [Remote Address(Host)]) FT & &89 IP {u
3k o

fE FAEREE P (it o

HERER
» 5518H “FRIE IPsec/IP Filtering”
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i 5E 32 3 Secure IPP I ENE 218

EESERNERIEES SSUTLS BAKMREEEE ?
LIETENEETER  AITEELEVEEER - BELERERNESE -

\|

Y/

CEAZESENCA BEREE EEFEEIRIEK?
ECAREREEAZSH » BIn[geEAEVEREIE - IBECE A CARE

HEER
» ZE18H “F&E IPsec/IP Filtering”

5% € IEEE802.1X & £ X 17 BN E[) 3k 1

RETMBETIER »
FEEN IR ML Ay 422 4| E AR 15 FB IEEE802.1X Fl Wi-Fi o FEIZEN RN BIY - REBEHRE IEEE802.1X °

HEEE
» 5278 “3%7E IEEE802.1X #HER”

FEABNERZNERE
HEE A CAEESE

CAZEBERFHECGR LNEARBHE?
ECARERIFECRIEEBNE @ BIEEEA CSRe ELTIER :

Q %EZ&%%%EA%&TEWEH ENEES ?
WE CRIER » ABKEREAZEEGHEREMNEES -

O REEK CREREXER m?ﬂgﬁué BEETOHERNREHM CSR?
FE1EF CSREFHE CAREBRRE ©

CAEBRERAHEBSKB?
IBEEE AHBIB SKB Y CA BB E o

BREARBEEER?
ESRBE  CEEERE

HEE
» 328 “EACAERESHE
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BELENBREERE

EEC&#H A Common Name ?
&4 88 A [Common Name] °

=ABE CommonName A T A EMNF X 260 - AN ARZE -
TEIPv4 ~ IPv6 ~ FHEEZFESL FQDN & E A 1 £ 128 {E ASCII (0x20-0x7E) FJT

&% Common Name F I AESEH =48 ?
EHAEZY © [Common Name] EMZED R —¥ - EREEEZR AR 2B A —HZEW - QIS ELE
BR o
HEEE
» 5358 "BEHERRERR

#5E3E T CSR

=B E&LEH A Common Name ?
B ZEE A [Common Name] °

=& 1E Common Name, Organization, Organizational Unit, Locality, State/Province I A T A X EBHIF T ? I
m. AXIERZE -

TEIPV4 ~ IPV6 ~ FHEZFE S FQDN &L A ASCIl (0x20-0x7E) F T

2 &7 Common Name I AESEH 2248 2

EHAESE © [Common Name] ERZED R —F c EREEER RIS BB A —EZE » BISEELE
BR o

HEEAE

» %308 ‘B8 CA BEBERE

BREUBEERES

B REMRT
Enter a Server Certificate. BH :
/ﬁﬁ HYEE)\H/J/‘ g ©
BRI E
BEERIIE—T Import] °
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CA Certificate 1 is not entered.

RE :

CARBE 1 REA » BWACARE 2
BRSRITIE

FEN CATEE

Invalid value below.

REA :
BEREER/AEHEETENT T
BRRTTE -
BEHEIREWMALERNTT

Invalid date and time.

RA :

e R B B EN R AT B HRBE RS R o

fRSRITE ¢

5 F§ Web Config * EpsonNet Config 3% EN FR & V1% S E AR 55 & A BRERRF ] o

Invalid password.

RE :

5 CABRBARENZIBTEB ANZBR—3
RT3

WA ERRMEZE o

Invalid file.

RE :

R BEA X509 I WREBER

R E
BECENHEENREREEVMZENERERE -

FEA :

EEANNERAK - BRA/NDNLERA 5KB °
R % ¢

HEMERNER  BIERURCERIZAEN -

BH :
B RS A o

FRT o

MEEBNORME - S WEBIEE P -

Cannot use the Server Certificates that
include more than three CA
certificates.

RRA :
PKCS#12 1M B EREE 3 AU LN CARE -
BRRTTE

ﬁé PKCS#12 # VBRI PEM R IFE AN SEEE  SEARZEE2BCAR
EHI PKCS#H12 I BEREER -

The certificate has expired. Check if the
certificate is valid, or check the date
and time on your printer.

RRA :
’%Eﬁ Hﬂ °
BRFE

0 HEEBHY  FIELEAMER
0 BRFREBY - FHRECERREENREA QIR o
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Private key is required. FRR :
BRIECEENLZSHE -
R

O #B/FES PEM/DER R E A BN CSREE © BIEEAZRSRIER -

O ZRFTEPKCSH12 AL FEABIKE CSRINE @ BIEEEESLZSBAVE
Eo

ER :

182 EHE A F H Web Config #t CSR EX4SAY PEM/DER &3%

R E

B F A PEM/DER & I {5 FH Web Config # CSREUS » Bl RBEE A —K o

Setup failed. BHA :

PR ENR BT AN FOROEAN K B - SIS A — LSRR S Em
SERRRE o
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BEREENERREMR  ENEAME

HEER
=» 308 "BERBIER

EIMUBR CAEKBR

REEREEIZNEPER?
EEREBENESR  BEHEANERE -
EHBHERREFE AR Web Config I CSR » BELEHE ACMIBRAVERE o B CSR IEVSH/RE o

HERER
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5 E ) &
$E5E(E F AirPrint 31T 5 ED

=& 1= H AirPrint ?
= ERAA AirPrint - FETFEENEN KA Web Config I3 EY [AirPrintsR iE] » AABIZ—T [BXUAAIrPrint] °
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58



EEEEAHA
B 5%

P %

REEFFREWEFBAEA

BERETEHHEA

IEEE AL REE R E SH BB E FEAEWE TR - FIMENRERA - BRZSATEE 5 EE T Bt
it WRBLERWEANEH -

REEFEHEA
HEFALYRE  BXNEREBHRRES
1. TFEUENRMEH Web Config 3732 EX [Administrator Settings] > [Email Notification] ©
2. MALERREFBHBNNE FEMHBIL -
3. BEHNEFHMHEANGES °
4. NREERWBANRESR -

EPSON
E statiin Administrator Settings > Email Nobification

Primer Stalus et up the Email Senver to enabie the email notification

Wi-Fiftietwork Stabre

Emall Address Settings
Maimersance Email in salectad language wil be seet to each address, — —=
Coniacts 1: @ Engish =]

[ User Defaut Settings ] @ [ Spanish =
[ Access Control Setlings 1. i Erglsn =
[l Prester Settings T Jaginse =B
Wi-FilNetwork Settings 5 Japanase [=]

8 Nezwonk Security Solings
[# System Settings
[ Administrator Settings Notification Sefings

E Email wil be seni when printer slatus is as checked
Change Adminisialor Passwerd T 2 =

: . 1 2 [3[a]s
oy it gt Hgere/Conige) s caridgels) to be replaced v
Email Hafification Il e H
| Mainlenance box end of senvce ife £l 7
Bassg Setlings Maintenancs b ngdring and ]
Ep=son Connect Senicas Fapar oul v
Google Cloud Frint Sendces | Frinting stopped” a
DS Prosy Setup | Printes esor ‘
Frirnaare Update [ Scanner eqror 4
Ros! Cedificate Updats | Fax atror "
AirPrin Setup Adminisrator passwond changed I w |
Wi-Fi Darecd Setup * Hetfoed when an eires cecurs, SUCh 0% pRgier [am, paper CAssEne pnset, of mismalch of paper 520 o pe.

Prndar informatian

oK | Restore Defail Setings

5. —T[OK] e
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1 75 5% 7 ED 2R 4% 1Y 48
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2. [FHCKPRGIGENREEBIZZHER o

3. #l1T EpsonNet Config ©

BN RESHENRET - ATRREE LR - JTeeBRE T BRERE o
4. EWTENRME -
B &E -

BN{EiEis 2 AR E W EN R BB AT BURTE MAC {73 SR P EN R o
5. WRAAITHEESREE (AR THE] > [TCP/IP] > [BAR] o
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\ENE
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6. RE [IPi] - [FHARES) - Kk [FAREE] -

=BHE =)

HENE * i 7E [P {UBBTH T
oo A ° i

"2x
e 2R '

SR [FEE A P ht (APIPA) BE
i E;:{ T poues
=28 (Ei2) 1P (i3

- TCR/IP FifziER
E{]WEJ 1 TRANLS
= (1PvE) 2
DMS
DS (IPvE)
Banjour
PP
SLP
FETFRE
WSD

LLTD x

61



Pt 8%

B &E -
O BEBNREBEZZ 2 - BREFE P -
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3 32 27T Windows : \Driver\Printer\Driver\WINX86\setup
[ 64 {7t Windows : \Driver\Printer\Driver\WINX64\setup
EM T Setup.exe T Setupbd.exe * HIMM T EREZT - FXKRER LIS RIRKE -

BiEE -
ERAHMBENERNERIRE M B Epson XERU THESHRERN

HEREAR
» E60E “WRERKNME- 2 AHFER”
» E61H “REMKNME - Wi-Fi”
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= 5E65H “EITENREHLARKRE - Windows”

RERENFMEEEZ - Mac OS X

EBERERT A RR T XREDRAZLE TN - FRETHASBRORERIE -
S EDFHZIE Postscript LR Epson PostScript EVEMIEBITR « 35 ME MBI -
1. BREVRMER -

2 R RERIFRE > GIEBRRHE -

3. (4] > BT RER A -

4. BECREFER) - ARIEETRAEBTRODRLR o

5. ERBEAEEERER KRB -
ENREEBHEXNSAD T H - BEIRMWSBEENHIE -

B &E
O ZERERBREHERLERF 5% Epson XEFIEFE THEEHER & B ATEH Mac 05X 10.5.8
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0 FBZMEH "[AirPrint]" # "[Secure AirPrint]" I8 ESRBIIZX B - BRISEEALZKEBEHREN -

HEREAR
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» E61H “RERKNME - Wi-Fi”

£ A BRI 4 2R
EEEARRRNENEN L ZERABEDELS -
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O Windows : @ iH2S iR ENZ A A EN RALFEMT AV BBE L REA o

\Driver\Scanner\Driver
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=798
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2 Desktop Experience °
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=8 HoR =<
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3. BT (HtEHREX] -

BEEE -
% A Windows Server 2012 » i512— T [ B XL ARIE] » REBETRE °

4. EHAFIRA Windows fRA - AREBIR—T [HEE] °

MEEAE
= 66 H LA AR

EFA L FHEp R
55 A £ A EN R — Windows

Ao EEENASTANAFPREEIKATIENARINERERE - U BBAEEERALK
HESIENERR LERERMBERERN - FFHIT TP

1. # [Windows {ERAEIHEMEIEIRAFIENARZHEHE o

2. BMTEEFEAMWEIRE -
BEEE -
BEARBREHMBERER  FEANAFHRIAER EEMEDRBIFTIGL AR -
HEER
» 658 “HAENRE”
» EeoH “‘TERHAMEBEEZE"

A FHENR# — Mac OS X
FRRRAEIIZERERZHNREEIHER - FECENE R EREZES -

66



Pt 8%

5 ENRMBE ST PostScript BIEA8 Z 2 Epson PostScript EN RSB ZR » 5B ENRMAEHBAS -

1.

2.

FRENREEIR -

EE [REREFRE] > [FIENMIFH] o

JEN [+] > TG ED R SIT IS ©

BECBIFER] - ARBEPRIVEEHIZAIENRE

ERBREAEEEmEBRE - RREIFIE
ENREEHEXNSAD T - BEIRESIERHIE -

BiYeE
Q BERERRRERERNZERSF  Fit Epson TEMEFBH THEE R o 5 B AIEM Mac 05X 10.5.8 -
AEESRATERBRE - ELEAN Epson TEMUE T HEDHREZR

Q FBEZ0ME A "[AirPrint]" H "[Secure AirPrint]" IS EER B RN B8 - SRIBELZHEEHES -

67



	目錄
	版權與商標
	關於本手冊
	標誌與符號
	插圖
	作業系統參考
	注意

	簡介
	SSL/TLS 通訊
	加密 IP 通訊與連線驗證網路
	掃描及傳真目的地設定
	使用者功能限制及系統管理員密碼

	使用網路設定軟體
	關於 Web Config
	存取 Web Config
	關於 EpsonNet Config
	使用 EpsonNet Config – Windows
	安裝 EpsonNet Config – Windows
	執行 EpsonNet Config - Windows
	解除安裝 EpsonNet Config - Windows

	使用 EpsonNet Config – Mac OS X
	安裝 EpsonNet Config – Mac OS X
	執行 EpsonNet Config - Mac OS X
	解除安裝 EpsonNet Config – Mac OS X

	Web Config 和 EpsonNet Config 功能比較
	其他網路軟體
	關於 EpsonNet Print (僅適用於 Windows)
	關於 EpsonNet SetupManager


	在安全網路中使用印表機
	設定 SSL/TLS 通訊
	進行基本 SSL/TLS 設定
	設定印表機的伺服器憑證

	設定 IPsec/IP Filtering
	關於 IPsec/IP Filtering
	設定 Default Policy
	設定 Group Policy
	IPsec/IP Filtering 的設定範例
	設定 IPsec/IP Filtering 的憑證

	使用 SNMPv3 通訊協定
	設定 SNMPv3

	將印表機連接至 IEEE802.1X 網路
	設定 IEEE802.1X 網路
	設定 IEEE802.1X 的憑證
	檢查 IEEE802.1X 網路狀態

	使用數位憑證
	關於數位憑證
	取得並匯入 CA 簽署憑證
	刪除 CA 簽署憑證
	更新自我簽署憑證


	設定掃描及傳真目的地
	目的地設定功能
	設定聯絡人
	聯絡人設定比較
	將目的地登錄至聯絡人
	將目的地登錄為群組

	使用 LDAP 伺服器
	設定 LDAP 伺服器
	進行 LDAP 伺服器搜尋設定
	檢查 LDAP 伺服器連線

	使用郵件伺服器
	設定郵件伺服器
	檢查郵件伺服器連線


	限制可用的功能及設定系統管理員密碼
	使用者功能限制
	設定使用者功能

	設定系統管理員密碼

	解決問題
	解決問題的小祕訣
	使用網路軟體的問題
	無法存取 Web Config
	機型名稱及/或 IP 位址未顯示於 EpsonNet Config

	使用網路安全性功能的問題
	忘記預先共用金鑰
	無法使用 IPsec 通訊進行通訊
	突然無法進行通訊
	無法建立 Secure IPP 列印連接埠
	設定 IEEE802.1X 後無法存取印表機

	使用數位憑證的問題
	無法匯入 CA 簽署憑證
	無法更新自我簽署憑證
	無法建立 CSR
	顯示數位憑證相關警告
	意外刪除 CA 簽署憑證

	列印問題
	無法使用 AirPrint 進行列印
	列印出隨機字元


	附錄
	發生事件時接收電子郵件通知
	關於電子郵件通知
	設定電子郵件通知

	個別設定印表機的網路
	設定網路介面 - 乙太網路
	設定網路介面 - Wi-Fi
	設定連接至印表機的電腦
	安裝印表機驅動程式 - Windows
	安裝印表機驅動程式 - Mac OS X
	使用網路掃描器
	連線外部儲存裝置作為網路磁碟機

	進行印表機共用設定 - Windows
	共用印表機
	安裝其他驅動程式

	使用共用印表機
	使用共用印表機 – Windows
	使用共用印表機 – Mac OS X



